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Ne2 r. BaaguBocToka»



O003HaueHNsI M COKPALIIEHUS

APM — aBromMaTu3npoBaHHOE pabodee MECTO

BU — BunoBas undopmarus

BTCC — BcnomorarenbHble TEXHUYECKHAE CPEACTBA U CUCTEMBI
NCTIIH — nndopmaimoHHas cuctemMa nepCoHaIbHbIX JAaHHBIX
K3 — koHTpONMpyemas 30Ha

MD — mexceTeBoil 3KpaH

H/IB — HenexnapupoBaHHbIE BO3MOKHOCTH

HCJI — HecaHKIIMOHUPOBAHHBIA JOCTYII

OBII/IH — obOecrieyeHne 6€30MaCHOCTH MEPCOHANIBHBIX TAHHBIX
OC — onepanioHHas cUCTEMa

I1/IH — nepcoHanbHbIE TAHHBIE

I[IMB — nporpaMMHO-MaTeMaTU4YECKOE BO3ICUCTBUE

[10 — nporpamMmmHOe obecrieueHue

[I9MHUH — no6ouHbIe 3JIEKTPOMAarHUTHBIC U3ITYYCHHS U HABOJIKU
PU — peueas undopmaius

CBT — cpeacTBO BBIYUCIUTEIBHON TEXHUKU

C3U — cpenctBo 3amuThl UHPOpMALIUU

CIIA — creranorpaguyeckoe npeodpasoBaHrue HHGOPMAIUH
COVIIN — cnieuuanibHbIE JIEKTPOHHBIE YCTPOMCTBA MepexBara uHpopMauu
TKYU — TexHnueckuil KaHaa yTeukd nHpopMauuu

TCOMU — TexHuueckue cpeactsa 00padoTku HHGOPMALUH
YBIIIH — yrpo3bl 0€301aCHOCTH MEPCOHATBHBIX TAHHBIX
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1. TepMuHBI U onIpeaeIeHNsI

B HacTosimemM JOKyMEHTE HUCTIOJIb3YIOTCS CIEAYIONINE TEPMUHBI U UX ONIPEACIICHUS:

ABTOMATH3MPOBAHHAsl CHCTEMAa — CHCTEMa, COCTOAIAs W3 MepcoHana H
KOMIUIEKCA CPEJICTB aBTOMATU3AIIMH €TO0 JIeATEIbHOCTH, pealn3yoas HHPOPMaAIIMOHHYIO
TEXHOJIOTHIO BHITIOJTHEHHS YCTAHOBICHHBIX (DYHKIIMIA.

AyTCHTI’I(l)HKa]_[Hﬂ OTIIPABUTEA JdaHHBLIX — IIOATBCPKACHUC TOI0, YTO
OTIPABUTCIIb ITOJTYYCHHBIX JAHHBIX COOTBCTCTBYCT 3aj4BJICHHOMY.
be3onacHocTh MEPCOHAJIBHBIX JAaHHBIX — COCTOAHUC 3allIMIIICHHOCTHU

MEPCOHANBHBIX JaHHBIX, XapaKTePU3yeMOe CIIOCOOHOCTHIO TOJIb30BATENEH, TEXHHUECKUX
CpeicTB U UHGOOPMAIMOHHBIX TEXHOJIOTHMH  0o0ecnedyuTh KOH(PUACHIIMAIBHOCTD,
[EJIOCTHOCTh W JIOCTYNIHOCTh MEPCOHANBHBIX JAHHBIX MpU HUX o00paboTke B
UH(OPMAITMOHHBIX CHCTEMaX MEePCOHAIBHBIX JIAHHBIX.

BiokupoBanue mnepcoOHANBbHBIX JAHHBIX — BPEMEHHOE MpeKpaileHue coopa,
CUCTEMATU3alluM, HAKOIUICHUs, WCIIOIb30BaHUsA, PACIHPOCTPAHEHUA, [EPCOHAIBHBIX
JAHHBIX, B TOM YHUCJIE UX MIEpeIauH.

Bupyc (KoMnblOTepHbI, NPOrPaAaMMHBbIH) — HWCIIOJIHSAEMBIA MPOrPAMMHBIN KOJ
WIM ~ UHTEpPOpETUpYEeMbld  HAa0Op  HMHCTPYKIMM,  oOnamaroumuidi  CBOMCTBaMU
HECAHKIMOHUPOBAHHOTO  PACHPOCTPAHEHHs M camoBocnpousBeneHusa. (Co3gaHHbIE
nyOnauKaThl KOMIIBIOTEPHOTO BHpyca HE BCErjJa COBMNAJAIOT C  OPHUTMHAJIOM,
HO COXPaHSIIOT CIIOCOOHOCTD K JAJbHEUIIEMY pacupoCTPaHEHUIO
Y CaMOBOCHPOU3BEICHHUIO.

Bpenonocnass nmporpamma — nporpamma, IpeaHa3HauYeHHas Uil OCYLIECTBIICHUS
HECaHKIMOHUPOBAHHOIO JOCTyNa U (WIKM) BO3ACUCTBUS Ha NMEPCOHAIbHBIC JTaHHBIE WIIH
pecypcbl UHGOPMAIMOHHON CUCTEMBI IEPCOHATIBHBIX IAHHBIX.

BcnomorareabHbIe TEXHHYECKHE CPEACTBA M CHCTEMbI — TEXHUYECKHUE CPELCTBA
U CHCTEMbI, HE TIpeHa3HAYCHHbIE [T Mepenayr, 00pabOTKU U XpaHEHMsI NTePCOHAIbHBIX
JNAQHHBIX, YCTaHABJIMBAEMbIE COBMECTHO C TEXHHYECKMMH CpPEICTBAMU WU CHUCTEMaMH,
[IpeHa3HAYCHHBIMU JUISL 00paboTku IIEPCOHAIBHBIX JIAHHBIX, W
B IMOMENICHUSAX, B KOTOPBIX YCTAHOBJIEHbI MH(MOPMALMOHHBIE CHUCTEMBI MEPCOHAIBHBIX
JAHHBIX.

JocTtyn B omepauMoHHYI0 cpeay KOMIbHTepa (MH(OPMALMOHHON CHUCTEMbI
NEePCOHAJIBHBIX JAHHBIX) — [TOJYYEHHE BO3MOKHOCTH 3aIyCKa Ha BBIITOJIHEHNE IITATHBIX
KOMaH[l, (PyHKIMI, TpoUeayp OINEpalMOHHOM CUCTEMBbI (YHUUYTOXKEHHUS, KOMUPOBAHMS,
MepeMENIeHHS U T.I1.), HCIIOJIHAEMbIX (PaillIoB MPUKIAAHBIX TPOTPAMM.

Hoctyn k uHpopManmmu — BO3MOXHOCTH TIONydYeHHs HWH(opMmanuu W
€€ UCIIOJIb30BaHus.

3akia04HOe YCTPOMCTBO — 3JIEMEHT CpEICTBAa CheMa HH(POpPMAIUH, CKPHITHO
BHEJIPSIEMBbIH (3aKJIabIBAEMBIN HJIM BHOCUMBIN) B MECTa BO3MOKHOTO CheMa nH(popMaIuu
(B TOM uymclie B OrpaxaeHue, KOHCTPYKIHUIO, O0OOpyJOBaHUE, MPEIMEThl HHTEpbEpa,

TPAHCIIOPTHHIE CpeICTBa, a TaKXKe B TEXHUYECKUE cpencTBa
U cucTeMbI 00paboTku nHPOpMAIUN).
3amumaemass uHpopManuss — uHQOpPMAIUA, SABISIONIASCA  MPEAMETOM

COOCTBEHHOCTH U nmomgjacikamas 3aluTe B COOTBCTCTBHUM C Tpe6OBaHI/I${MI/I IIPaBOBBIX
AOKYMCHTOB HJIM Tp€6OBaHI/IHMI/I, yCTaHaBJIMBACMbIMHA COOCTBEHHUKOM I/IH(l)OpMaL[I/II/I.
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NnenTndurkanus — npucBoeHne cyobekTaM U 00beKTaM JI0CTyna uaeHTudukaTopa
U (WIM) CpaBHEHHE TMPEABABIAEMOTO HIACHTHU(PHUKATOPA C TEPEYHEM MPHUCBOCHHBIX
UACHTU(UKATOPOB.

NuHpopMaTUBHBIA CHTHAJ —  DJIEKTPUYECKHME  CHTHAJbBI, AaKyCTUYECKHE,
AJIEKTPOMArHUTHBIE U JIpyrue (U3HUECKUe IMOJs, MO MapamMeTpaM KOTOPBIX MOXKET ObITh
packpbiTa KOH(MUICHIIMATbHAs HHGOopMaIus (TIEpCOHANIBHBIC JaHHbIE), oOpabaThiBacMasi B
UH(GOPMALIMOHHON CHCTEME MEPCOHANBHBIX JTaHHBIX.

NudopmanuonHas cucreMa NePCOHAJBHBIX JAHHBIX — 3TO MHGOPMAIMOHHAS
CUCTEMA, IIPEICTABIIAIONIAS COO0N COBOKYMHOCTh MEPCOHANBHBIX JAHHBIX, COJIEPKAIIUXCS
B 0a3e MJaHHBIX, a Takke HMH()OPMAIMOHHBIX TEXHOJOTHUH U TEXHUUYECKHUX CPEJICTB,
MO3BOJISIIOLIMX ~ OCYLIECTBISATh  O0pabOTKY  TakKMX  MNEPCOHANBHBIX  JAaHHBIX  C
HCIIOJIb30BaHUEM CpPEICTB aBTOMAaTU3AINH 17001
0€3 HCTIO0Ib30BaHMsI TAKHX CPECTB.

NudopmanuoHHbie TEXHOJOTHN — MPOIIECCHI, METOIbI TIOUCKA, cOOpa, XpaHEHHUS,
00pabOTKM,  MPEAOCTABICHUS,  pacIpoOCTpaHEHUs]  UHPOpMAIIMM U CHOCOOBI
OCYIIECTBIIECHUS TAKUX MTPOLIECCOB U METOJIOB.

HUcrounuk yrpo3sl Oe3omacHocTH HMHpopmamum — cyOBeKT JocTyma,
MaTepUambHBIA  OOBEKT WM  (U3HUECKOe SBJICHWE, SABISAIOMIMECS  MPUIMHON
BO3HUKHOBEHUS yTPO3bl 0€30M1aCHOCTH H(OPMALIUU.

KonTrponupyemast 30Ha — 53TO MPOCTPAHCTBO, B KOTOPOM HCKIKOYEHO
HEKOHTpOJIUpYyeMOe  IpeObIBaHUE  COTPYJHHMKOB M  IIOCETUTENEW  omepaTtopa
¥ TIOCTOPOHHHX TPAHCIOPTHBIX, TEXHUYECKUX U HHBIX MaTEPHAIBHBIX CPEJICTB.

KonduaeHunaabHOCTh NEPCOHAJBHBIX JaHHBIX —  o0s3arenbHOE UL
COOJIOICHUS OTEPaTOPOM HJIM HMHBIM IOJIYYMBIIUM JOCTYIl K IEPCOHAJIbHBIM JIaHHBIM
JUUOM TpeOOBaHHWE HE JONYCKaTh HX pacnpocTpaHeHus Oe3 corjacusi CyObekTa
MEPCOHANIBHBIX TAHHBIX WM HAIMYUS WHOTO 3aKOHHOT'O OCHOBAHUSI.

Me:xceTeBoil IKpaH — JIOKajJbHOE (OJHOKOMIIOHEHTHOE) WM (DYHKIIMOHAJIBHO-
pacrpesieieHHOe MporpaMMHOe  (MPOrpaMMHO-aIapaTHOE) CPelICTBO  (KOMILIEKC),
peayiu3yrolee KOHTPoJIb 32 HHpopMaluel, mocTynareil B THPOPMAIIMOHHYIO CUCTEMY
MEPCOHANIBHBIX JAHHBIX U (MJIM) BBIXOJALIEH U3 NH(POPMATMOHHOW CUCTEMBI.

Hapymureas 0€30MaCHOCTH NEPCOHATBHBIX [JAHHBIX — (U3NYECKOE JIULIO,
CIIy4ailHO WJIM MPEAHAMEPEHHO COBEPIIAOIIEE NEUCTBUS, CIEACTBUEM KOTOPBIX SIBISETCS
HapyleHue Oe30MaCHOCTH MEPCOHANBHBIX JIaHHBIX MPU HX 00pabOTKE TEXHUYECKUMU
cpencTBamMu B MHGOPMAIIMOHHBIX CUCTEMAaX MEPCOHATBHBIX JaHHBIX.

HenexksapupoBaHHbie BO3MOKHOCTH — (DYHKIIMOHAJIbHBIE BO3MOKHOCTH CPEJICTB
BBIYMCIIUTENILHON TEXHUKH, HE ONUCAHHBIE WM HE COOTBETCTBYIOIIHME OMMCAHHBIM B
JIOKyMEHTAI1H, npu UCIOJIb30BaHUU KOTOPBIX BO3MOYHO HapylIeHHe
KOH(HUJIECHIIUAIBHOCTH, IOCTYITHOCTH WJIM IIEJIOCTHOCTH 00pabaThiBaeMoi HH(pOpMaIIiu.

HecaHKIIMOHUPOBaHHBIN 10CTYN (HECAHKIIMOHUPOBAHHBbIE J€CTBUA) — JIOCTYI
K uHpoOpManMM WM JEHCTBUS C HMHGPOpMAIUEHl, OCYLIECTBISIEMblE C HAapyIICHUEM
YCTaHOBJICHHBIX MpaB U (WJIM) MpaBUJI JOCTyNa K MHPOPMALMKM WU JEUCTBUI C HEH ¢
MIPUMEHEHUEM ITATHBIX CPEACTB MH(GOPMAIIMOHHON CUCTEMbI W CPEACTB, aHATOTUIHBIX
UM T10 CBOMM (PYHKIMOHAIBHOMY NIPEIHA3HAYCHUIO U TEXHUYECKUM XapaKTEPUCTUKAM.

Hocutenb undopmanuu — Gu3ndeckoe MO WU MaTePUATBHBIA OOBEKT, B TOM
yucie (Quanyeckoe moJie, B KOTOPOM HH(OpMalus HaXOIUT CBOE OTPaKEHUE B BHJIE



5

CHUMBOJIOB, 00pa30B, CUTHAJIOB, TEXHUYECKUX PEIICHUH U TMPOILECCOB, KOJIUYECTBEHHBIX
XapaKTEPUCTUK (HU3HUUECKUX BEJIIMYHUH.

O0padoTka nepcoHAJBHBIX JAHHBIX — JCHCTBUS (ONEpalyu) C MePCOHATBHBIMU
JaHHBIMM, BKJIIOYas cOOp, CHUCTEMaTH3allll0, HAKOIUICHWE, XpaHEHUEe, YTOYHEHUE
(oGHOBNIEHUE, U3MEHEHNUE), UCTIOIB30BAHUE, PACTIPOCTPaHEHHE (B TOM YHCIIE Mepenavy),
o0e3nunBanue, 0JI0KMPOBAHNE, YHUUTOXKEHUE TIEPCOHATBHBIX JaHHBIX.

OmnepaTtop — rocyJapcTBEHHbIN OpraH, MyHUIIUTIATBHBIA OpraH, IOPUIUIECKOE UITU
(bU3UYecKoe JUI0, OPraHU3YIoNe U (MJIH) OCYIIECTBIMIOMMIE 00padOTKy MePCOHATBHBIX
JAHHBIX, a TaKXe OMNpENCIIIoNMe eI U CoAep)KaHue OOpabOTKU MEPCOHAIBHBIX
JTAHHBIX.

IlepexBar (uH(popManMu) — HEOPaBOMEPHOE TOJNyYeHHE HHGPOPMALUU C
UCIIOJIb30BAHUEM TEXHHYECKOIO CPENCTBA, OCYLIECTBISIOLIEr0 OOHApYKEHHE, IPUEM U
00paboTKy MH(OPMATUBHBIX CUTHAJIOB.

IlepconanbHble JaHHBbIE — JTT00ast KH(OPMAIHS, OTHOCSILASCS K ONPEICIICHHOMY WU
ONpeNesieMOMY Ha OCHOBaHMM Takod HMHpopMmanmu (usnyeckomy JuLy (CyOBEKTY
MEPCOHATIBHBIX JIAHHBIX), B TOM YHCJIE €ro Qamuius, UMs, OTYECTBO, Jara U MEeCTO
POXKACHUSA, aApPeC, CEMEWHOE, COLMAbHOE, MMYIIECTBEHHOE IIOJIOKEHHE, 0Opa3oBaHMUE,
nipodeccus, J0X0bl, Ipyras HHPOopMaIus.

I10604HBIE 3JIEKTPOMATHUTHBIE HM3JIYYEeHHUS] M HABOAKH — DJICKTPOMArHUTHBIE
U3JIyYCHHS] TEXHUYECKHUX CPEICTB 00padOTKU 3aIIUIAeMOl HH(POPMALIMH, BOZHUKAIOIINE
KaK MOOOYHOE SBJICHHE U BBI3BAHHBIE YJIEKTPUUECKUMU CUTHAJIAMHU, TEUCTBYIOIUMH B X
AJEKTPUYECKUX W MArHUTHBIX IIEMsAX, a TakKXKe DJJICKTPOMarHWTHbIC HABOJKH HSTUX
CUTHAJIOB HA TOKOMPOBOASIINE JIMHUN, KOHCTPYKIIMH U LIETIH MUTAHUS.

Ionb30oBaTesib HHPOPMALMOHHON CHCTEMbl NMEPCOHAJBHBIX JAHHBIX — JIUIIO,
y4acTBymoIIee B ((yHKIIMOHUPOBAHUU MH(DPOPMAITMOHHOW CUCTEMBI TEPCOHAIBHBIX TAHHBIX
WJIM UCTIOJNB3YIOIEe PE3YNIbTaThl €€ (DYHKIIMOHUPOBAHUSI.

IIpaBuia pasrpaHu4yeHust J0CTYNIA — COBOKYITHOCTh ITPaBUJI, PErTIAMEHTUPYIOITUX
mpaBa J0CTyna CyObeKTOB JOCTYIA K 00bEKTaM JOCTyIa.

IIporpamMmmHasi 3akJjIagKka — CKPBITHO BHECEHHBId B MPOTrpaMMHOE OOecreueHue
(GyHKIMOHATBHBIN 00BEKT, KOTOPBIN MPHU OMPEIETCHHBIX YCIOBHIX CIIOCOOEH 00eCIeYnTh
HECaHKIIMOHUPOBAHHOE TIPOrpaMMHOe Bo3zaeiicTBue. [IporpaMMHas 3akiiajgka MOXKET OBIThH
peann3oBaHa B BUJI€ BPEAOHOCHOM MPOrpaMMbl WM MPOTPAMMHOI0 KOJ1a.

IIporpammHoe (mporpamMMHO-MaTeMaTHYECKOE) BO3/IeliCTBHE -
HECAaHKIIMOHUPOBAHHOE BO3JICHICTBHE Ha pecypchl aBTOMATU3UPOBAHHOMN
MH(POPMALIMOHHON CHUCTEMBI, OCYILECTBISIEMOE C HCIOJb30BAaHUEM BPEJOHOCHBIX
Mporpamm.

Pecypc uH(pOpMAUMOHHOM CHCTEMbl — HMEHOBAHHBIA SJIEMEHT CHCTEMHOTO,
MPUKIAAHOTO WM armapaTHOro odecredeHus: (yHKIMOHUPOBAHUS WH(OPMAIMOHHON
CUCTEMBI.

CpeacrBa BBIYMCINTEILHONW TEXHUKH — COBOKYIMHOCTh TMIPOTPAMMHBIX H
TEXHUYECKUX DJIEMEHTOB CHUCTEM OOpaOOTKH MaHHBIX, CIIOCOOHBIX (PYHKIITMOHUPOBATH
CaMOCTOSITEJIbHO WJIM B COCTABE IPYTUX CUCTEM.

Cy0obekT pnoctyna (cy0ObeKT) — JHMIO WM MPOLECC, ACHCTBUS KOTOPOIo
PETJIaMEHTUPYIOTCS TIPaBUJIaMU pa3rpaHUUYEHUS JOCTYIIA.

Texnnueckue cpeacrea HHPOPMALMOHHOH CUCTEMbI NEPCOHAIBHBIX JAHHbIX —
CpeICTBa BBIYMCIUTEIHLHON TEXHHUKHU, WH()OPMAIMOHHO-BBIYUCIUTEIbHBIE KOMIUICKCHI H
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CeTH, CpPEACTBa M CHCTEMBI Mepenadyd, npueMa M O0OpabOTKH MEepCOHAIBHBIX JaHHBIX
(cpenctBa W CUCTEMBI  3BYKO3aIlMCH, 3BYKOYCHWJICHHUS, 3BYKOBOCIPOM3BEICHUS,
NIEPErOBOPHBIE U TEJIEBU3WOHHBIE YCTPOMCTBA, CPEACTBA MU3TOTOBJICHUS, THPAKUPOBAHUS
JOKYMEHTOB U JIpyTrue TEXHUYECKHE CpeicTBa 00pabOTKU peueBoil, rpaduueckoid, BUIEO-
1 OyKBEeHHO-IIM(PPOBOK MH(DOpPMAIUK), TPOTPAMMHBIE CPEJICTBA (ONEPAIIMOHHBIE CUCTEMBI,
CUCTEMBI yIIpaBJieHUsl 0a3aMu JaHHBIX U T.11.), CPEICTBA 3AIIUTHI HH(OPMAIIH.

TexHuyecKUl KaHaJ YTedykd HHPOpMauMM — COBOKYIIHOCTb HOCHUTEIIS
uHdopmaruu  (cpenctBa o0paboOTKH),  (Qu3MUECKOW  cpeapl  paclmpoCTpaHEHUS
MH(OPMATUBHOTO CUTHAJA U CPEJICTB, KOTOPHIMU JI00BIBAETCS 3alluIaeMasi HHpopMaIusi.

Yrpo3bl 0e30aCHOCTH NEPCOHAJBHBIX JAHHBIX — COBOKYITHOCTh YCJIOBUH H
(bakTOpoB, CO3MAIONIMX OMACHOCTh HECAHKIMOHHUPOBAHHOTO, B TOM YHCJE CIy4aiHOTO,
J0CTyla K MEPCOHAJIbHBIM JAHHBIM, PE3YJIBTATOM KOTOPOIO MOKET CTaTh YHUUYTOKEHHUE,
U3MEHEHUE, OJOKMPOBAHUE, KOMMPOBAHUE, PACHPOCTPAHCHHUE MEPCOHANBHBIX JAHHBIX, a
TaK)K€ MHBIX HECAaHKIIMOHWPOBAHHBIX JNEHCTBUM MpU WX 00paboTKe B MH(OpMAIMOHHON
CUCTEME NIEPCOHAIIBHBIX JAHHBIX.

YHUUYTOXKEHNE NEPCOHAIBHBIX JAHHBIX — JICHCTBHS, B PE3yNbTaTe KOTOPBIX
HEBO3MO>XHO BOCCTAaHOBUTBH COJEP)KAHME IEPCOHAIBHBIX JAHHBIX B WH(GOPMALMOHHON
CUCTEME IIEPCOHAJIBHBIX [JAHHBIX WM B PE3YJIbTAaT€ KOTOPBIX YHHUYTOXKAKOTCS
MaTepHualbHbIE HOCUTENH IIEPCOHAIBHBIX TaHHBIX.

Yreuka (GamummaemMoil) HWHEPOpPMANUM N0 TEXHHYECKHM  KaHAJaM —
HEKOHTPOJIMPYEMOE  pPACIPOCTPaHEHHE UWH(GOpPMAIMM OT HOCUTENS  3alUIIAEMOU
nH(popmanuu yepe3 PU3NYECKYIO Cpey 10 TEXHUUYECKOTO CPEACTBA, OCYLIECTBISIOLIETO
nepexBaT HHPOPMALIUH.

YAa3BUMOCTb — HEKas cJ1ad0CTh, KOTOPYIO MOKHO HMCHOJB30BaTh ISl HAPYIICHUS
CUCTEMBI WJIM COZIepkKallIeiics B Hell HHPOPMALIHH.

HenocTHocTh HHOpMAUMU — COCTOSHUE MHGOpMAIMKM, TMPU  KOTOPOM
OTCYTCTBYeT JI000€ €€ U3MeHeHHue JHOO0 U3MEHEHUE OCYUIECTBIAETCS TOJIBKO
npeHaMEepeHHO CyObeKTaMH, UMEIOLIMMHU Ha HETO MPaBo.
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2. O01ue moJI0KeHus

Hacrosimas «ba3oBasi Mozmenb yrpo3 0€30MacHOCTH TEPCOHANBHBIX JAHHBIX MPH X
00paboTKe B MH(POPMAIIMOHHBIX CHCTEMAaX MEPCOHANBHBIX JaHHBIX» (Hanee — Mojensb yrpo3)
COJIEPKUT CUCTEMATU3UPOBAHHBIN MepeueHb Yrpo3 0€30MaCHOCTH MEPCOHAIBHBIX JAHHBIX MIPU
uxX o00paboTKe B HMH(POPMAIMOHHBIX CHUCTEMaX IEPCOHAIBHBIX JIAHHBIX. OJTH YIPO3bI
00YCIIOBJICHBI TIPEHAMEPEHHBIMHU WITM HETIPETHAMEPEHHBIMU JCHCTBUSIMUA (DU3MUYECKUX JIUII,
JEUCTBUSIMU 3apyOEIKHBIX CHEICTYKO MIIM OpraHu3aiuil (B TOM 4YHCIIe TEPPOPUCTUUECKUX), a
TaKKEe KPUMUHAIBHBIX TPYMIAPOBOK, CO3AAIOMIMX YCIOBUS (NIPEANOCHUIKA) Ui HAPYIICHHUS
6e3onacHocTH nepcoHalbHbIX JaHHbIX ([1/]H), KoTOpoe BedeT K yiiepOy >KU3HEHHO BasKHBIX
WHTEPECOB JIMYHOCTH, OOIIIECTBA M TOCYAapCTBA.

Mogaenb yrpo3 COJAEpKUT €IMHbIE UCXOJHbIE JaHHBIE MO Yrpo3am Oe30MacHOCTH
MIEPCOHANILHBIX JaHHBIX, 00pabaThIBAEMbIX B WH()OPMAITMOHHBIX CUCTEMAaX MEPCOHATBHBIX
nanubix (MCIIIH), cBsi3aHHBIM:

¢ nepexBaroM (cbemMoM) I1J[H Mo TeXHUYECKUM KaHallaM C IeJIbI0 UX KOMUPOBAHUS
WJIA HEIPABOMEPHOTO PaCHpPOCTPAHEHHUS;

C HECAaHKI[MOHUPOBAHHBIM, B TOM 4HCJIE cliydarnHbiM, foctyrioM B UCII/IH ¢ nenbro
M3MEHEHHUSI, KOIMPOBAaHUs, HEMPABOMEPHOTo pacnpoctpanenus [1/{H nin qecTpyKTUBHBIX
BozzeiicTBuil Ha sneMenTsl UCII/IH n oOpabaTteiBaeMbix B HUX [I/[H ¢ ucnonp3oBaHueM
MPOTPAMMHBIX ¥ MPOTPaMMHO-AIMAPATHBIX CPEICTB C LEJIbI0 YHHUYTOXEHUS WIIU
onoxupoBanus [1]1H.

C npumeneHrneM Mojienu yrpo3 pelaroTcs CIeayoIue 3a0aun:

pa3palboTka yacTHBIX Mojelnel yrpo3 6e3zonacHoctu [1/In B konkpetHbix UCII/IH ¢
y4eTOM UX Ha3HAYCHUS, YCIOBUN U 0COOCHHOCTEN (DYHKIIMOHUPOBAHNUS,

ananu3 3amuineHHoct UCII/Ix ot yrpo3 6e3onacnoctu [1/]H B X01e opranuzaiuu
Y BBITIOJIHEHUS padoT 1o obecnieyeHuto 6ezonacHoctu [1/1H;

pa3pabotka cuctembl 3amuthl [IJlH, oOecneuuBaronmeld HEHUTpaIU3aALKIO
MPEANojaraéMbplx yrpo3 C MCIHOJIb30BaHHUEM METOJIOB W croco0oB 3amuthl [1/1H,
MPEyCMOTPEHHBIX I cCOOTBeTCTBYIoMIErO Knacca MCII/H;

MPOBEIECHUE MEpONPUATHUH, HaIpaBJICHHBIX Ha npeAoTBpAICHUE
HECAHKIMOHUPOBAHHOTO nocTyna K II/lH u (unu) mepenaud ux JuilaMm, HE UMEKOIIUM
mpaBa J0CTyna K Takoi nHdopmaIuy;

HeJonyleHue Bo3aeucTBus Ha TtexHuueckue cpencrBa HMCII[IH, B pesynbrare
KOTOPOTO MOKET ObITh HAPYIIECHO WX (YHKIIMOHUPOBAHUE;

KOHTPOJIb 00€CTICUeHUsI YPOBHS 3aIUIIICHHOCTH IEPCOHATBHBIX JJAHHBIX.

B Mogaenu yrpo3 nano o6o6menHoe omucanue MCII/[H kak OOBEKTOB 3aIlIMTHI,
BO3MOJKHBIX HCTOYHHUKOB YIpO3bl O€30MacHOCTH MepcoHalbHbIX JaHHBIX (YBII/H),
OoCHOBHbIX KkiaccoB ys3BuMoctedd HMCIIJIH, BO3MOXHBIX BHUIOB JECTPYKTHUBHBIX
Bo3jeiicTBuil Ha [1/[H, a Tak)Ke OCHOBHBIX CITIOCOOOB MX peaTu3aliu.

VYrpossl 6e3onacHoctu [1J[H, obpabateiBaembix B WCIIH, comepskamuecs B
HacTosimerd Mozenu yrpos, MOTyT YTOUHSITHCS U JJOTIOJTHATHCS [0 MEPE BBISIBIICHUSI HOBBIX
HMCTOYHHUKOB YIPO3, pa3BUTHS crmocoOoB u cpeactB peanusanuu YBII[a B MCII/H.
Buecenue wusmenenuit B Mogens yrpo3 ocymectBisiercs DCTOK  Poccunm B
YCTaHaBJIMBA€MOM MHOPSJIKE.
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3. Knaccudukanus yrpo3 0€30nacHOCTH NEePCOHAIBHBIX JAHHBIX

CoctaB u coaepxxanue YDBII/IH omnpenenseTcs COBOKYIHOCTBIO YCIOBUH U
(akTOpOB, CO3JAIONIMX OMACHOCTh HECAHKIIMOHWPOBAHHOTO, B TOM YMHCIE CIy4alHOTo,
nocryna K [1/1H.

COBOKYITHOCTh TaKMX YCJIOBUM U (PaKTOPOB GOPMHUPYETCS C YUETOM XapPAKTEPUCTUK
NCIIIH, cBo#McTB cpenpl (MyTH) pacmpocTpaHeHUss HHGOPMATUBHBIX CHUTHAJIOB,
coJiep KalluX 3alrIaeMyro HHHOPMAIUIO, U BOZMOXHOCTEH HCTOYHUKOB YTPO3bI.

K xapakrepuctukam HWCII[IH, oOycnoBnuBaroimuM Bo3HUKHOBeHHEe Y BII/IH,
MOXHO OTHECTH KaTeroputo U o0bem oOpadarbiBaeMbix B VCII/IH mnepcoHanbHBIX
nanubix, ctpykrypy MUCIIIH, nanuuue noaxmtoueHudt MCIIAH k ceTsiM cBsi3u 00I111€ro
MOJIb30BaHUST U (MJIM) CEeTAM  MEXIyHapoJHOTrO  HMH(MOPMAIMOHHOTO  OOMEHa,
XapaKTepUCTUKHU MojicucTeMbl 6e3onacHoctu 111, oopadareiBaembix B UCII/IH, peskxumbl
00pabOTKM  NEPCOHATBHBIX JAHHBIX, PEKUMBl pasrpaHUYEeHHs TpaB  JOCTyna
nonb3oBareneii MCIIJIH, MeCTOHaXOKIEHHE M YCJIOBUA pa3MELICHUS TEXHUYECKUX
cpeactB UCIT/IH.

Nudopmarmonnsie  cuctembl II/[H  mpeacTaBisioT coOOW  COBOKYITHOCTH
MH()OPMAIMOHHBIX M MPOTPAMMHO-AMNTAPATHBIX JJIEMEHTOB, a TakkKe WH(OPMAIMOHHBIX
TEXHOJIOTH, TpUMEHsIeMbIX npu 00padoTke [1/1H.

OcnoBHbIMU 251eMeHTaMu MCIT/{H aBisitoTCs:

NepPCOHANbHBIE JIaHHBIE, COJep)Kamuecs B 0a3aX JaHHBIX, KaK COBOKYITHOCTb
uHdopmaiuu u ee Hocutenel, ucnoiabzyeMbix B UCIIH;

nH(OPMAITMOHHBIE TEXHOJIOTHH, TpUMEHsieMble ipu 0bpadoTke [1/1H;

TEXHUYECKUE  CpeJACTBa, oOcymecTBisomue obpadorky II[ln  (cpenctBa
BBIYMCIIUTENILHON TEXHUKH, HH(POPMAIMOHHO-BBIUUCIUTEIbHBIE KOMIUIEKCHI U CETH,
CpelcTBa M CHUCTEMBI Tiepenauyu, npuema u o0pabotku [IJIH, cpencTtBa U cHCTEMBI
3BYKO3aIlMCH, 3ByKOYCHUJICHUS, 3ByKOBOCIIPOU3BEICHUS, IEPETOBOPHBIC U TEJIEBU3MOHHBIE
YCTPOMCTBA, CPEACTBA U3IrOTOBIICHUS, THUPAXKUPOBAHUS JIOKYMEHTOB U  JIpyrue
TEXHUYECKHE CpeicTBa 00pabOTKH peueBoil, rpaduyeckoi, BUaeo- U OyKBEHHO-IIU(PPOBOi
nHpopmarun) (nanee — rexanyeckue cpeacrea UCIIn);

IPOrpaMMHBIE CpeACTBa (ONEPAIMOHHBIE CUCTEMBI, CUCTEMBI yIpaBJieHUsI OazaMu
JAHHBIX U T.11.);

CpelcTBa 3alUThl HH(DOpPMAIUK;

BcrioMorarenbHble TexHuueckue cpeactBa u cuctembl (BTCC) — texuuueckue
CpelICTBa U CUCTEMBI, X KOMMYHUKAIINH, HE TpelHa3HaYeHHbIe i1 oOpaboTku [1/1H, HO
pa3MeIlleHHbIE B TIOMEHICHHUSX (Jajiee — CiIyXeOHbIe TIOMEIIECHUS), B KOTOPBIX
pacnonioxkedsl MCIIJIH, ux TexHuuyeckue cpeacTBa (pa3iMyHOTO poja TenedoHHbIe
CpEeACTBA M CHUCTEMBI, CPEACTBA BBIYMCIUTEIBHOM TEXHUKH, CPEACTBA U CHUCTEMBI
IepeIayu JaHHBIX B CUCTEME PAAMOCBA3U, CPEACTBA U CUCTEMBI OXPAHHOU U MOXKAPHOU
CUTHAJIM3ALIMU, CPEICTBA W CHUCTEMbI OIOBEUICHUS W CUTHAIU3AlUWH, KOHTPOJIBHO-
W3MEpPUTENbHAS alllaparypa, CPEeACTBA U CUCTEMbl KOHJAWIIMOHUPOBAHMS, CPEIACTBA U
CHUCTEMBI IPOBOAHON PAAUOTPAHCISALMOHHON CETH U MPUEMA IPOTPaMM PAJUOBEIIAHUS U
TEIICBUJICHUSI, CPEACTBA  JJIEKTPOHHOW  OpPITEXHUKH, CPEACTBA U  CUCTEMBI
AIMEKTPOYACOPUKAIINN).

CpoiictBa cpeapl (IMyTH) pacnpocTpaHeHUss HMHPOPMATUBHBIX  CHUTHAJIOB,
coJiep KalnX 3alrinaeMyo HHOOPMAITUIO, XapaKTePU3YIOTCS BUIOM (PHU3UYIECKON Cpebl,
B KoTopou pacnpoctpanstorcs I[I/IH, u omnpenensroTcss Opu OIEHKE BO3MOMXKHOCTH



peasm3anuu Y bI1J[H.

Bo3moxuoctu wucrounukoB YbBIIJIH 00ycioBieHBl COBOKYITHOCTBHIO CIIOCOOOB
HECAaHKIIMOHUPOBAHHOTO W (WiM) ciayyaiiHoro goctyna k [IJ[H, B pe3ynbrare KOTOPOro
BO3MOXHO  HapylieHue  KOH(QUIECHIMATBLHOCTH  (KOMUPOBAHHUE,  HEMPaBOMEPHOE
pacnpocTpaHeHue), UEJIOCTHOCTH (YHUYTOXKEHUE, HW3MEHEHHWE) U  JOCTYIHOCTH
(6moxupoBanue) I1/1H.

VYrpo3za OezomacHoctu [1/In peamusyercss B pesynbrare oOpa3oBaHUs KaHaja
peanuzaruu YBII/IH MexX Ty HCTOYHUKOM yIpo3bl U HOocuTeneM (uctounukoMm) I1JIH, uTo
co3/laeT yclnoBus M HapyuieHust OezomacHocTH [I/[H (HeCaHKIIMOHMPOBAHHBIN WU
CIIy4YalHbBIA TOCTYM).

OcHOBHBIMU 3JIeMeHTaMu KaHana peann3anuu Y BIIJ[H (pucyHok 1) siBnsroTcs:

uctouyHuk YBII/lH — cyOBeKkT, MaTepuanbHbIii OOBEKT WM (U3NYECKOE SBIICHUE,
coznaromue Y BITJIH;

cpena (myTh) pacnpoctpanenus [IJIH wiam Bo3nelcTBUl, B KOTOpPOH (uinueckoe
10JIe, CUTHAJI, TaHHbIE WM NPOTrpaMMbl MOTYT PAaCIpPOCTPAHATHCA U BO3IAECHCTBOBATH HA
3aIUIaeMble CBOMCTBA (KOHPUIEHITUATBHOCTD, IIEIOCTHOCTD, J0CTYIHOCTH) [1/1H;

Hocutenb [IJIlH — duzmyeckoe MO WM MaTepUalbHBI OOBEKT, B TOM YHUCIE
¢dusmnueckoe noie, B koropoM [1J[H HaXOAAT CBOE OTpakeHHE B BUE CUMBOJIOB, 00pa3oB,
CUTHAJIOB, TEXHMYECKMX PEUIEHUWHM U IMPOLECCOB, KOJIMYECTBEHHBIX XapaKTEPUCTUK
(U3UYECKUX BEJIMYMH.

Cpena pacnpocTpaHeHus
Hcrounuk I1/TH n BO31EHCTBHM
yrpos 0e3onacHocTn |4 TIpreMHAK «—> Hocurens IT/1n
[1J1n WH(OPMATHBHOI'O CUTHAJA
[TepenaTuuk
BO3JICHCTBYIOIETO CUTHAJIA

Pucynox 1. O60611eHHast cxema KaHajia peain3aluu yrpo3 6€30macHOCTH MePCOHATBHBIX
JTAHHBIX

Hocutenu I1JlH MoryT comepxaTh WH(MOpMAIUIO, MPEICTABICHHYIO B CICTYIOIINX
BHJIAX:

akyctudeckas (peueBasi) mHpopmanus (PU), comepikamiasics HEMOCPEICTBEHHO B
nporsHocuMoit peur nonb3oBarens UCII/x npu ocymiecTBieHnn uM (yHKIMU TOJI0COBOTO
BBoJ1a [1/Tn B UCII/IH, mubo Bocnipon3Boaumas akyctuueckumu cpeactsamu UCI I (eciu
Takue (YHKIMH NPeyCMOTPEHbI TexHooruen oopadotku I1JIH), a Takxke coaeprraiascs B
AJIEKTPOMATHUTHBIX TOJSX M DJIGKTPUUECKHX CUTHaAlaX, KOTOPbIE BO3HHUKAIOT 34 CUET
npeoOpa3oBaHUM aKyCTHUECKOM HH(POPMAIINH;

BunoBas uHopmanus (BU), mpencraBieHHas B BHAE TEKCTa W H300paKCHHMA
Pa3TUYHBIX YCTPOMCTB OTOOpaKeHUS] MHPOPMAIUUA CPEJCTB BBHIYMCIUTEILHON TEXHHKH,
MH()OPMAITMOHHO-BBIYUCTUTEIBHBIX KOMILJIEKCOB, TEXHUYECKHX CPEICTB 00pabOTKH
rpadudeckoit, Buneo- u OykBeHHO-IUPpoBoit nHGopMaruu, Bxoasaux B coctaB UCIIIH;

undopmarus, oOpabareiBaemast (mupkymupytomasi) B WCIIIa, B Buae
ANEKTPUUYECKUX, DIIEKTPOMATHUTHBIX, ONTUYECKUX CUTHAJIOB;
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uHpopmanus, obpabareiBaemass B WCII/IH, npencrtaBnenHas B Buue OUT, OailT,
(aioB U IPYTUX JIOTHYECKUX CTPYKTYP.

B uensx dopMmupoBanus cucreMatusupoBaHHoro rnepeuns YBIIJIlH npu wux
obpaborke B UCIIJIH u pa3paboTke HAa UX OCHOBE YACTHBIX MOJIEJIEH MPUMEHUTEIHLHO K
koHkpetHoMy Buay MCII[IH yrpo3bl KiacCU(UUUPYIOTCS B  COOTBETCTBUU  CO
CJIEIYIOLIMMU MPU3HAKaMU (PUCYHOK 2):

no Buay 3amuimaemoi ot Y BIIIx nndopmanmm, conepxarieit I11x;

10 BHJIaM BO3MOXXHBIX UCTOYHUKOB Y BIIJIH;

no tunty UCII/IH, Ha koTOpBIe HanpasieHa peanuszauus Y BII/H;

o croco0y peanmzaruu Y bI1/]H;

M0 BHJY HApyIIaeMoOro CBOWCTBa WHGOpMAIK (BUAY HECAHKIIMOHUPOBAHHBIX
nencTBuil, ocyectBisieMbix ¢ [1JIH);

I10 UCITOJIB3YEMOM YSI3BUMOCTH;

10 00BEKTY BO3ACHCTBUS.

IIo BumaMm BO3MOXKHBIX UCTOYHUKOB YDBIIJIH BBIAEISAIOTCS CIIEAYIOIIME KJIACCHI
yIpo3:

YIPO3bl, CBSI3aHHBIE C MPEIHAMEPEHHBIMU WM HENPEIHAMEPEHHBIMU ACHCTBHUIMU
JIMII, HMCIOIINX TIOCTYII K HUCIIIH, BKJIOYas [MOJIL30BaTeIIeH
NCTIIH, peanu3yronux yrpo3bl HenocpeactBeHHo B UCTI/IH (BHyTpeHHUI HApYIIUTEb);

YIpO3bl, CBSI3aHHBIE C MPEAHAMEPEHHBIMU WM HENPEIHAMEPEHHBIMU ACHCTBUIMU
mun, He umeromux gocryna Kk MCIIIH, peanu3yromux yrpo3sl U3 BHEIIHUX CETEH CBS3H
oOIIero mnoJyib30BaHUSl W (MJIM) CEeTe MEXIyHapOAHOr0 HH(POPMALMOHHOTO OOMEHa
(BHEUIHUI HAPYIIUTED).

Kpome Toro, yrpo3sl MOTyT BO3HMKaTh B pe3yJbTaTe BHEIPEHHS anmnapaTHBIX
3aKJIaJIOK U BPEJIOHOCHBIX MPOrPaAMM.

[To Tumy UCIIAH, Ha xotopsle HampasieHa peanusauus YDBII/H, Beigensrorcs
CIELYIOIINE KIACcChl YIpo3:

yrpo3sl 6e3onacHoctu [1J[H, oopabdarsiBaembix B UCII[In Ha 6a3e aBTOHOMHOTO
aBTOMAaTU3UPOBAHHOTO pabouero mecta (APM);

yrpo3sl  Oe3omacHoctu [IJIn, oOpabateiBaembix B WCII[IH Ha 0aze APM,
NOAKJIIOYEHHOTO0 K CeTH OO0mero mojb3oBaHuA (K CETH  MEXIAyHapOAHOIO
UH()OPMAITMOHHOTO OOMEHA);

yrpo3bl OezomacHoctu [1J[n, oOpabateiBaembix B MCII/In Ha 0aze moxambHBIX
MH()OPMAIIMOHHBIX CUCTEM 0€3 MOAKIIOYEHUS K CETH OOIero mojab30BaHUs (K CETH
MEKIyHApOHOTO MH(OPMAIIMOHHOTO OOMEHA);

yrpo3bl Oe3zomacHoctu [1JH, oOpabarbiBaembix B MCII/IlH Ha 06a3ze JOKaJIbHBIX
MH()OPMAIIMOHHBIX CHUCTEM C TOAKIIOYEHHUEM K CETH OOIIEero MmoJjib30BaHUs (K CETH
MEXKTyHAPOHOTO MH(OPMAIIMOHHOTO OOMEHA);

yrpo3sl  Oe3onmacHoctu II/lH, oOpaGareiBaembix B HMCIIJIlH Ha 0Oaze
pacnpeneieHHbIX HWHGOPMAIMOHHBIX CHCTEM 0€3 TMOJIKIIOUECHHS K CETH OOIIero
MOJIB30BaHUs (K CETH MEXKIyHAPOTHOTO MH(POPMAITMOHHOTO OOMEHa);



Kiaaccudukanus yrpo3 6€30IacHOCTH MEPCOHATbHBIX JAHHbIX
ITo Buay 3amumaemoii ot YBII/In nundgopmauuu, cogepskameii IT/Tn

\ VYrpossl PU |

\ Yrpossl BU

[ Yrpossl undopmanuu, obpabarsiacmoii B TCOU |

[ VYrpossl undopmanun, obpadarsiBaemoii B AC |

ITo BUAAM BO3MOKHBIX HCTOYHUKOB Y BII/1H

Co3naBaemble HapyLIUTEIIEM ‘
(pusnaeckum JIUIIOM)

Co3naBaeMble anmnapaTHONH
3aKJIaJIKOM

CosznaBaeMble BHYTPEHHUM
HapyUIUTEIEM

Co3naBaeMble BCTPOCHHOM
3aKJIaIKOH

Co31aBaeMble BHELLIHUM
HapYIIUTEIIEM

Co3maBaeMble aBTOHOMHOI
3aKJIaIKOH

Co3naBaemble BPEIOHOCHBIMH
nporpaMMamMu

MpOrpaMMHOM 3aKjajKoi, mporpammoii Tuna“TpostHckui KOHB”

NPOrpaMMHBIM BHPYCOM

BPEIOHOCHO MPOrpamMMOoii, pacIipOCTPaHSIONICHCS IO CeTH (CETEBBIM YEPBEM) ‘

JNPYTUMH BPEIOHOCHBIMH IIPOrpaMMaMH, IpeaHa3HAYSHHBIMM 151
ocymectBienust HCJ/I (moxOopa nmaposeil, yaaJeHHOro Jo0CTyna u ap.)

ITo Buay HapymaemMoro cBoiictea mHpopMauuu (BUAy HeCAHKIIMOHMPOBAHHBIX JIelcTBHIi, ocymecTBsieMbIx ¢ IT/In)

Vrpo3sl KOHGUICHIINAIBHOCTH (YTEUKH, [IepexBaTa, Chema,
KOIIMPOBAHUS, XUIIICHUS, Pa3TiIalieHus1) HHGOPMaLIU

ITo Tuny UCII/IH, Ha KoTOpbIe HanpaBJeHa peaau3anusa Y BITIn

VYTIpo3sl HEI0CTHOCTH (YTPAThI, yHHITOXKCHHUSL,
Moaudukanum) HHGoOpMaIuu

YTrpo3bl JOCTYITHOCTH
(6okupoBanus) UHGOPMALUH

Vrpossr 6e3omacHocTtu I1/1H,
oOpabateiBaembrx B UCIT/In Ha 6aze APM (c
MOAKIIOYECHUEM U 0e3 IMOIKITIOUCHHS K
BBIUHCINUTEIBHON CETH)

Vrpo3ssl 6e3omacHoctu I[1/1H, oOpabaTsiBacMbIX B
HCII/Jx nHa Oa3e JIOKaIIbHOM BBIYUCIUTEIIBHON
ceTH (C MOAKIIFOYSCHUEM U 0e3 MOAKIIOYCHHUS K

pacnpenereHHON BBIMUCIUTEIBHON CEeTH)

Vrpossl 6e3omacHoctu I1)1H, 0OpabaTsIBacMbIX B
HCII/Jx na 6a3e pacupeaesIeHHbIX
MHGOPMALIMOHHBIX CUCTEM (C MOAKIIIOYCHUEM,
0€3 MOJAKITIOYCHHS K CETH OOIIET0 MOJIb30BaAHUS)

ITo cnoco6am peanuzanuu Y BI1IH

VYrpo3sl cnenuanbHbIX Bo3aekcTeuii Ha UCTT/IH

Vrposst HCJI B UCIT /I \

VYTpo3sl yTedkn HHGOPMAIUH 110
TEeXHUYIECKUM KaHaJIaM

4{ MEXaHUYEeCKOI'0 BO3JAEHUCTBUS

Vrpo31>1, pcamnsyemsbi€ C IPUMCHCHUCM

4{ XUMHUYECKOTO BO3AECHUCTBUA

DJIIEKTPUICCKHUMHU

IIPOTrpaMMHBIX CPECACTB onepauuonnoﬁ CHUCTCMBI

‘ 110 pajiiOKaHaITy

UMITYyJIbCaMH ‘

+—{ GHMOJIOrHYEeCKOTO BO3ICHCTBHS

|
|
{ akycTuueckoro Bo3neiucTBus |
|
|

—{ paananMOHHOI O BO3/ICUCTBUS

DIIEKTPOMArHUTHBIMUA

Yrpo3sbl, peanusyeMble C IPUMEHEHUEM
crnenuanbHo pazpaboranHoro 11O

Vrpo3ssr yreukun PU ‘

‘ II0 DJICKTPHUICCKOMY KaHally

110 ONITHYECKOMY KaHaJly

VYrpo3sl yreuku B

HN3ITyYCHUAMU

—{ TepMHYEeCKOro BO3IEHCTBHS

VYTpo3bl, peann3yeMble ¢ IPUMEHEHHEM

SIICKTPOMAarHATHOTO
HCTBUS

Ilo ncnonb3yeMoii ysi3BUMOCTH

;J—{ MardiMTHBIM I10JIEM

BPEJOHOCHBIX MPOrpaMm

‘ II0 aKyCTHYCCKOMY
(BHOpAaIIMOHHOMY) KaHAILy

uHdOpMaIUHU 10 KaHAJIaM

VYTrpo3bl yTeuku

II5MHWH

110 CMEILIaHHbIM
(TTapaMeTpUYecKUM) KaHajlaM

C HCnonbp30BaHUEM
YSI3BUMOCTH
npukagaoro 110

C HUCONB30BaHUEM
YSI3BUIMOCTH
cucremuoro [1O

YA3BUMOCTH, BbI3BaHHOM

armapaTHof/’I 3aKJIagKnu

C HCIIOJIb30BaHUEM
YSI3BUMOCTEH IIPOTOKOIOB
CETEBOI0 B3aUMOACHCTBUS U
KaHAJIOB IIepeavn JaHHBIX

C HCIIOJIb30BaHHUEM

Hammuuem B AC

C HCIONIB30BaHUEM
YSI3BUMOCTH, BBI3BAHHOM
HEJIOCTATKAMH OpPraHHU3aliy

C MCNOJIB30BaHNEM YSI3BUMOCTEH,
00YCITOBIIMBAOIIMX HATUIHE
TEXHUYECKUX KAHAIOB YTEYKN
nHpopMaLn

T3U or HCJT

C uCrosib30BaHUEM
ys3BuMocteit C3U1U

Ilo 00bekTy BO3/CIicTBUSA

VBIIIH, o6pabaTeiBaeMbix Ha APM

VBII1/IH, 06pabaThiBaeMbIX B BBIICIICHHBIX
TEXHUYCSCKUX CPeACcTBaX 0OpadoTKu

VYBIIH, nepenaBaemMbix
O CeTSIM CBSI3U

Ha oTuysk1aeMbIX HOCHTEISIX HHGOPMAaITH

Ha npuntepa, mnorrepax,

Ha BCTPOCHHBIX HOCHUTEIIAX JOJITOBPEMEHHOI'O XpaHCHUA I/IH(I)OpMaLU/II/I

rpadornoCTPOUTENSIX U T.II.

B cpencrBax 06pabOTKH U XpaHEHMsI OllepaTUBHON MHMOpMauu

Ha BeIHOCHBIX TEepMUHaJIaXxX,
‘ MOHHUTOpaX, BUACOIIPOCKTOpax

B cpexncrBax (moprax) BBojAa (BeIBOIa) HHGOPMALIMH ‘

B cpencrTBax 3ByKOyCUJICHUS,

3ByKOBOCTIPOU3BEICHUS

VTrpo3sl NPUKIIAAHBIM ITPOrpaMMaM,
NpeIHa3Ha4YeHHbIM U151 paboTh ¢ IT/1H

YTpo3bl CHCTEeMHOMY
T1O, o6ecnieunBaroiieMy
(yHKLIMOHMpOBaHNE

VYBI1/Ix nipu nepesade CUrHAJIOB
I10 JIMHUSIM CBA3H

VYBIT1x npu 06paboTke MakeToB B
KOMMYHHMKAIIMOHHBIX 3JIEMEHTaX
HHGOPMALITHOHHO-
TEIEKOMMYHUKAIIMOHHBIX CUCTEM

Pucynox 2. Knaccudukanus yrpo3 6€30macHOCTH MEPCOHATBHBIX JTAHHBIX,
o0OpabaTpiBaeMbIX B MTH(GOPMAIIMOHHBIX CHCTEMAaX MEePCOHAIBHBIX JTAHHBIX

UCT /I

14!
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yrpo3bl  Oe3omacHoctu [IJIH, oOpabatsiBaecmbix B WCIIJIlH Ha 0aze
pacrnpenesieHHbIX UH(OPMAIIMOHHBIX CUCTEM C MOJKJIIYEHUEM K CETH OO0UIero
MOJIb30BaHUS (K CETH MEXIYHApOJAHOI0 HH(POPMAIITMOHHOTO OOMEHA).

ITo ctoco6am peaymmzatiuu Y BITJIH BBIEISIOTCS CIEAYIONIME KIIACCHl yTPO3:

yrpo3bl, cBszanHble ¢ HCJ x I/l (B ToM wuucie yrpo3bl BHEIpPEHUS
BPEAOHOCHBIX ITPOTPaMM);

yrpo3bl yreuku [1/IH mo TexHu4yeckuM KaHajiaM yTeukd HH(OpMaIny;

yIpo3bl cenuanbHbix Bo3aeicTui Ha UCIT/H.

[Io BHAYy HECAaHKIMOHHUPOBAHHBIX JEUCTBUM, ocymecTBiieMbix ¢ [IJ1H,
BBIJICIISIFOTCS CIEAYIOIINE KIIACCHI yTPO3:

yrpo3bl, MNPUBOASIIME K  HapyumeHutro KoHpuaeHuuanbHoctn  II/1H
(KOMMPOBAHMIO WJIM HECAHKIIMOHUPOBAHHOMY PACHPOCTPAHEHHIO), MIPU peaTu3aluu
KOTOPBIX HE OCYLIECTBIIETCS HEMOCPEACTBEHHOIO BO3JECUCTBHS HAa COJAEPIKAHHE
uHpopMaImy;

yIPO3bl, IPUBOAAIINE K HECAHKIIMOHUPOBAHHOMY, B TOM YHCJIE CIIy4YalHOMY,
BO3JCHCTBUIO HAa  CoJepKaHMe HMHPOpMAIMM, B  pe3ylbTare  KOTOPOIo
ocylecTBisieTca u3MeHenue I1/1H unm ux yHu4TOKEHHUE,

yIPO3bl, IPUBOAAIINE K HECAHKIIMOHUPOBAHHOMY, B TOM YHCJIE CIIy4YalHOMY,
BO3JICHCTBHIO HAa IIPOrPaMMHBIE WM IPOrpaMMHO-arapaTHele 3ieMeHTsl NCII/H, B
pe3yJibTaTe KOTOPOro ocyliecTBisiercs: ookupoBanue [1J1H.

[1o ucronp3yeMon ys3BUMOCTH BBIIEIISIIOTCS CIIEYIOIINAE KIACChl yIpo3:

YTPO3BlL, PEATU3YEMBIE C UCIIOJIBb30BAHUEM YA3BUMOCTH cucTeMHOro 110;

YTPO3bl, PEATU3YEMBIE C UCTIOJIb30BAHUEM YA3BUMOCTH IpuKiagHoro [10;

YIPO3bl, BOZHUKAIOIINE B PE3YJIbTATE UCIIOJIB30BAHNS YA3BUMOCTH, BBI3BAHHON
HannuueM B AC annapaTHOM 3aKJIa/IKU;

YTPO3bl, PEAUIU3YEMBIE C UCIIOJIB30BAHUEM YSI3BUMOCTEN MTPOTOKOJIOB CETEBOTO
B3aUMOJICUCTBHS U KaHAJIOB MEPEIayM IaHHBIX;

YIPO3bl, BOZHUKAIOIIME B PE3YJIbTATE UCIOJIb30BAHUS YA3BUMOCTH, BBI3BAHHOMN
Henocratkamu oprann3aunu T3 ot HCJI;

yIpo3bl, peaqu3yeMble C HCIOJIb30BAHUEM YSI3BUMOCTEH, 00YCIOBIMBAIOIINX
HaJIMYMe TEXHUYECKUX KaHAJIOB YTEUKH UH(pOpMaIINH;

YIPO3bl, peaIn3yeMble ¢ UCTOIb30BaHueM ysa3BumocTeit C3U.

[To 0O6beKTy BO3ACHCTBUSI BBIACIAIOTCS CIEAYIOUINE KJIaCChl yTpO3:

yrpo3bl 6e3onacHoctu [1/1H, oOpadarsiBaembix Ha APM;

yrpo3bl Oe3zonacHoctu IIJIH, oOpabaTbiBaeMbIX B BBIIEJIEHHBIX CpPEICTBAX
00paboTKH (MpUHTEpaX, MIOTTEPAX, IPa(ONOCTPOUTENAX, BBIHECEHHBIX MOHUTOpPAX,
BUJIEONIPOEKTOPAX, CPEACTBAX 3BYKOBOCITPOU3BEACHUS U T.I1.);

yrpo3bl 6e3onacuoctu [1/1H, nepenaBaeMbIX MO CETAM CBSI3U;

yIpO3bl IPUKIIATHBIM IPOrpaMMaM, € IOMOLIbIO KOTOPbIX 0OpadatsiBatorcs [1/1H;

yrpo3sl cucteMHoMy [10, obecnieunBatoemy ¢pynkimonuposanue UCII/IH.

Peanuzanua oxsoii w3  YDBII[IH mnepedyncieHHbIX KJIacCOB WM HX
COBOKYITHOCTH MOXET IIPUBECTH K CICAYIOIIMM THIIAM IOCIEACTBUM U1
cyowektoB [1]]H:

3HAYUTENIbHBIM HETaTUBHBIM MOCIEACTBUAM 17151 cyObekToB [1/]H;

HETaTUBHBIM TMOCIEACTBUSAM sl CyOBhekToB [1/1H;
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HE3HAYUTEIbHBIM HETaTUBHBIM MOCIEACTBUSIM ISl cyObekToB [1/1H.

VYrpo3el yreukn IIJIH MO TeXHWYECKMM KaHajlaM OJIHO3HAYHO OIMCBIBAKOTCS
XapaKTEepUCTUKAMU HMCTOYHMKA HH(OpManuu, cpenbl (IIyTH) pacnpoCTpaHEHUs U
npUeMHUKa WH(OOPMATUBHOTO CUTHAJNIA, TO €CTh OMPENENSIOTCS XapaKTePUCTUKAMU
TEXHUYECKOro KaHaja yreuku [1/1H.

VYrpo3bl, CBsi3aHHbIE C HecaHKIMOHMpoBaHHBIM noctynom (HCJl) (mamee —
yrpo3sl HCJI B UCII/IH), mpencTaBisioTcss B BUJIE COBOKYITHOCTH OOOOIIEHHBIX
KJIACCOB BO3MOXHBIX HCTOYHUKOB yrpo3 HCJ/I, ys3BuUMoOcCTel NpOrpaMMHOIO H
anmmapatHoro obecrmeuenus WCIIJIH, cnocoOoB peanw3anuud yrpo3, OOBEKTOB
BO3JCHCTBHUS (HOCHUTENEH 3amuinaeMoil WHGOpMaluu, TUPEKTOPUEB, KaTajoros,
¢aiinos ¢ [ nmu camux I1J[H) ¥ BO3MOXXHBIX JAECTPYKTHBHBIX AeiicTBuil. Takoe
MpeJICTaBICHUE OMUCHIBACTCS Clieayomel (hopMaTn30BaHHON 3aMUChHIO:

yepoza HCJ[: = <ucmounux yepo3vl™>, <YsA36UMOCMb NPOCPAMMHO20 UIU
annapamno2o  obecneueHua>, <cnocob  peanuzayuu - yeposvl>,  <00beKm
8030€lCcmeus™, <HeCaHKYUOHUPOBAHHbIL OOCMYN>.

4. er031>1 YTECUKH I/IH(l)OpMa]_[Hl/I II0 TEXHUYECCKUM KaHa/JIaM

OCHOBHBIMU ~ 3JIEMEHTAMU OIMCAaHUS yrpo3 yTEUKU HHPOpMAIMH IO
texHuyeckuM kaHanam (TKYU) dBnstoTcs: HCTOYHUK Yrpo3bl, cpena (IyTh)
pacnpocTpaHeHUs MH(GOPMATUBHOTO CHUTHaja M  HOCUTENb  3alIUILAEMOM
uH(popmanuu.

HcTouynukamMu yrpo3 yTeykd HH(OpMAMM 10 TEXHUYECKUM KaHajaMm
ABISIIOTCA  (u3nyeckue nuua, He wumeromue npoctyna k HWCIIAH, a Takxe
3apyOeKHbIE CIELCTYKObl WM OpraHu3alud (B TOM YHCIE KOHKYPUPYIOIIME WM
TEPPOPUCTUUECKUE), KPUMHUHAIBHBIE TPYNIUPOBKH, OCYILIECTBISIOIINE II€PEXBaT
(cbeMm) mHGOpPMALIMK C HUCIOJB30BAHUEM TEXHUYECKHX CPEICTB €€ pPErucTpalui,
npuema win GororpadupoBaHus.

Cpena pacnpoctpaHeHuss ”HGOPMATUBHOIO CUTHajla — 3TO (pU3MUecKas cpeaa,
M0 KOTOpOl WH(OPMATUBHBIA CUTHA MOXET PACIPOCTPAHITHCS W MPUHUMATHCA
(peructpupoBaThcsi) npueMHUKOM. Cpena pacnpocTpaHEHHMsT MOXET ObITh Kak
OJIHOPOAHOM (HAmpuMep, TOJBKO BO3AYIIHOW), TaK U HEOJAHOPOAHOM 3a CYET
nepexofa CHUrHaja W3 OJHOM cCpelapl B Jpyryw (Hampumep, B pe3yJibTare
aKyCTOXJIEKTPUYECKHUX MM BUOPOAKYCTUUECKUX TPEoOpa3zoBaHui).

Hocutenem II[{n sBaserca mnonb3oBaTenbs WMCIIIH, oCylIecTBISIONINN
rosiocoBoit BBoA 110 B UCII/IH, akycTtuueckas cucrema MCII[H, Bocipou3Boasiias
I1/In, a Takke Texunuueckue cpenacrsa UCII[n u BTCC, co3zparomue pusznueckue
10Jis, B KOTOPBIX HH(pOpMAIUs HAXOAUT CBOE OTPaKEHUE B BUJIE CUMBOJIOB, 00pa30B,
CUTHAJIOB, TEXHUYECKUX PELIEHU W MPOIECCOB, KOJIMYECTBEHHBIX XapaKTEPUCTHK
(UBUYECKUX BEIIMYNH.

[Tpu o6padotke [1/1n B UCII[IH 3a cuer peanu3alvy TEXHUYECKUX KaHAJIOB
yTeuku UH(OpMaIi BO3MOKHO BOSHUKHOBEHUE cieayromux Y BbIT/Ix:

yIpO3 YTEUKH aKyCTHUECKOU (peueBoil) nupopmaiuu;

yIrpo3 yTeUKH BUAOBOU HUH(pOpMAIUK;

yrpo3 yTeUKH HHPOpMAIMU MO KaHalaM MOOOYHBIX 3JEKTPOMArHUTHBIX
n3nydyeHu u HaBoJiok (II9OMUH).
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S. ¥Yrpo3bl HeCAHKIMOHUPOBAHHOIO 10CTYNAa K MHGOpMauu
B MHPOPMALMOHHOM CUCTEMeE MEPCOHAIBbHBIX JAHHBIX

VYrpozst HC/] B UCII/IH ¢ mpuMeHEHHEeM OpOrpaMMHBIX M MPOTrpaMMHO-
arrapaTHbIX CPEJICTB PEAM3YIOTCA MPU OCYIIECTBICHUN HECAHKIIMOHUPOBAHHOTO, B
TOM 4YHUCJIE€ CIy4alHOro, JAOCTYIla, B pE3yJIbTaTE KOTOPOTO OCYIIECTBIIIETCS
HapylieHue  KOH(UIEHIHAIbHOCTH  (KOMUpPOBAaHHE,  HECAHKIIMOHUPOBAHHOE
pacnpocTpaHeHue), LETOCTHOCTU (YHMUYTOXKEHHE, HW3MEHEHUE) M JOCTYIHOCTH
(6moxupoBanue) [1]IH, 1 BKIFOYArOT B ceOs:

yIpo3bl J0CTyla (MMPOHUKHOBEHHS) B ONEPALMOHHYIO Cpely KOMIIbIOTEpa
C MCIOJIb30BAHUEM IITATHOTO MPOTPAMMHOTO oOecriedeHus (CpeACTB ONepalioOHHON
CUCTEMBbI WM MPUKIIATHBIX MPOTpaMM OOIIETO MPUMEHEHHUS );

YIPO3bl CO3JJaHUS HEIITATHBIX PEXKUMOB paObOTHI MPOTPaMMHBIX (TIPOTPaMMHO-
anmnapaTHbIX) CPEJCTB 3a CUET MPEAHAMEPEHHBIX M3MEHEHUU CITy>KEOHBIX TaHHBIX,
WTHOPUPOBAHUSA MPEIYCMOTPEHHBIX B IITATHBIX YCIOBUSX OTPAHMYECHUN HA COCTaB
U XapaKTEPUCTUKU oOpabaThiBaeMO HHQOpMAIUU, HCKAKEHUS (MOIU(PUKAIIIN)
CaMHX JAHHBIX U T.I1.;

YIPO3bl BHEJIPEHUSI BPEIOHOCHBIX MpOorpamMm (IIporpaMMHO-MaTeMaTHYECKOrO
BO3JICUCTBHUS).

CocraB snementoB onucanus yrpo3 HCJI k undopmaruun 8 UCII/In npuBeneH
Ha pUCYHKE 3.

Kpome »3TOro, BO3MOKHBI KOMOWHHPOBAaHHBIE YIPO3bl, MPEICTABIIAIOIINE
co0oil coueTaHue yKa3aHHbIX yrpo3. Hampumep, 3a cdyeT BHEApEHUs BPEIOHOCHBIX
IporpaMM MOTyT co3aaBaTbess ycnoBuss it HCJl B omepanmonHyro cpeny
KOMIIbIOTEpPAa, B TOM  4YHUCI€ NyTeM (QOPMUPOBaHUS  HETPAJAMIMOHHBIX
MH(OPMAIMOHHBIX KaHAJIOB JIOCTYTIA.

Yrpo3sl noctyna (NpOHUKHOBEHMs) B omnepauumoHHyio cpeny WCIIIx
C MCMOJB30BAHUEM IITATHOTO MPOrPaMMHOI0 00€CTeUeHUs Pa3aeistoTCa Ha YrpO3bl
HEIIOCPEACTBEHHOI0 U YIAJIEHHOIO JOCTyINa. YTPO3bl HEMOCPEACTBEHHOIO AOCTYIa
OCYILECTBIISIFOTCS. C HMCIOJIB30BAaHUEM IPOTPAMMHBIX M IPOrpaMMHO-aNNapaTHbIX
CPEACTB BBOJAA/BBIBOJIAa KOMIBIOTEPA. YTPO3bl YAAIEHHOTO JOCTYIA PEATU3YHOTCA
C UCIIOJIb30BaHUEM IIPOTOKOJIOB CETEBOI'O B3aUMOIECUCTBUA.

Otu  yrpo3el peanusytorcss otHocurenbHo MCII/IlH  xak Ha 0ase
aBTOMATU3UPOBAHHOTO PabOYero Mecra, HE BKIIOUEHHOIO B CETH CBSI3M OOILEro
MOJIb30BaHUsA, TaK U NMpUMEHUTENbHO KO BceM MCII/IH, MMEmMUM NOJIKIOYEHNE
K CETSIM CBSI3M OOIIErO MOJb30BAHUS M CETSIM MEXIYHAPOIHOTO MH(OPMAIIMOHHOTO
oOMeHa.

Onucanve yrpo3 naocTyna (IIPOHUKHOBEHHUS) B OIEPAalMOHHYIO Cpexy
KOMITbIOTEPa (POPMaATILHO MOXKET OBITh MPEACTABICHO CIEAYIOIUM 00pa3oM:

yeposza HCJ[ ¢ UCII/[n: = <ucmounux yeposzwvr>, <yazeumocmov HUCII/[n>,
<cnocob peanuzayuu y2po3vi>, <00beKm 6030eucmeus (npocpamma, NpomoKoi,
oanmbvie u 0p.)>, <oecmpyKkmuseHoe oeticmaue>.

VYTpo3bl co3aHusl HEMITATHBIX PEKUMOB PabOThI MPOTPAMMHBIX (MPOTPAMMHO-
anmapaTHbIX) CPeICTB — 3To yrposbl «OTkaza B oOcmyxkuBaHum». Kak mpaBwuiio,
JaHHBIE Yrpo3bl paccMartpuBaroTcs npuMmeHuTeabHo K MUCII[H Ha 6a3e jJoKaabHBIX
U paclpeleeHHbIX UHPOPMALMOHHBIX CUCTEM BHE 3aBUCHUMOCTH OT MOAKIIOYEHUS



NcTouHnk |

YAa3BnmMocTu

yrposbl

Hapywwutens

BHewwHwni

BHyTpeHHWUA

mcngu

YsassumocTun MO

Nuua, nmeroLMe CaHKLMOHNMPOBAaHHbIV
— AOCTYN B KOHTPONMMPYeMyto 30HY, HO He
nmetowme goctyna k NAOH

3aperncTpupoBaHHbIii Nonb3osaTens

1 UHOPMALIMOHHBIX PECYPCOB, UMEIOLLUI

orpaHuyeHHble npaea goctyna k MNAH
NCMNAOH ¢ paboyero mecta

Monb3oBaTenu MHPOPMaLIMOHHbIX
[ |pecypcos, ocywecTnsiowme yaaneHHbin
poctyn k MAH no NIBC

BaperucTpupoBaHHblii Nonb3oBaTenb ¢
1 MNOSTHOMOYUAMU CUCTEMHOIO
agmuHucTtpatopa NCMNOH

BapeructpupoBaHHbIii Nonb3oBaTernb C
MOMIHOMOYUAMU aAMUHUCTPaTOpa
6e3onacHoctn UCMNAOH

YS13BUMOCTU MUKPOMPOrpamm,
NpOLINBOK

YS13BMMOCTU [ipaiiBEpOB annapaTHbIX
cpencTs

4 YA3BMMOCTU ONEPaLMOHHBIX CUCTEM

B npouecce nHnumnanusaumm OC

B HezawueHHoM pexume paboTbl
npoueccopa

B npouecce dyHyunoHnpoBaHus
OC B NpUBUNErMPOBaHHOM pexume

—{ YassumocTu npuknagHoro MO ‘

—{ YassumocTtu cneumansHoro NO ‘

—{ YassumocTy MNO nonbsosartens ‘

MporpamMuncTbi-pa3paGoTumnkm
npuknagHoro MO v nuua,
obecneynBaloLime ero ConpoBoOXAEHNE B
ncnau

PaspaboTuuku 1 nuua, o6ecnedmsatone
nocTasky, conpoBoxaeHve B UCMNOH

[ |MCNAH nporpammHo-annapaTHoit 3aknaaku

YA3BUMOCTW, BbI3BaHHbIE Hann4ynem B

,E[pyrwe KaTteropuv nuuy B COOTBETCTBUU C
oprwtaTHon cTpykTypon UCMOH

ﬁ

MporpammHo-annapaTHast
3aknagka

I KoHcTpykTuBHO BCTpOEHHas |

— ABToHOMHas |

BpepnoHocHas nporpamma l

_‘ MporpammHble 3aknanku ‘

—‘ MporpammHble BUPYChI ‘

BpefoHoCcHbIe nporpaMmel,
pacnpocTpaHsiowmecs no
ceTu (YepBu)

[pyrue BpeaoHOCHbIE
nporpamMmbl

YA3BMMOCTU, CBA3aHHbIE C peanusaunen
NPOTOKOJIOB CETEBOrO B3aMOAENCTBUSA 1
KaHanos nepeaayv AaHHbIX

yRSBVIMOCTVI, Bbl3BaHHble HeaQOoCTaTKaMun
opraHusauum T3U ot HCO

YassumocTtn C3U ‘

YA3BMMOCTY NPOrpamMMHO-annapaTHbIX
cpeacts VCMNAH B pesynbTaTe c6oeB B
pa6oTe, OTKa30B 3TUX CPEACTB

Hanuuve TexHU4YeCcKUx KaHarnoB yTeukn
nHpopmauun

peanusauum

Cnocob

yrposbl

Ncnonb3oBaHue CyLecTBYOLWMX
YSI3BUMOCTEN NporpaMmmHo-annapaTHoro
o6ecneyenuns VCMOH, No3BONSAOWMUX:

# O6xoauTtb C3U ‘

4 [ecTpykTuBHO Bo3aelncTBoBaTb Ha C3U ‘

BckpbiBaTh UNK NepexBaTbiBaTh
naponu

Wcnonb3oBaTtb ysa3BUMOCTU
NPOTOKONOB CETEBOro

1 B3aUMOAENCTBUA 1 KaHanos

nepegayun AaHHbIX, Nno3Bonsoume:

{ MepexBaTbiBaTh MHOPMALUIO ‘

Moaudunumnposatb
nepeaaBaeMble AaHHbIE

MeperpyxaTtb pecypcbl UCMAOH
(oTka3 B o6cnyxmBaHun)

BHeapsiTb BpeioHOCHbIE
nporpaMmmbl

MonyyaTtb yaaneHHbii HC[ k
cucteme

Pasrnawatb n OpraHu3oBbiBaTb
L] yTeuKy nHdopmMauum Ha

HesaluLeHHble paboyve mecTa
mnenga

Vcnonb3oBaTh OCTaToOuHYIO,
[ HeyuTeHHylo uHcopmauumio (cGop
«Mycopa)

Vcnonb3oBatk HETPaAULIMOHHbIE
—  (cTeraHorpaduyeckue) kaHanb!
nepeaayn nHcopmauum

BHepgpeHve (BHeceHWne) HOBbIX
ysssumocTer B UCTMNOH Ha aTane
NpoeKTUPOBaHWs, paspaboTku n

conposoxaexus UCMNOH

Wcnonb3osaHue HewTaTHoro MO ‘

BHeceHue yassumocTel ¢
MCMNONb30BaHVEM LUTATHBLIX CPEACTB

O6MeH nporpammamu 1 AaHHbIMK,
coaepXallnMm BeiNoMHAeMble
Moaynu (CKpUNTbI, MaKpocChkl U T.4)

NameHeHue koHdurypauun MO ‘

Moaudukaums MO n AaHHbIX ‘

a3paboTka BPEAOHOCHBIX
nporpamm
My6nukauus, pasrnalleHne
3aLMLI@eMbIX CBEAESHNI

" |BsaumopeiicTeue, u kaHanax nepenaun|

O6bekT - [lecTpyKTuBHOE
BO34ENCTBUS nencrene

WHdopmauums, obpabaTeiBaemas Ha HapylweHue

APM (yane) UCMAH, Haxoaswascs: — KOHbUAEHLNANBHOCTM

Ha OoT4HyXXAaeMbIX HoCUTenax
nHpopmMmaLmmn

._l Ha rubkux MarHUTHbIX auckax ‘

—{ Ha »ecTknx MarHnTHbIX aMckax ‘

_‘ Ha Hakonutensx ZIP ‘

Ha HakonuTensax anekTpoHHon
namsTv Tvna cnew

YTeuka nigopmauumn ‘

HecaHkunoHnposaHHoe
KONMpoBaHue

MepexsaT Hpopmauun B kaHanax|
nepefayn AaHHbIX

3aLy ol nHdopmaummn

Paarnawenue (nybnukauus) ‘

Ha ayawvo-, Buaeokaccetax, ‘
MarHUTHbIX NIeHTax

Ha onTunyeckmx komnakT-anckax ‘

KapMaHHbIX KOMMbloTepax,
undpoBbix hoToannapatax, mp3-
npovrpeiBaTensx

B undposbix Buaeokamepax ‘

_{
ﬂ‘ B coToBbIX Tenedonax,
4

B apyrux yctpoicteax ‘

Ha BCTPOEHHbIX HOCUTENSAX
AONroBpeMeHHOro XxpaHeHus
vHdbopMaLmm

Ha ecTknx MarHuTHbIX Anckax ‘

B M3y |

Ha nepenporpammunpyembix
(nepesanucbiBaembix)
3aNOMUHAIOLLIMX YCTPOMCTBaX

B cpepacTBax 06paboTku 1 XxpaHeHust
onepaTuBHOI nHcopMaLmn

B onepaTusHol namstn ‘

B kew-namaTtu, B 6ycdepax
BBOAA/BbIBOAA

B Bugeo-namatn ‘

B onepaTtvBHOW Nnamsitn
NOAKMNYaEeMbIX YCTPOWUCTB

NHdopmaums B cpeacTeax,
peanuayloLimx ceTeBoe

AaHHbIX B ceTn

B mapLupyTusatopax ‘

B gpyrux ycTporcTBax KoMMyTaLmm

Pucynox 3. Dnements! onrcanus yrpo3 HCJl x undopmaruu 8 UCIT/IH

HapyuueHune LenoctHoctu
—  (yHuuTOXEHMe, moaudukaums,
Ae3vHdbopmaus)

Boaaerictene Ha 110 v AaHHbIe
nonb3oBarens

BospenictBue Ha
— MWKpOMpOrpaMmbl, AaHHbIE U
Apansepsl ycTponcts UCTMOH

BospgeiicTBue Ha nporpaMmel,
AaHHble 1 ApaiBepbl YCTPOWUCTB,
o6ecneunsatomx 3arpysky OC n

C3U 1 ux dyHKLMOHMPOBaHME

Bo3aaeiicTBue Ha nporpaMMbl U
AaHHble NpUKNaaHoro n
cneuvansHoro MO

BHeapeHvne BpeaoHoOCHOM
— nporpaMmel, NPOrpamMmMHoO-
annapaTHOW 3aknaaku u ap.

BospencTteue Ha cpeactea
ynpasneHus koHdurypaumven cetn

_‘ Bosgericteue Ha C3U ‘

— HapyuueHve AocTynHocTn

Hapyuwenune cdyHkunoHuposaHms
1 oTKa3bl cpeacTs 06paboTku
nHdopmMaLuun, cpeacTe Beoga/

BbIBOAA MHDOPMAaLIMM, CPEeaCTB

XpaHeHust nHopmaumu,
annapaTtypbl U KaHanos
nepeaayn gaHHbIX

Hapyuienune 1 oTkasbl B
yHKUMoHUpoBaHun C31

C
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uHpopmaonHoro oOmena. Wx peanuzaunus o0O0ycCJOBJI€HA TEM, YTO TIpHU
pa3pabOTKe CHUCTEMHOTO WM NPUKIATHOTO MPOrpaMMHOro obOecredeHus He
YUUTHIBAETCS BO3MOXKHOCTh MpPEIHAMEPEHHBIX JCHCTBUN MO IEJICHANPABICHHOMY
U3MEHEHUIO:

coJiep>KaHusl ciy>keOHOoM MHpOpMaIIMU B MaKeTax COOOIICHH, TepeaBaeMbIX
0 CETH;

yCIIOBUM 00paOOTKM JaHHBIX (HampuMmep, UTHOPUPOBAHHE OrpPAaHUYECHUNM Ha
JUTMHY TTaKeTa COOOIICHUS);

dbopMaToB TpelnCTaBleHUS JAHHBIX (C HECOOTBETCTBHEM HW3MEHEHHBIX
dbopmaToB, YCTAaHOBJICHHBIX JUII OOpabOTKM TI0O MPOTOKOJAaM  CETEBOTO
B3aUMOCHCTBUA);

MPOTPaMMHOT0 obecriedeHus: 00pabOTKU JaHHBIX.

B pesynbrare peanuzanuu yrpo3 «OTkaza B OOCITYXKUBAHUM» MPOUCXOIUT
nepernoiaHeHue 0ypepoB u OIOKHpOBaHUE MpoLEeAyp 00pabOTKH, «3allUKIMBAHHE)
mnpoienyp oOpabOTKM U «3aBUCAaHUE» KOMIIbIOTEpa, OTOpachlBaHUE MAKETOB
coobuiennii u Ap. Onucanue Takux yrpo3 (popMaibHO MOXKET ObITh MPEACTABICHO
CIEAYIOIIMM 00pa3oMm:

yepoza  «Omkaza 6  obOcnyocuganuuy. =  <UCMOYHUK  Y2pO3bl>,
<ysazeumocmov UCI[[[n>, <cnocob peanuzayuu yzpo3vi>, <0O0beKm 6030eucmasus
(nocumenv  I[1/[n)>, <Henocpeocm@eHHblll  pe3yabmam  peanu3ayuu  yepo3bvl
(nepenonnenue Oygepa, O10KUpOBaHUE NPOYEOYPbL 0OPAOOMKU, «3AYUKTUBAHUE)
obpabomku u m.n.)>.

YTrpo3sl BHEIPEHUS BPEIOHOCHBIX porpaMm (mporpamMMHO-
MaTEMaTUYECKOTO BO3JEHCTBHS) HEIENecooOpa3HO ONUCHIBAaTh C TOW  Ke
JETAaTbHOCTBIO, YTO W BBIMIEYKa3aHHBIE YIPO3bl. DTO OOYCJIOBJIEHO TEM, YTO,
BO-TIEPBBIX, KOJWYECTBO BPEIOHOCHBIX MPOTPAMM CETOAHS YK€ 3HAYUTEIHbHO
MPEBBIIIAET CTO ThICSY. BO-BTOpBIX, MpU OpraHu3aluy 3alUThl HUHGOPMAIUN
Ha TPAKTUKE, KaK TPaBUJIO, JOCTAaTOYHO JUIIb 3HATh KJIAacC BPEIOHOCHOU
MpOrpaMMBbl, CIIOCOOBI U MOCIEACTBUS OT €€ BHeaApeHus (MHpuuposanus). B ces3u
C 3TUM Yrpo3bl MpOrpaMMHO-mMaTeMatuueckoro Bo3zaeicteus (IIMB) ¢opmanbHo
MOTYT OBITh IPEACTABIEHBI CIEAYIOIMHUM 00Pa30M:

yepoza [IMB ¢ UCI[/[n: = <knacc 8pedOHOCHOU npocpammbl (C YKA3AHUeM
cpedvl obumanus)>, <UCMOUHUK Yepo3vl (Hocumenb 8Pe0OHOCHOU NPOSPAMMbL)™>,
<cnocob6 unguyuposanun>, <obvekm 6030elcmeusi (3a2py30YHbli CeKmop,
paiin u m.n.)>, <onucanue B03MOIHCHBIX 0ecmpyKmuBHbIX
Oeticmsuil >, < 0ONOJHUMENbHAL UHGOpMayus 00 yepose (pe3udeHmHOCHb, CKOPOCb
PAcnpoCcmpanenust, NOIUMOPHUYHOCb U Op.)>.

Hwxe nmaercs oOmias xapakTEepUCTHKAa HMCTOYHUKOB YIpo3 O€30MacHOCTH
uH(pOpMaIUK, yI3BUMOCTEH, KOTOPhIE MOTYT OBITh MCIOJIb30BaHBI MPU peaTU3aAINH
yrpo3 HCJl, u XxapakTepucTMKa pPE3yJbTaTOB HECAHKIIMOHUPOBAHHOTO WIJIH
CIIy9alflHOTO JIOCTyMa. XapaKTepUCTHKa CMOocoO0B peanu3aliu Yrpo3 JaeTcs
IpU ONUCAHUMU YIpo3 JocTyna (MPOHUKHOBEHMS]) B ONEPAMOHHYIO Cpemdy
KOMITBIOTEPA, YTPO3 OTKa3a B 00CIykuBanuu u yrpo3 [IMB.
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5.1. O01as xapakTepUCTUKa UCTOYHUKOB YIPO3 HECAHKIMOHUPOBAHHOIO JOCTYIIA
B MHPOPMALMOHHOM CUCTEMeE MEPCOHAIBbHBIX JAHHBIX

Ucrounnkamu yrpo3z HCJl B UCIIIxH MOTyT OBITH:

HapyILIUTENb;

HOCHUTEIb BPEJIOHOCHOM TPOTPaMMBbl;

anmnapaTHasl 3aKJIaJKa.

VYrpo3sl Oe3omacHocty IIJIH, CBSi3aHHBIE C BHEIPEHUEM aIapaTHBIX
3aKJIaJ0K, OIpPEAENSIOTCS B COOTBETCTBUM C HOPMATUBHBIM JOKYMEHTaMU
®enepanbHoil cityx0b1 Oe3omacHoctu Poccuiickoit denepanny B yCTaHOBIEHHOM
€10 MOPSIZIKE.

[Io HanMuuIO MpaBa NOCTOSIHHOTO WJIM PAa30BOI0 JOCTYyNa B KOHTPOJIUPYEMYIO
3ony (K3) UCII[H HapymuTenu noapa3aessitoTcs Ha JIBa TUIIA:

HapymuTen, He umernme aocryna k MCII/IH, peanusyromme yrpo3bsl u3
BHEIIIHUX CETEW CBs3M OOIEro MOoJIb30BaHUS M (WIM) CETe MEeXIyHapOJIHOIrO
MH(OPMAITMOHHOTO 0OMEHA, — BHEIIIHUE HAPYIIIUTENH;

HapymmTenu, umerontue agoctyn Kk UCII/IH, Bkitodas nmons3oBateneit CIIH,
peanusyronme yrpo3sl HenocpeactBeHHO B CII/IH, — BHyTpeHHHE HAPYIIUTENH.

BHenHuMu HapymmTeasiMu MOTYT ObITh:

pa3BebIBaTEIbHBIE CIYKObI TOCYIapCTB;

KPUMHUHAJIBHBIE CTPYKTYPHI;

KOHKYPEHTBI (KOHKYPUPYIOIIHE OpraHu3alim);

HeZ0OOPOCOBECTHBIE TAPTHEPHI,

BHEIIIHUE CyOBEKTHI ((PHU3UUECKUE JINIIA).

BHenHuil HapyluTenb UMEET CAEAYIOIIUE BO3MOKXHOCTH:

OCYILIECTBJISITh HECAHKITMOHUPOBAHHBIN JTIOCTYI K KaHAJIaM CBSI3U, BBIXOIAIIAM
3a MpeeIbl CITYKEOHBIX TTOMEIICHU;

OCYILIECTBIJISITh HECAaHKIIMOHUPOBAHHBIN JOCTYIl 4Yepe3 aBTOMATU3UPOBAHHBIC
pabouune MecTa, OJIKIIIOUEHHBIC K CETSIM CBSI3M OOIIEro MoJb30BaHUs U (MJIH) CETSIM
MEXIYHAPOJAHOTO HH(POPMALITMOHHOTO OOMEHA;

OCYUIECTBIISTh HECAHKIIMOHUPOBAHHBIN JOCTYTI K uHopMau
C HCMOJb30BAaHUEM CIEHHUAIBHBIX MPOTPAMMHBIX BO3JIEUCTBUN TMOCPEICTBOM
MPOTPAMMHBIX ~ BHUPYCOB, BPEIOHOCHBIX MPOTpaMM, AJITOPUTMHUYECKUX  WIIH
MPOTPAMMHBIX 3aKJIJI0K;

OCYUIECTBJISTh  HECAHKIMOHUPOBAaHHBIM  JOCTYN  4Yepe3  DJIEMEHTHI
undopmarmonHoit uHppactpykrypst HWCII[IH, KOTOpble B MpOIECCE CBOETO
AKU3HEHHOTO ULHMKJIa (MOJIEpHU3ALMH, COMPOBOXKICHUS, PEMOHTA, YTUIIM3ALWN)
OKa3bIBAIOTCS 3a MpeJielaMi KOHTPOJIUPYEMOM 30HBI;

OCYIIECTBJIATh HECAHKIIMOHUPOBAHHBIM JOCTyn depe3 WHGOPMAIIMOHHbIE
CHUCTEMBI B3aMMOJICMCTBYIOIIMX BEJAOMCTB, OPraHM3alMN M YUYPEKICHUU TPU KX
noakarodennu Kk UCITIH.

B03MOHOCTH BHYTPEHHETO HApYIIUTENS CYIIECTBEHHBIM 00pa3oM 3aBUCST
OT  JCUCTBYIOIIMX B  TMpeaeiaax  KOHTPOJMPYEMOW  30HBI  PEKHMHBIX
U OpraHu3alMOHHO-TEXHUYECKUX MEp 3alllUThl, B TOM YHCIE€ IO JOMYCKY
¢dbuznyeckux il K [TJIH 1 KOHTpOITIO TTOpsiAKa MPOBEISHUS padoT.
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BHyTpeHHME NOTEHIMANbHBIE HAPYLIMTENN MOAPA3ACIAIOTCI Ha BOCEMb
KaTeropuii B 3aBUCHMOCTH OT clioco0a JocTymna u nojinomouuii nocryna K I1J[H.

K nmnepBoil KaTreropuu OTHOCATCS JIMIA, HMEIIINE CAHKIMOHHUPOBAHHBIMI
noctyn k UCITIH, HO He uMeromue aoctyna K [I[[n. K satomy Tuny HapymmuTenei
OTHOCATCS JOJIKHOCTHBIE JIUIIA, 00ECIeYMBaIOIINEe HOpMaIIbHOE (DYHKITMOHHUPOBAHUE
NCIIdH.

JInio 3ToM KaTeropuu, MOXKer:

UMEeTh JOCTyn K (¢parmMentam wuHpopmanuu, coaepxameid I[I[ln u
pacrpocTpaHsolieics: mo BHyTpeHHUM kaHanam cBsizu UCIIIH;

pacnonarath  ¢parMeHntamu  uHGopManuu o  tomosiormu  MCIIJIH
(KOMMYHUKAIIUOHHOW YacTH TOJCETH) M 00 HCHOJB3YEeMBIX KOMMYHHKAI[MOHHBIX
IIPOTOKOJIAX U UX CEPBUCAX;

pacrionaraTb MMEHAaMU M BECTH BBIABIICHHE I1apOJIEN 3apEerHCTPUPOBAHHBIX
NOJIb30BATEIIEH;

U3MEHATh KOoHGurypanuio texHudeckux cpenacts WMCII/IH, BHOCUTHh B Hee
MIPOrpaMMHO-aMNIapaTHbIE 3aKIaJKU U 00ecTeurnBaTh CheM HHPOPMAIIUU, UCTIONb3YS
HEMOCPEACTBEHHOE MOJKIIOUCHHUE K TeXHuYeckuM cpeactBam MCITJIH.

Ko BTOpOli KaTeropum OTHOCSTCS 3apErMCTPUPOBAHHBIE I10JIb30BATEIN
NCII[JH, ocylecTBIsIOMINE OTrpaHHYeHHbIM Joctyn K pecypcam UCII/In
¢ pabouero mecra.

JIuno »ToM Kareropuw:

o0JazaeT BCeMU BO3MOKHOCTSAMH JIMILL IEPBOIl KATErOpUU;

3HAET, 10 MEHBIIEN MEpE, OJHO JIETATbHOE UMS JOCTYIIA;

o0nagaer BceMU HEOOXOIMMBIMU aTpuOyTamu (Hampumep, mapoJieM),
00€eCcreynBarOIIMMU JIOCTYII K HEKOTOpoMy noAamMHoxkecTBy [1/1H;

pacnoJiaraeT KOHQUAECHIMATbHBIMUA JAHHBIMH, K KOTOPBIM UMEET IOCTYII.

Ero nocrtyn, ayrentudukanus W TpaBa IO JOCTYIy K HEKOTOPOMY
noaMHOkecTBY [I[J[H AOJIKHBI pEriiaMeHTUPOBATHCS COOTBETCTBYIOIIMMU MPAaBUIIAMU
pasrpaHUyYEHHUs JOCTYIIA.

K Tperbeli kaTeropum OTHOCATCS 3apErUCTPUPOBAHHBIE IOJH30BATEIU
NCTIIH, ocymectBiustoniye ynaaeHHb poctyn K [/l mo nokaibHBIM U (WJIH)
pacrnpeneneHHbIM HHOPMAIIMOHHBIM CUCTEMAM.

JInno atoi kareropuu:

o0JnazaeT BCeMU BO3MOKHOCTSIMU JIMLL TIEPBOM M BTOPOM KaTeropuid;

pacnionaraet nuanopmariueit o Tonosorun UCII/In Ha Oa3ze nokanbHOU U (UIK)
pacnpeneneHHol MH(POPMAIMOHHOM CHUCTEMBI, 4Yepe3 KOTOPYIO OCYIIECTBISETCS
JOCTYTI, U 0 cocTaBe TexHnueckux cpencts UCIIIH;

UMEeT BO3MOXHOCTb MmpsMoro (¢usmyeckoro) npoctyna k ¢parMeHTam
texHnueckux cpeacts UCII/H.

K ueTBepToil Kareropum OTHOCSTCS 3apeructpupoBanHbie nosib3oBarenu MCIIx
C MOJIHOMOYHSIMU aIMUHUCTpaTopa 6e3omacHoctu cermenta (pparmenta) UCIIH.

JIno 3Toi kareropuu:

o0JaaeT BCeMHU BO3MOKHOCTSIMH JIUIT TIPEABIAYIINX KaTerOpuit;

oOnagaeT moaHOW MHPOpPMAIHEH O CUCTEMHOM U MPHUKIIATHOM IPOrPaMMHOM
oOecrieueHnu, ucnosibdyeMoM B cermente (dparmente) UCIdH;
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o0nanaeT mojaHOW MHpoOpMaIMell O TEXHUYECKUX CPEACTBAX M KOH(UTyparuu
cermenTa ((pparmenta) UCI/IH;

MMeeT JIOCTYN K CpeICcTBaM 3allluThl UH(QOpMAlMK M MPOTOKOJUPOBAHUS, a
TaKKe K OTJEIbHBIM 3JIEMEHTaM, UCII0JIb3yeMbIM B cermenTe (pparmente) UCIIH;

UMEeT JIOCTyl KO BCEM TEXHHUYECKHM CpEICTBaM cerMeHTa (¢parMeHTa)
NCIIdn;

oOnajaeT mnpaBaMu KOH(PUTYPUPOBAHMS M aJIMUHUCTPATUBHOM HACTPOUKH
HEKOTOPOTO MOJIMHOXECTBA TEXHUYECKUX cpeacTB cermenTa (pparmenta) UCTI/IH.

K nsAToii kaTreropuri OTHOCSTCS 3apErUCTPUPOBAHHBIE IOJB30BATENN C
MOJTHOMOYHUSIMU cucTeMHoro aamunuctparopa UCIIH.

JInmo »Ton Kareropuu:

o0JaziaeT BCeMHU BO3MOKHOCTSMH JIUIL TPEABIAYIINX KaTeropuit;

o0namaeT noaHoW nHpOpMalKeld 0 CUCTEMHOM W MPHUKIATHOM MPOTPAaMMHOM
obecnieuennu UCII/IH;

oOnafaeT mojaHo nuH(opMaluend 0 TEXHUYECKUX CPEeICTBaX U KOH(UTypaiuu
NCII/H;

UMEET JOCTYI KO BCEM TEXHUYECKHUM CpeacTBaM 00pabOoTKH MH(MOpManuu U
nanubiM UCIT/IH;

oOnagaeT mnpaBaMH KOH(PUTYPUPOBAHMS M aJIMUHHUCTPATUBHON HACTPOUKHU
texHuueckux cpeacts UCIIIH.

CHUCTEeMHBIN aJIMUHUCTPATOP BBIMOJHAECT KOHPUTYPUPOBAHHE U YHpPABJICHUE
nporpammubeiM obecrieueHueM (I10) u obopymoBanuem, BKIOUass 00OpYyaOBaHUE,
OTBEYaroLIee 3a 0€301acHOCTb 3aIIHAIIAEMOTO o0BeKTa: CpelcTBa
Kpurnrorpadguueckoid  3ammThl  MHQOpPMAIMKM, MOHUTOPUHIA,  PETUCTpAIlUH,
apxuBauuy, 3amuTel oT HC/I.

K mecToil kaTeropum OTHOCATCA 3apErUCTPUPOBAHHBIE TOJB30BATENINd C
MOJITHOMOYMSIMU aIMUHHUCTpaTopa 6e3onacuoctu UCTIIH.

JInno stoi kareropuu:

00J1ajaeT BCEMU BO3MOXKHOCTSIMU JIUIL MIPEABIAYIIUX KaTeTOpHUit;

obnanaet noiaHou uHpopmanueit 06 UCIIx;

UMeEeT JIOCTYI K CPEJICTBAM 3aIlUThl MH(DOPMAIIMU U TIPOTOKOJIMPOBAHUSA U K
yacTH KIto4eBbIx anemenToB UCII/IH;

HE UMEET MpaB JIOCTyNa K KOHPUTYPUPOBAHUIO TEXHUYECKUX CPEACTB CETU 3a
HCKJTIOYEHHUEM KOHTPOJIbHBIX (MHCIIEKIIMOHHBIX).

AnMuHHCTpaTOp  OC301MaCHOCTH  OTBEYaeT 3a  COOJNIFOACHWE  TIPaBUII
pasrpaHUyYCHHs] JOCTYyNa, 3a TE€HEPALUI0 KIKOYEBBIX BJEMEHTOB, CMEHY MapoJieH.
AnmuHucTpaTop O€30MaCHOCTH OCYHIECTBISIET ayAUT TEX K€ CPENCTB 3alUTHI
00BbEKTa, YTO U CUCTEMHBIN aJIMUHUCTPATOP.

K cenpmoii KaTeropuu OTHOCSTCS IPOTPAMMHUCTBI-PA3paA0OTUNKH
(TOCTaBIIMKM ) MPUKIIATHOTO MTPOTPAMMHOTO 00eCTIeueHHs 1 JIUIa, 00eCIeYNBaIOIINE
€ro COMPOBOXK/ICHHUE Ha 3allIUIAEMOM OOBEKTE.

JInno sToi kareropuu:

obnmamaer wuHpopManuelr 00 anropuTMax U Iporpammax 00padOTKH
undopmaruu Ha UCI1/IH;
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o0jazaeT BO3MOXKHOCTSIMH  BHECEHHsI  OMIMOOK, HEIEKJIapHUpPOBAHHBIX
BO3MOKHOCTEM, MPOTPAMMHBIX 3aKJIaJ0K, BPEIOHOCHBIX MPOTrpaMM B IPOTPaMMHOE
obecnieuenue UCIIJIH Ha cTaguu ee pa3paOOTKU, BHEIPEHUS U COMIPOBOXKICHNUS;

MOXXET pacrmojarath JiIOObIMA (parMeHTaMu WHGOPMAIMKM O TOMOJOTUU
NCII[H u TexHuueckux cpeactBax oOpaboTku u 3anmuThl [1J1H, oOpabaThiBaeMbIX
B UCII/IH.

K BocpMOi#l kareropuu OTHOCSATCSA pa3paOOTUYUKU W JUIA, 00eCIeUnBarOIINe
IIOCTaBKY, COMPOBOXK/ICHUE U PEMOHT TexHu4eckux cpencts Ha UCII/H.

JIuno »ToM Kareropuu:

o0nasaeT BO3MOXKHOCTSIMH BHECEHHS 3aKIaIOK B TEXHMYECKHE CpE/ICTBa
NCTI/Ix Ha craguy ux pa3pabOTKH, BHEJPEHUS U COMIPOBOXKICHNUS;

MOJKET pacrojarath JTIOObIMH (pparMeHTaMH HH(POPMAIUH O TOIOJIOTUU
NCTI/Ix u Texaudeckux cpeactBax 0opadbotku u 3aumtsl nHGopmarmu B UCIIH.

VYKa3zaHHblE KaTErOpMHU HAPYUIMTENECH [OJKHBI YUHUTHIBATBCA IIPU OLIEHKE
BO3MOXKHOCTEN peanuszauuu Y BII/IH.

Hocurenem BpeqOHOCHOW NpOrpaMMbl MOXKET OBITh anmapaTHbIM 3IEMEHT
KOMIIBIOTEPA HWIIM IIPOrpaMMHBIM KOHTEHHep. Ecim BpenoHOCHas IporpaMma He
aCCOLMUPYETCS ¢ KaKOM-TMOO0 MPUKIAIHON MpOrpaMMOii, TO B KAU€CTBE €€ HOCUTEIIS
paccMaTpUBaIOTCA:

OTUYXJaeMbIi HOCHTENb, TO €CTh Juckera, ontuueckuit nuck (CD-R,
CD-RW), ¢pmdui-naMsTh, OTUY)AAaEMbIii BAHYECTEP U T.I1.;

BCTPOCHHBbIE ~ HOCUTENIM  HWH(pOpManuu  (BUHYECTEPHI,  MHKPOCXEMBbI
ONEPATUBHOM IAMSTH, MPOLECCOP, MUKPOCXEMBI CUCTEMHOW ILIATHI, MUKPOCXEMBI
YCTPOMCTB, BCTpPAMBAEMbIX B CUCTEMHBIN OJIOK, — BHACOAJaNTepa, CETEBOM IJIaThI,
3BYKOBOM IIJIAThl, MOJEMA, YCTPOMCTB BBOJA/BBIBOJA MArHUTHBIX KECTKHX
M ONTHYECKUX JUCKOB, OJIOKAa MUTAaHUS U T.II., MUKPOCXEMbI MIPSIMOrO JIOCTYIA
K MaMSTH, IIWH [epeladyu JaHHBIX, IOPTOB BBOIA/BBIBO/IA);

MHUKPOCXEMbI BHEHIHUX YCTPOMCTB (MOHUTOpA, KIABUATypbl, IPUHTEPA,
MOJIeMa, CKaHepa U T.IL.).

Ecnu BpemoHocHasi mporpamMma acCOIMUPYETCS C KaKOW-TMOO MPUKIIAIHOMN
nporpaMMoii, ¢ QaillaMu, HMEIOIIUMHU OMNpPEJEICHHbIE PACIIUPEHHUs] WM HHBIE
aTpuOyThI, C COOOILIEHUAMH, IEpEAaBAEMbIMU IO CETH, TO €€ HOCUTEIISIMU SIBJISIOTCS:

[AKEeThI NepPe1aBaeMbIX 10 KOMITBIOTEPHOU CETH COOOIIEHU;

(aiinbl (TekcToBbIE, rpadUyeCcKHe, UCTIONHIEMbIE U T.1.).

5.2. O01masi xapakTepucTUKA yA3BUMOCTeil HHPOPMALIMOHHON CHCTEMBI
NMEePCOHAIBHBIX TaHHBIX

VA3BUMOCT,  MH(POPMALMOHHOM  CHUCTEMBl  MEPCOHANbHBIX  JAHHBIX —
HEJOCTAaTOK WM ci1abd0e MeCTO B CHUCTEMHOM WM MPUKIATHOM IPOrpaMMHOM
(mporpaMMHO-armapaTHoM) 00eCreYeHUH aBTOMATHU3UPOBAHHOW WHQPOPMAITMOHHOM
CUCTEMbI, KOTOpbl€ MOTyT OBITh HCIOJIb30BAHbl U peaJu3alud  yTrpo3bl
0€30MacHOCTH MEPCOHANBHBIX JAHHBIM.

[IpnuriHaMy BO3HUKHOBEHUS YSI3BUMOCTEN SIBJITFOTCS:

OIIMOKU TPHU MPOEKTHUPOBAHUU M Pa3zpabOTKe MPOrpaMMHOro (mporpamMmHoO-
arrapaTHoOro) ooecneyeHus;
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IPEIHAMEPEHHBIE  JIEUCTBUS 10 BHECEHMIO  YSI3BUMOCTEH B XOJI€
OPOEKTUPOBAHUA U  pa3pabOTKM HPOrpaMMHOro  (IMpOrpaMMHO-aNNapaTHOro)
oOecIieueHus;

HEINPaBUWJIbHBIE HACTPOMKHA MPOrpaMMHOIO OOECIEUEHHUsl, HEMPaBOMEPHOE
M3MEHEHHE PEKUMOB padOThI YCTPOICTB U MIPOTPAMM;

HECAHKIMOHUPOBAHHOE BHEJIPEHUE M HCIIOJIb30BAaHWE HEYYTEHHBIX MPOrpamMm
C MOCIHEAYILIMM HEOOOCHOBAaHHBIM  PAacXOJOBAaHUEM PECYpPCOB  (3arpyska
IpoLEeCcCOpa, 3aXBAT ONEPATUBHON MAMATH U MMAMSITH HA BHEIIHUX HOCUTEISX);

BHEJIPEHUE  BPEIOHOCHBIX  INPOTPaMM,  CO3JAMOIIMX  YSI3BUMOCTH B
MIPOrpaMMHOM M MPOTPaMMHO-AINIapaTHOM 00ECIICUEHHH;

HECAHKIMOHWPOBAHHBIE ~ HEYMBIIUICHHBIE  JEMCTBHUS  IIOJIB30BATEIIEH,
IIPUBOJAIINE K BOSHUKHOBEHUIO YS3BUMOCTEM;

cobou B paboTe anmmapaTHOrO M MPOTPAMMHOIO oOecnedeHus: (BbI3BaHHBIC
cO0OsSIMU B IJIEKTPONMUTAHMM, BBIXOJIOM U3 CTpPOS allapaTHbIX 3JIEMEHTOB B
pe3yibTare CTapeHusT W CHIKCHUSA HAJEKHOCTH, BHEIIHUMHU BO3JACHUCTBUIAMU
ANIEKTPOMATHUTHBIX MOJIEH TEXHUYECKUX YCTPOMCTB U 1Ip.).

Knaccudukanusa ocnoBHbIx yszeumocteit MCII/IH nmpuBeneHa Ha pucynke 4.

Knaccudukanuus ysizBumocteit
MIPOrPaMMHOTO O0eCTICUeHUS

ITo Tumy I1O 1o »Tany KU3HEHHOTO Ilo mpuunHe Ilo xapaxTepy
LMKJIa IPOTPaMMHOTO BO3HUKHOBEHUS MOCTECTBUN OT
obecreueHus, Ha KOTOPOM YA3BUMOCTH peanu3anum aTaxk
BO3HHMKAET YSI3BUMOCTh
Cucremnoe [10
Vs13BUMOCTH, Henocratku —»| Ys3BuMOCTH,
P Bo3HHKarOITHE HA 7> MEXaHW3MOB HCTIONBb3YeMBbIe IS
[puknannoe STame ayTeHTH(HKAIIHT TEpenoNHeHus
[pOrpaMMHOe IPOEKTHPOBAHHUS T Oydepa
obecrieyeHue NPOTPAMMHOTO Henoctarka
obecrieeHmA 3aIUTHI y4ETHBIX YA3BUMOCTH,
peanu3arun | P sanuceii —| HCTIONB3yeMBIe s
TPOrPaMMHOTO mo100pa MaposIs WK
»| oOecneueHuns Hamane HeHTHUKATOPA
GyHKIUA,
HHCTAJUIIIHUA 1 L TTO3BOJIAIOLINX
| Hactpoiiku BBITIOJIHSTD Ya3BumocTy,
» MPOrpaMMHOTO JECTPYKTHUBHBIC L 5 HCIOJIb3YEMBIC JIA
06ecneqe1—n/];[ HeﬁCTBHﬂ HU3MCHEHMUA TIpaB
JoCTyma
OtcyTcTBHE
MPOBEPKU
> KOPPEKTHOCTH YsssumocTy,
BXOJIHEIX JAHEHHIX L, HCIIOJIb3YEeMBIE IS
peann3anuy aTaKu
«OtKa3 B
00CITyKBaHUI»

Pucynox 4. Knaccudukanus ys3BUMOCTEH TPOrpaMMHOTO 00eCTieYeHUS
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Hwxe mnpencraBineHa oOmasi xapaKTEpUCTHKA OCHOBHBIX TPYII YSI3BUMOCTEH
HCII/IH, BKIHOYAIOIIMX:

ySI3BUMOCTH CHUCTEMHOI'0 TIpOrpaMMHOro oOecrieueHuss (B TOM  YHCIIE
MIPOTOKOJIOB CETEBOI0 B3aUMOJICHCTBUA);

YS3BUMOCTH MIPUKJIIATHOTO MPOrpaMMHOI0 o0ecrnedeHus (B TOM YUCIIE CPEICTB
3aImUTH HTHGOPMAIIHH ).

5.2.1. O0mas xapakTepucTHKA YA3BMMOCTEeH CHCTEMHOI0 NPOrPaMMHOI0
o0ecrieyeHust

VA3BUMOCTH  CHUCTEMHOIO MPOrPaMMHOIO  OOECHEeYeHHs]  HEOOXOIUMO
paccMaTpUBaTh C MPUBSI3KOM K apXUTEKTYpPE MOCTPOCHUS BEIUUCTUTEIBHBIX CUCTEM.

[Ipu 3TOM BO3MOKHBI YS3BUMOCTH:

B MHUKponporpammax, B npommuskax [13VY, TIII3V;

B CpEICTBAaX ONEPALMOHHOM CHUCTEMBI, MPEIHA3HAYEHHBIX ISl YNPaBIICHUS
nokanbHbiMH  pecypcamu  HCIIJIH (oOecrieunBaromux BbITOJHEHUE (QYHKIUN
YIOPABJICHUS MPOLIECCAMH, AMAThIO, YCTPOICTBAMU BBOJAA/BbIBOJA, HHTEP(DEcOM C
MOJIb30BATENIEM H T.I1.), ipaiiBepax, YTHINTAX;

B CpEICTBaxX OIEPALMOHHONW CHUCTEMbI, MPEIHA3HAYEHHBIX [JI BBINOJHECHUS
BCIIOMOTaTeNIbHBIX (DYHKIHM, — YTUINTaX (apXUBUPOBaHUS, NedparMeHTaIluu U Jp.),
CUCTEMHBIX 00padaThIBalONIMX MporpamMmax (KOMIMJIATOPAaX, KOMIIOHOBILIMKAX,
OTJIAUMKAX M T.II.), MPOTpaMMax MpPEIOCTaBICHUS MOJb30BATEN0 TONOJHUTEIbHBIX
yciyr (cneuuanbHBIX BapHaHTax HHTepdeiica, KaabKylIsITopax, Wrpax M T.I.),
OubIMOTeKaxX MPOLEAYp Pa3IMYHOrO HazHaueHus (OMOJMOTEKax MaTeMaTUYeCKHX
byHKUMA, GyHKIMN BBOIA/BBIBOJIA U T.11.);

B CpeACTBaX KOMMYHHMKAIMOHHOTO B3aUMOJCHCTBUS (CETEBBIX CPENCTBAX)
OTNIEPALIMOHHOMN CUCTEMBI.

VYA3BUMOCTH B MHUKpPOIPOrpaMMax M B CPEICTBaxX ONEPALOHHON CHUCTEMBI,
MpeHA3HAYCHHBIX I YIPaBJICHUS JOKAIBHBIMUA PECYpCaMU U BCTIOMOTATEIbHBIMU
GyHKIMSIMHU, MOTYT MIPEACTABIATH COOO:

(yHKUMU, TpOLEAyphbl, HW3MEHEHUE MapaMeTPOB KOTOPBIX OIpPEAECICHHBIM
o0pa3oM TMO3BOJIIET MCMOJb30BATh MX J/JII HECAHKUMOHUPOBAHHOTO AocTyrna 0e3
OOHapyXEeHUsI TAKUX U3MEHEHUM OMEepPalMOHHON CUCTEMOI;

(parMeHThl KoJa NporpaMm («ABIPBDY, «JTFOKW»), BBEACHHBIE Pa3padOTUYUKOM,
MO3BOJISIONINME 00XOAUTh MPOLEAYPbl UACHTU(DUKAIIMYN, ayTEHTU(UKAUU, TPOBEPKU
LEJIOCTHOCTH U JIp.;

OTCYTCTBHE HEOOXOAMMBIX CPEICTB 3alllUThl (ayTeHTHU(PHUKALUH, TPOBEPKHU
1I€JIOCTHOCTH, MIPOBEPKHU dbopmaToB COOOIICHHH, OJIOKMPOBaHUS
HECAaHKIIMOHUPOBAHHO MOIU(DHUIIMPOBAHHBIX (PYHKITUH U T.I1.);

OmMuOKH B MporpaMMax (B 0OBSBICHUU MEPEMEHHBIX, (YHKIIUN U MPOIEAYD, B
KOJIaX MporpamMM), KOTOpbIE TNpH ONPEACICHHBIX YCIOBUSAX (Hampumep, Mpu
BBITIOJTHEHUH JIOTMUECKUX MEPEeXO0/I0B) MPHUBOIAT K COOSAM, B TOM 4YHCIE K COOAIM
(YHKIIMOHUPOBAHUS CPEJICTB U CUCTEM 3aIlUTHI HHGOPMAITIH.

VYS3BUMOCTH MPOTOKOJIOB CETEBOTO B3aMMOJICHCTBHSI CBA3aHbI C OCOOEHHOCTSIMU
X TMPOrpaMMHOM peanu3alMd W OOYCIIOBJIEHBl OrPpaHUYEHUSMU Ha pa3Mepsl



26

npuMensieMoro Oydepa, HemocTaTKaMH TMPOLEAYpPhl AyTEHTH(PUKALMHU, OTCYTCTBHEM
MPOBEPOK IMPABUIILHOCTU CiIy:keOHOM mHopmarmu u ap. KpaTkas XxapakTepucTHKa
ATUX YSA3BUMOCTEH MPUMEHHUTEIBHO K MPOTOKOJIaM MPHUBEACHA B TaOIHILIE 2.

Tabmuma 2

VY SA3BUMOCTH OTIENBHBIX IPOTOKOJIOB cTeka nmpoTokosoB TCP/IP,
Ha 0a3e KOTOpOro pyHKUMOHUPYIOT II100ajbHbIEe CETH OOIIEro MOIb30BAHUS

HaumeHnoBaHue YpoBenb HaumeHoBaHnue Coneprxanue HapylmeHust
NPOTOKO.J1a cTeKa (XapaKkTepHCTHKA) YA3BUMOCTH | Oe3omacHocTH MHGpOpMannu
NPOTOKOJIOB
FTP (File Transfer |Ilpuxmagnoii, | 1. Ayrentudukanus Ha 6ase Bo03MOKHOCTB IIepexBaTa JaHHbBIX
Protocol) — MIPEICTaBH- OTKPBITOTO TEKCTa (TIapOJIH y4eTHOW 3amucH (MMeH
MIPOTOKOT TEJbHBIH, MIEPECBUTAIOTCS B 3apETHCTPUPOBAHHBIX
nepenayn GaiioB | CEaHCOBBIH He3amnppoOBaHHOM BUJIE) MOJIb30BaTEIIEH, Mapoei).
0 CEeTH 2. locTyI O yMOTYaHUIO [lomyuenue yaaneHHOro AOCTyIA
3. Hannume aByX OTKPBITBIX K XOCTaM
MTOPTOB
telnet — mpotokon | [lpuknagnoii, | AyreHTHUKAIUI Ha Oa3e Bo3MoxxHOCTE epexBaTa JaHHBIX
YIpaBICHUS OPEACTAaBU- | OTKPBITOTO TEKCTa (apoiu YYETHOW 3aIUCH MOJIb30BATENS.
yaJeHHbIM TEeJbHBIH, MepechUIAIOTCS B [Tomyuenue yaaneHHOTO JOCTYIIA
TEPMHUHAIIOM CEaHCOBBII He3aInppOBaHHOM BUJIE) K XocTaM
UDP —nporokon | Tpancnopt- | OTCyTCTBHE MEXaHHU3MA Bo3moxxHOCTE peanuzanuu
nepeaayu JaHHBIX | HbIA MPEAOTBPALCHUS HEPErPY30K UDP-wmtopMma.
0e3 yCTaHOBJICHMSI oydepa B pesynbpTate 0OMeHa nmakeramu
COETMHEHUS MIPOUCXOANT CYIIECTBEHHOE
CHID)KEHHE TIPOU3BOIUTEIBHOCTH
cepsepa
ARP — nnpotokon CereBoit Ayrentudukanys Ha 6aze Bo3moxHOCTE nIepexBara
peoOpazoBaHUs OTKPBITOTO TeKcTa (MHpopManus | Tpaduka MoIb30BaTEN]
IP-anpeca B MIEPECHUIAETCS B 3JI0YMBIIIEHHUKOM
(dusnyeckuii agpec He3alppoBaHHOM BHUJIEC)
RIP — nporokoun Tpancnopt- | OTcyTcTBUE ayTeHTU(DUKAITIH B03MOXHOCTB NIEpeHaIpaBiIeHUs
MapIIpyTHOH HBIN YIPaBISIOLINX COOOLIEHUH 00 Tpaduka yepes3 XocT
nHpOpPMaLUH W3MEHEHUH MapIipyTa 3JI0YMBILUICHHUKA
TCP — nporokon Tpancnopt- | OTCyTCTBHE MEXaHU3MA CylI1ecTBEHHOE CHI)KEHUE
YIpaBIeHUS HBIN MIPOBEPKU KOPPEKTHOCTH CKOpOCTH 0OMEHa U J1axe
nepegavent 3aIlOJTHEHUS CITYKEeOHBIX TIOJTHBIA Pa3pbIB MPOU3BOIBHBIX
3aroJ0BKOB IAaKeTa coenuHeHui 1o nporokoxy TCP
DNS — nporokon | Ilpuknaguoii, | OrcyrcTBue cpeacts npoepkn | Danscudukaius oTsera
YCTaHOBJIEHHUS npeAcTtaBu- | ayreHTuduKanuy noixydeHHsix | DNS-cepsepa
COOTBETCTBHUS TEJbHBIH, JTAHHBIX OT UCTOYHUKA
MHEMOHUYECKUX CEaHCOBBII
VMEH U CETEBBIX
aJipecoB
IGMP — npotokon | CeteBoit OtcyTcTBUE ayTeHTH(DUKAITUH 3aBHCaHuE CHCTEM
nepeaayn cooOuieHuit 00 N3MEHEHNH Win 9x/NT/200
co0O1IeHuH 0 apaMeTpoB MapupyTa
MaplIpyTU3aLuu
SMTP — npotokon | [Ipukmagaoii, | OTCyTCTBHE HOIACPKKHI Bo03MOXXHOCTB ITOIAEIIBIBAHUS
obecrieyeHust NpeICTaBU- | ayTeHTU(UKAIMH 3aT0JIOBKOB COOOIIEHUH SIEKTPOHHOM MOYTHI,
CEpBHCa JOCTABKU | TEJBHBIM, coobuieHuni a TaKKe ajpeca OTIPaBUTEINS
co0OIIeHH 110 CEaHCOBBIN cooOuieHus
3JIEKTPOHHOM MOYTE
SNMP — niporokon | [Ipuknagaoii, | OTCyTCTBHE HOIAEPKKHI B03MOXHOCTb MepenoaHeHns
YIpaBIeHUS NpEACTaBU- | ayTeHTU(HUKALMH 3aT0JIOBKOB MPOIYCKHOH CIIOCOOHOCTH CETH
MapLIpyTU3aTOpPaMH | TETIbHBIN, coobuieHni
B CETSIX CEaHCOBBII
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JIns cucteMartu3alMi  ONHUCAHUST MHOXECTBA YSA3BUMOCTEH HCIOJIb3YETCS
equHas 6a3a naHHbix ys3BuMmocteit CVE (Common Vulnerabilities and Exposures),
B pa3paboOTKe KOTOpON NPUHUMAIM Yy4acTHUE CHEIUATUCThl MHOTHUX M3BECTHBIX
KomnaHuii u opranuzanuii, Takux kak MITRE, ISS, Cisco, BindView, Axent, NFR,
L-3, CyberSafe, CERT, Carnegie Mellon University, uactutyt SANS u T.4. DTa 6a3za
JAHHBIX TTOCTOSTHHO TMOMOJIHAETCA U UCTIONB3YEeTCs MpU (OPMUPOBAHUU 0a3 JTaHHBIX
MHOTOYHCJICHHBIX TTPOIrPAMMHBIX CPEACTB aHaJIN3a 3alUIIEHHOCTH U, PEXE BCEro,
CETEBBIX CKAaHEPOB.

5.2.2. O0mas xapakTepuCcTHKA YSI3BUMOCTEH MPUKJIATHOT0 POrPAMMHOIO
o0ecmeyeHusa

K npuknagHoMy mMOporpaMMHOMY OOECIEUYEHHIO OTHOCSTCS MPHUKIAIHBIC
MIpOrpamMMBbl OOIIET0 MOJb30BAHMS U CHELHAIbHBIE TPUKIAAHbIE TPOTPAMMBI.

[TpuxnanHpie MPOrpaMMbl OOIIETO MOJIb30BAHMS — TEKCTOBBIE U TpaduyecKue
pPENaKTOpbl, MEAua-NporpamMmbl (ayJuo- W BUACONPOUTPHIBATENIN, MPOrPAMMHBIE
CpeICTBa pHUEMa TEIEBU3MOHHBIX MPOTrpaMM M T.II.), CUCTEMBI YIpaBlieHUs1 OazaMu
JaHHBIX, TporpaMMHbIe IUIATGOPMbI OOIIETO IMOJIB30BAHUS MJiA  pa3pabOTKU
nporpaMmHbIX TmpoayktoB (tuma Delphi, Visual Basic), cpeactBa 3ammTtsl
uH(pOopMaluu OOIIETO MOJIb30BAHUS U T.I.

CrnennanbHble MPUKIAIHBIE IPOTPAaMMBl — 3TO NPOrPAMMBI, KOTOpPBIE
pa3palaThIBalOTCSl B MHTEPECaX PEIIeHUs] KOHKPETHBIX MPUKIAAHBIX 33]a4 B JTaHHOM
UCIIIzH (B TOM 4Mcie MOpOrpaMMHBIE CpPEACTBa 3alllMThl  MHGOpPMAIHH,
pazpabotannblie 11 KoHkpeTHOW UCII/IH).

VYA3BUMOCTH TPUKIAJHOTO MPOrPaMMHOTO 00€CIeYeHUsT MOTYT IIPEACTABIIATh
coOoi:

(GYyHKUMU ¥ MPOLEAYPhl, OTHOCAUIMECS K Pa3HbIM MPHUKIAIHBIM MpOrpaMMaM
1 HECOBMECTUMBIE MEXAY c0o00i (He (YHKIIMOHUPYIOIIME B OJHON OMEpallMOHHON
cpelne) u3-3a KOH(IMKTOB, CBSI3aHHBIX C paCIpe/IeICHUEM PECYPCOB CUCTEMBI;

(YHKIMM, NpPOLENypbl, U3MEHEHUE ONPEJCICHHbBIM 00pa3oM MapaMeTpoB
KOTOPBIX IMO3BOJIIET UCIIOJIB30BATh UX ISl IPOHUKHOBEHMS B ONEPALMOHHYIO CpENy
UCII[IlH u BbI30Ba IITATHBIX (PYHKIUNA OMEPANMOHHON CHUCTEMBbI, BBITTOJIHEHUS
HECaHKIMOHUPOBAHHOTO  JOCTyna 0e3  OOHapyKeHus  TakuX  HU3MEHEHHUH
OIEPAMOHHON CHCTEMOM;

(dbparMeHThl KOoJla MPOrpaMM («IBIPD», JIFOKW»), BBEJCHHBIE pa3padOTYUKOM,
MO3BOJISONINE 0O0XOAUTH MPOLEAYPbl UACHTU(DUKAIIMY, ayTEHTU(UKAIUU, TPOBEPKU
LEJIOCTHOCTH U JIp., IPEIYCMOTPEHHBIE B ONEPAIUOHHON CUCTEME;

OTCYTCTBUE HEOOXOJMMBIX CpPEICTB 3alUThl (ayTeHTU(PHUKALUU, MPOBEPKU
LIEJIOCTHOCTH, MPOBEPKHU dbopmaToB COOOIICHUH, OJIOKMPOBaHUS
HECAHKIIMOHUPOBAHHO MOJIU(DUIIMPOBAHHBIX (DYHKIIUH U T.I1.);

OIIKUOKH B MporpaMMax (B 0ObSBJICHUU MEPEMEHHBIX, PYHKIUN U NPOUEAYp, B
KOJax Iporpamm), KOTOpbIE IIPH ONPEIEIEHHBIX YCIOBUAX (Hampumep, MOpHU
BBITIOJTHEHUH JIOTMYECKUX MEPEXO0/I0B) MPHUBOIAT K COOSIM, B TOM 4YHCIE K COOAM
(GYHKIIMOHUPOBAHMSI CPEACTB M CHCTEM 3alllUThl HH(OpMaLMU, K BO3MOKHOCTU
HECaHKIIMOHUPOBAHHOTO JOCTYTAa K UH(pOpMaLIUH.

JlanHble 00 YySA3BUMOCTSAX pa3pabaTblBa€MOro W PaclpoCTPaHSIEMOro Ha
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KOMMEPYECKOH OCHOBE TMPHUKIATHOTO MPOTPAMMHOTO OOECIICUCHHSI COOMpArOTCs,
0600IIAI0TCS U aHATH3UPYIOTCS B 6ase qanubix CVE'.

5.3. O0masi XapaKkTepuCcTHKA YIPO3 HEeNMoCpeACTBEHHOI 0 J0CTya
B ONIEPALMOHHYIO cpexy HH(POPMAIIMOHHOI CHCTEMBbI MIEPCOHAIBHBIX JAHHBIX

Yrpo3sl goctyna (IPOHUKHOBEHUS) B ONEPAIIMOHHYIO Cpelly KOMIbIOTEpa U
HECAaHKIIMOHUPOBAHHOTO noctyna K [1J[H cBA3aHbI ¢ JOCTYIIOM:

K UH(pOpMallMK U KOMaHJaM, XpaHsaiuMcs B 0a30BOi cucTeMe BBOA/BBIBOIA
(BIOS) MHMCIIJln, ¢ BO3MOXHOCTBIO TIepexBaTa yIpaBICHUS  3arpy3Kou
ONEPalOHHON CHCTEMBI U TIOJIyYEHHEM MPaB JOBEPEHHOTO MOJIb30BATENIS;

B OIEPAIMOHHYIO Cpely, TO €CTh B cpeAy (YHKIMOHMPOBAHHS JIOKATbHON
ONEpPallMOHHON  cHUCTeMBbl OTAeNbHOro TtexHuuyeckoro cpeacrsa HCII[H c
BO3MOKHOCTBIO BBIINIOJHEHUSI HECAHKUMOHUPOBAHHOIO JOCTyNa IIyTEM BbI30Ba
IITaTHBIX ~[POrpamMM  ONEPALMOHHOM CHUCTEMBl WM 3allyCKa CHEHUATIbHO
pa3pabOTaHHBIX IPOTPAMM, PEATU3YIOUINX TaKUe AEHCTBHUS;

B cpeay (YHKIMOHUPOBAaHHSA MPUKIAAHBIX MpOrpaMM (Hampumep, K
JIOKaJIbHOM cucTeMe yIpaBiieHUs 0a3aMu 1aHHBIX);

HENOCPEICTBEHHO K HHGpoOpManuu mojb3oBaTens (K (ailmam, TEKCTOBOM,
ayauo- U rpapuueckod HMH(OpMalMM, MOJSIM M 3alUCAM B AJIEKTPOHHBIX 0a3zax
JaHHBIX) M OOYCIIOBJIEHBI BO3MOXKHOCTBIO HapyLIECHHUs €€ KOH(PHUIAECHLUUATbHOCTH,
LIEJIOCTHOCTHU U JOCTYITHOCTH.

DT yrpo3bl MOTYT OBITh PEAJM30BaHbl B CIy4yae MOJYyYEHUS (PUINYECKOTO
nocryna k WCII[H win, no kpailHeil mepe, K cpeAcTBaM BBoJa HH(pOpMAaIUU
B UCIIJIn. IX MOKHO 00BbEIMHUTH MO YCIOBUSIM pPeanu3aliii Ha TPU TPYIIIHL.

IlepBasg rpymnma BKJIOYaeT B ceOsl Yrpo3bl, peaiu3yeMble B XOJI€ 3arpy3Ku
ONEpPalMOHHON CUCTEMBI. DTH Yrpo3bl 0€30MACHOCTH MH(POPMALIMM HAIPABJICHBI HA
nepexBaT Mapoyie WM MACHTH(PUKATOPOB, MOAU(PUKALMIO MPOTrPaMMHOIO
obOecrieuenus 6a3oBoil cuctemMbl BBOja/BeiBoga (BIOS), mepexBar ympaBieHus
3arpy3Koll ¢ HW3MEHEHHEM HeOoOXOJUMOW TEXHOJOTH4YecKod uHpopMauuu s
nonyuennss HCJ[ B omepanumonnyto cpeny HCII[In. Yame Bcero Takue yrposbl
pealln3yIoTCs C UCIOIb30BAaHUEM OTUYK/Ia€MbIX HOCUTENEH HH(pOpMaLHH.

Bropas rpymnma — yrpossl, peaJM3yeMble IOCIE 3arpy3kd OIEpalliOHHOM
CpeIbl HE3aBUCMMO OT TOro, Kakas IpUKIagHas IporpaMmMa 3aIycKaercs
[IOJIB30BATENEM. OTH YIPO3bl, KakK IPaBWJIO, HAIPABIEHbl HA BBIIIOJHECHUE
HEIMOCPEJICTBEHHO  HECAaHKUMOHUPOBAaHHOro Aoctyna K wuHpopmauuu. Ilpu
MOJIYYEHUH JOCTyNa B ONEPALMOHHYIO CPEAY HApYIIUTETh MOXKET BOCIOJIb30BATHCS
KaK CTaHJapTHBIMU (PYHKIUSMU OINEPAlMOHHOM CHUCTEMbl WM KaKOU-JIHOO
MPUKIAAHOW MPOrpaMMbl OOIIETO MOJIb30BaHUS (HAIPUMEpP, CUCTEMBI YIpPaBICHUS
0azaMM  JaHHBIX), TaKk MW CIEHHAIBHO CO3JaHHBIMUA I  BBIOJHEHUS
HECaHKIIMOHUPOBAHHOTO JOCTyIa IPOrpaMMamMu, HalpuMep:

porpaMMaMu IpOCMOTpa U MOAU(PUKAIIUN PEecTpa;

porpaMMaMi MOHUCKA TEKCTOB B TEKCTOBBIX (hailiax Mo KIIOYEBBIM CIOBAM U
KOIMPOBAHUS;

' Benercs 3apy6exuoii hupmoit CERT Ha koMMepueckoii OCHOBe
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CHEHATbHBIMA MPOTpaMMaMH MPOCMOTPA U KOMHMPOBAHMS 3amuceil B Oazax
JNAHHBIX;

nporpaMmamMu  ObICTpOro  mpocMoTpa  rpaduyeckux  QaiioB,  ux
pPENAKTUPOBAHUS UIIN KOTIMPOBAHUS;

nporpaMmMamMu TOJAJEPKKH BO3MOXKHOCTEH peKOHPUTypaluu NporpaMMHON
cpensl (Hactpoiiku MCIIJIH B nHTEepecax HapyIIUTENs) U JIp.

Hakonen, TpeThs rpyIma BKJIOYaeT B ce0s Yrpo3bl, peand3alusi KOTOPbhIX
ONpPENEIAETCS TEM, KaKas U3 NMPUKIAJHBIX NPOrpamMM 3aIyCKaeTCs IOJIb30BaTENEM,
win (pakToM 3amycka J000H M3 MPUKIATHBIX MporpamMm. bomblnas 4acTh Takux
YIPO3 — 3TO YIrpO3bl BHEIPEHHUS BPEAOHOCHBIX IPOTPaAMM.

5.4. O0masi XapaKTepUCTHKA YIpo3 0e30l1aCHOCTH NMEePCOHAJIBHBIX JAHHBIX,
peajM3yeMbIX ¢ HCI0JIb30BaAHHEM MPOTOKOJIOB MEKCETEBOr0 B3aUMO/1eiiCTBUS

Ecmu UCII[JH peanuzoBaHa Ha 0a3e JOKaJbHOW WM paclpe/ieIeHHON
MHDOPMAIMOHHONW CHCTEMBI, TO B HEM MOTYyT OBITb peEaJTU30BaHbI yTPO3BI
0e30macHOCTH HMH(OpPMAIMM IYyTEM HCIHOJIb30BAHUS IPOTOKOJIIOB MEXKCETEBOIO
B3aumojierictBusa. Ilpu »Ttom wmoxker obOecrieunBathes HCI x Il wmm
pealI30BbIBATHCS YIpo3a 0TKa3za B 00cmykuBaHus. OCOOEHHO OnacHbl yrpo3bl, KOrjaa
UCTIln mupencraBisger co0oil pacrnpeneieHHyl0 HWH()OPMAIMOHHYIO CHCTEMY,
MOJIKJIFOUEHHYIO K CETSAM OOIIEro MoJjb30BaHUS M (MJIM) CETSIM MEKIYHapOJHOTO
uHpopMallmoHHOTO oOMmeHa. KiaccudukanmoHHas cxema yrpos, peaju3yeMbIX IO
CeTH, MpUBEJIECHA Ha pUCYHKEeS. B ee OCHOBY IOJIO)KEHO CEMb CIEIYIOIINX
MEPBUYHBIX TPU3HAKOB KJIACCU(PUKALIUU.

1. Xapakrep yrpo3ssl. [1lo 3ToMy npusHaKy yrpo3bl MOTYT OBbITh NACCUBHBIE U
aktuBHble. [laccuBHast yrposza — 3TO yrpo3a, HpH peaau3aldd KOTOpPOW He
OKa3bIBAETCS HemocpeAcTBeHHOe BiusiHMe Ha padbotry WCIIJIH, HO MoryT OBITH
HapyIlIEHbl YCTAHOBJIEHHbIE MpaBuia pa3rpanuueHus noctyna K [I/IH umm cereBbiM
pecypcam. IlpuMepoM Takux yrpos siBIsieTCs yrpo3a «AHajiu3 CeTeBOro Tpadpukay,
HalpaBJICHHAass HAa MPOCIYIIMBAaHHE KAHAJIOB CBA3M M IEPEXBAT IEpPEIaBaeMOi
uHdopmaIuu.

AKTHBHas yrposa — 3TO Yrpo3a, CBSI3aHHAs C BO3JEHCTBHEM Ha PECYpPCHI
NCIIdH, npu peanv3aldd KOTOPOM OKa3bIBAETCS HEMOCPEACTBEHHOE BIIUSIHUE
Ha paboOTy CUCTEMBbI (M3MEHEHHE KOHGUTypaluu, HapylieHue paboTOCIOoCOOHOCTH
U T.JO.), U C HapyIIEHUEM YCTAaHOBJICHHBIX MPaBWJI pasrpanuucHus nocryna k [1/{x
WM ceTeBbIM pecypcaM. llpumepom Takux yrpo3 sBisieTcss yrpoza «OTka3 B
00cTy:KuBaHUMY, peanuzyemas kak «mtopMm TCP-3ampocoBy.

2. Uenp peamusanuu yrposbl. [lo 3ToMy npu3Haky yrpo3bl MOTYT OBIThH
HaIpaBJjeHbl HAa HapylleHUE KOH(DHUICHLIMATBHOCTH, LIEJIOCTHOCTH U JOCTYIMHOCTH
uHpopmanuu (B TOM uucie Ha HapyuieHue padborocnocooHoctu UCII[AH unu ee
AJIEMEHTOB).

3. YcnoBue Hayana OCyLIECTBIIEHHUs Ipoliecca peann3auuu yrpossl. 11o sTtomy
MIPU3HAKY MOXKET PEATN30BbIBATHCS yIpo3a:

0 3aMpocy OT 00BEKTa, OTHOCUTEIBHO KOTOPOTO peajan3yercs yrposa. B atom
Cllydae HapyIlIUTEIb 0KMIAET MEepeladyu 3arpoca ONpeIeIeHHOro TUIA, KOTOPBIA U
OyZeT yclioBUEM Hayaja OCYIIECTBICHHUS HECAHKIIMOHUPOBAHHOTO JJOCTYIIA;



Kitaccnguxaryst yrpo3 6e3onacHoCTH HHGOPMALUH, PEaTH3yeMBIX C UCIIOIb30BAHUEM IIPOTOKOJIOB MEKCETEBOIO
B3aMO/ICHCTBHUS B aBTOMATH3UPOBAHHBIX CUCTEMAX

Ilo nanuuuro obpammoil Ilo pacnonooicenuro cybvekma
Ilo xapaxmepy Ilo yenu soz0eiicmeust Ilo ycnosuio nauana npoyecca ceszu ¢ UCI/In amaxu omuocumensio MCIITn
8030eticmaust peanuzayuu yepo3svl
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1 1 1 e === =="="="="q9~"~"~"7"7==7==7=7===7=—*=
i Vo l ' 4 I ' o '
1 1 : : : 1 | : M
i [Maccusnbie Do VTrpo3sl ¢ HapylIeHHeM L VYrpossl, peanusyembie IO ) | C 00paTHOIi CBA3BIO | ! BnaytpucermeHnTHsie '
' I 1| xoudunenumansuoCTH i | sampocy ot HCITH ' ' - !
I 1 1 1 1 1
i P uHpOpMALIK Lo I I . Do MeskcerMeHTHBIE '
| e L . 1 | Be3 oOpaTHOIi cBsI3U 0! ,
| AKTHUBHEIE 1 b 1 | P! '
' 1o . ' 1 | (omHOHAIIpaBIICHHAS ;o i
! b Vol Vrpo3el, peamusyemsble ! ! - |
i i 1 | Yrpossl ¢ Hapymernem I HACTYILICHAKO | ! | | araka) P! !
————————————————————— 1 1 1 1
UENOCTHOCTH HH(OPMAIIH P 0XKUIaeMOTO cobbrtust B | ! ! I '
1
| MCI e : b o e |
1 1 1
[ |
1 1 1
1 1 1
VYrposkl ¢ HapyIIeHHEM i | | Besycnosuble ! Ilo yposuto smanontot modenu
1 2 o
ZIOCTYNHOCTH MH(pOpMaLyK i 1 | BO3meicTBHA ' 63AUMOOCUCTMEUsL OMKPLINBIX CUCHIEM
1
' '
[
1
1
1
1
1
1
1
1
1
1
1
1
1

YTpo3bl ¢ KOMIJIEKCHBIM
v I
BO3/ICHCTBUEM Ha Ilo coomnowenuro xonuvecmea !
~ 1
uHpOpMALHIO Hapywumeseu u Xocmos, i VYrpo3b!l Ha HU3UIECKOM yPOBHE
1
OMHOCUMENbHO KOMOPbIX i y
1
peanusyomes y2posu. { ! TpO3bI Ha KaHAJLHOM YPOBHE
_______________________ | y !
---------------------------------------------------------------------------- ' YTrpo3bl Ha CETEBOM ypOBHE
Vo
Yo
Yrposa "OauH k oqHOMY" VYrposa "Oxul ko PacmipeneneHuble ' ! YTrpo3bl HAa TPAHCTIOPTHOM YPOBHE
n
MHOTHM (CKOOpAMHUPOBAHHEIE) YTPO3BI Do
T YTrpo3bl HA CEaHCOBOM YPOBHE
[
Vo
. Yrpo3sl Ha IPEICTaBUTEIFHOM YPOBHE
____________________________________________________________________________ 1
1
1
' YTrpo3bl Ha IPUKIATHOM YPOBHE
1
1

Pucynox 5. Knaccudukanmrontas cxema yrpo3 ¢ UCIOJIb30BaHHEM MPOTOKOJIOB MEKCETEBOTO B3aUMOICUCTBUS
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M0 HACTYIUJICHUIO 0’KMJIAEMOT0 COOBITHS Ha 00BEKTE, OTHOCUTEIBHO KOTOPOTO
peanusyercs yrposza. B 3ToM ciiydae HapymIMTENb OCYIIECTBISET IOCTOSHHOE
HaOdOJIeHne 3a  cocTossHMeM — omepanvoHHor cucrembl HWCIIJlH wu  npm
BO3HUKHOBEHUU  OINPEJCICHHOr0  COOBITUA B  OTOM  CHCTEME  HAauMHAET
HECAHKIMOHUPOBAHHBIN JOCTYTI;

Oe3yciioBHOE Bo3felcTBHE. B 3TOM cilydae Hayajgo OCYIIECTBICHUS
HECAaHKIIMOHUPOBAHHOTO JIOCTYyMa O€3yCIOBHO MO OTHOIIEHHUIO K LIETU JO0CTyMa, TO
€CTh YIpo3a peau3yeTcss HEMEJIEHHO U O€30THOCUTENIBHO K COCTOSIHUIO CUCTEMBI.

4. Hamnuue oOpatnoit cBszu ¢ MCII/In. [lo sTtomy mnpusHaky mporecc
peanu3aly yrpo3bl MOKET OBITH ¢ 0OPAaTHOM CBSA3BIO U 0€3 00paTHOM CBS3U. YTPo3a,
ocyiecTBisieMass npu Hanuuuu obpatHoi cBsizu ¢ MCII/IH, xapakrepusyercs Tem,
YTO Ha HEKOoTopble 3ampockl, nepenanHsie Ha WCII[An, Hapymurtenio TpeOyeTcs
nonyunuth oTBeT. CnemoBarenbHo, mexay Hapymwutenem u WCIIIH cymecTByer
oOpaTHasi CBA3b, KOTOpasi MO3BOJISIET HAPYIIMTENIO aJeKBATHO pEarupoBaTh Ha BCE
m3MeHenus, npoucxogsaumue B MCII[IH. B oTnmume oT yrpos, peanu3yembiX MpU
Hanmnuuu oopatHoi cBs3u ¢ UCII/IH, mpu peanuzaruu yrpo3 06e3 oOpaTHOM CBSI3U HE
TpebyeTcs pearupoBaTh Ha Kakue-n0o u3Menenus, npoucxoxasiue B UCIT/IH.

5. Pacnonoxenue Hapymmtens otHocutenbHo WMCIIJIH. B cooTBercTBUU €
3TUM IPU3HAKOM YyIpo3a peanu3yercsi Kak BHYTPUCETMEHTHO, TaK U MEKCETMEHTHO.
CermeHT cetu — (pusmyeckoe oOobeauHEeHne X0cToB (TexHuyeckux cpeacts UCIIn
WM KOMMYHHUKAIIMOHHBIX JJEMEHTOB, HMMEIOIIMX CceTeBOM ajapec). Hampumep,
cermeHT WCII[IH 00pa3yeT COBOKYMHOCTb XOCTOB, MOJKJIIOYEHHBIX K CEpBEpYy IO
cxeme «oOIasi muHa». B ciayyae, Korma MMeEeT MECTO BHYTPUCEIMEHTHAasl yrposa,
HapyluTeab uMeeT Guanyeckuil goctyn k annapatabiM daemeHtaM MCIIIH. Ecau
MMEET MECTO MEKCETMEHTHAsl yrposa, To Hapymurenb pacnonaraerca e UCII/IH,
peanu3ys yrpo3y u3 Apyroi cetu wim u3 apyroro cermenra UCII/IH.

6. YpOBEHb OSTAJIOHHOM MOJIENId  B3aUMOJAEHCTBHS  OTKPBITHIX cucrem'
(ISO/OSI), na xotopom peanusyercs yrposa. [lo sTomy mpu3HaKy yrpoza MOXKeET
pean30BBIBATHCS HAa (PU3NYECKOM, KaHAIbHOM, CETEBOM, TPAHCIIOPTHOM, CEaHCOBOM,
MPEACTABUTENBHOM U NPUKIATHOM ypoBHE Moaenu ISO/OSI.

7. CooTHOllIEHHE  KoiuyecTBa Hapymutened u  snementoB  UCII/H,
OTHOCHUTEIIBHO KOTOpBIX peanusyercss yrposa. [lo aTroMy mpusHaky yrpo3a MOXET
OBITh OTHECEHA K KJIACCy YIpO3, peaJnu3yeMbIX OJHUM HAPYUIUTEIEM OTHOCHUTEIHHO
onHoro texHuueckoro cpeactsa HCII[n (yrpo3a «OIMH K OJHOMY»), Cpasy
OTHOCUTEIIbHO HECKOJbKUX TexHuueckux cpeacrs MCIIIa (yrpo3a «oauH KO
MHOTHM)) WU HECKOJIbKUMH HAPYIIUTEISIMU C Pa3HBIX KOMITBIOTEPOB OTHOCUTEIBHO
OJIHOTO WM Heckoybkux TexHuueckux cpenctBs MCII[H (pacnpeneneHHble WM
KOMOMHUPOBAHHBIE YTPO3bI).

C yderoM mpoBeJeHHOM KiacCU(PUKAIIMM MOXKHO BBIICIUTH CeMb Haunbojee
4acTO PEAIN3yEMBIX B HACTOSIIEE BPEMS YTPO3.

1. Ananu3s cereBoro Tpaduka (pucyHoK 6).

! Mexnynapoanas Opranuzauus no Cranpaptuzauuu (ISO) npussna crangapt [SO 7498, onuceiBaromui

B3auMoieiicTBHe OTKPHITEIX cucteM (OSI).
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&
|
]
@

Xocr 1

MapmpyTtuszarop 1 MapmpyTtuszatop 2

R

KaHaJ1a|CBA3HU

XocT HapyIIUTEIIs

L

Xoct M
Xoct N

Pucynok 6. Cxema peanuzanuu yrpo3bl «AHaIU3 CETEBOTO Tpaduka»

Ota yrpo3a peain3yercsi C IOMOUIbIO CIIEHNAIBHON MPOrpaMMBbl-aHAIN3aTopa
nakeToB (sniffer), mepexBaThIBaIOLIEH BCE MAKETHI, IEPEAABAEMbIE IO CETMEHTY CETH,
M BBLICIAIONIEH CpeAu HHUX TE€, B KOTOpPBIX MEPEAATCS HUACHTHU(PUKATOP
IIOJIB30BATENSl M €ro Iapoisib. B Xonxe peanusanuy yrposbl HapyIIUTENb H3Y4aeT
JIOTUKY pabOThl CETHM — TO €CThb CTPEMHUTCS MOJIYYUTh OJHO3HAUYHOE COOTBETCTBHE
COOBITHH, TPOUCXOSIINUX B CUCTEME, U KOMaH/I, IEPEChUIAEMbIX IPH ATOM XOCTaMH,
B MOMEHT TOSIBJIEHUS JaHHBIX COObITUH. B nanpHeidmemM 53TO  MO3BOJISET
3JIOYyMBIIUICHHUKY Ha OCHOBE 3aJaHMsl COOTBETCTBYIOIIMX KOMaHJ IIOJIyYHTb,
HaIpuMmep, NPUBUIICTMPOBAHHBIE IIPABA HA IEUCTBUS B CUCTEME WM PACLIUPUTH CBOU
MIOJIHOMOYMSI B HEH, NEepexBaTUTh IOTOK IE€PEJAaBAEMbIX JIaHHBIX, KOTOPBIMH
OOMEHMBAIOTCS KOMIIOHEHTBHI CETEBOM OINEPALMOHHOW CHUCTEMBI, JJIA W3BJICUEHUS
KOH(pUICHIIMATbHON WM UACHTUUKAIIMOHHOW  uH(oOpManuu  (Hampumep,
CTaTUYECKUX IapOJIEH IOJIb30BATENEN I JOCTyna K YNAJEHHBIM XOCTaM IO
nporokoiam FTP u TELNET, He npenycmaTpuBaromuM mudpoBaHueE), €€ MOIMEHBI,
MOAU(DUKALMU U T.1I.

2. CKaHUpOBaHUE CETH.

CymHocTh nponecca peaji3alii yrpo3sl 3aKI0YaeTCs B Iepeaade 3arpocoB
cereBbIM cityk0am xoctoB MCIIJIH u aHanuze oTBeTOB OT HUX. Llenb — BhIsBICHUE
UCIIOJIb3YEMbIX IPOTOKOJIOB, JOCTYNHBIX TOPTOB CETEBBIX CIYX 0, 3aKOHOB
(dbopMupoBaHUs UACHTU(DUKATOPOB COECIUHEHUI, ONpeesieHue aKTHBHBIX CETEBBIX
CEPBUCOB, MOJ00P UACHTU(PUKATOPOB U MAPOJICH MOIH30BATEICH.

3. Yrpo3a BBISBICHUS MTApOIIS.

Henp peanuszanum yrpossl coctouT B noiayuenuun HCJI myrem npeomoneHus
MapOJIbHOM 3alIUThl. 3I0YMBIIUIEHHUK MOXET PEealn30BbIBATh YIPO3y € MOMOILBIO
LEJIOT0 psiia METOAOB, TaKUX KaK MpPOCTOW mepedop, mepedop ¢ HCIOJIb30BaHUEM
CHEUUAaIbHBIX CJIOBApEd, YCTAHOBKAa BPEIOHOCHOW NPOrpaMMbl Ul I€pexBara
napoJisi, moJMeHa JoBepeHHoro oobekTa cetu (IP-spoofing) m mepexBar makeToB
(sniffing). B ocHOBHOM [jIsi peanu3alMu Yrpo3bl HUCIHOJIB3YIOTCS CHEIUalbHbIC
[IpOrpamMMbl,  KOTOPbIE  MBITAIOTCA  IMOJYYUTh JOCTYIl K  XOCTy IyTEM
MOCJIeA0BATEILHOIO MOoA00pa naposieid. B ciydae ycrexa, 3M0yMBIIUIEHHUK MOKET
co3aaTh A ce0s «IIpoxXoa» sl OyaylIero A0CTyna, KOTOPbId OyAeT AeicTBOBAaTh,
JakKe eclid Ha XOCTe U3BMEHUTh Napoib IOCTYTIA.
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4. [logMeHa NOBEPEHHOTO OOBEKTa CETH W Iepenaya Mo KaHalaMm
COOOIIEHH OT €ro UMEHHU C TPUCBOCHUEM €r0 IPaB JA0CTyna (PUCYHOK 7).

1. Xocr X Benet HaOmoaeHMe 3a XoctaMu A B B 1 onpeniensier Hymeparmro

IIaKCTOB COO6H.[CHHI‘/‘I, HUIYITYHO OT XOCTa B
/ Xoct B

XocT A - 10BEpeHHBIH XOCT

\

Xoct X - XOCT HapyILUTENs

{my

2. Xoct X nocsuiaeT Ha XxocT A ceputo TCP-3anpocoB Ha co3jaHue COSIMHEHUS,
3aMoJIHSISI TEM CaMbIM OYepPEb 3alPOCOB C LIEIbIO BEIBECTH U3 CTPOSI HA HEKOTOPOE
BpeMs XocT A

SYN; @ T
SS
Xo X - \ Xoct B

ct X
XocT A
% SYN, _
ISSx >
TCP-3amnpoc Ha OTKPBITHE COSTMHEHUS] OT UMEHU XOCTa A XocTt B

SYN-6UT CHHXpOHH3AIIMH HOMepa IIOCIeI0BaTeILHOCTH

ISSx-npou3BosbHBII HOMEP MOCIEA0BATEIbHOCTH
@ XOCT A BBIBEEH U3 CTPOs
@ S
S °
% X

Ortset xocta B Ha TCP—3arM

Xoct X SYN, ACK, ISSb Xoct B

ACK(ISSx+1)
i SYN-6UT CHHXpOHH3AIUH HOMEpa MTOCIeA0BaTEILHOCTH

ISSb-nipon3BoaBHBII HOMEp MOCIIEA0BATEIBHOCTU X0cTa B
Xocr A ACK(ISSx+1)-Homep noarBepxxkaeHus npuema TCP-ntakera ot
xocTa A, paBHbIHA [SSx+1

ASK(ISSb+1)-nomep noareepxkaenus npuema TCP-mmakera ot xocrta B,
B KOTOPOM aTaKyIONIUi yKa3sIBaeT ogoOpaHHbIi HoMep ISSb+1

\ ACK, ISSx+1 R
ACK(ISSb+1) -

Xoct X _ %’ - ’ASK(ISSx+1 )-HOMED Xocrt B

@ > - cinexnyroniero TCP-nakera
; \ OTEy’TCTByeT coobmenue o paspeiBe TCP-coequHeHus ot

BBIBEJICHHOT'O N3 CTPOST XOcTa A (TIaKeT C 3aMOJTHEHHBIM

Xoet A cirykeOHbIM 3arojioBkoMm RST)

CBiA3HU

Pucynox 7. Cxema peanuzanuu yrpo3sbl «IlogMeHa Jo0BepeHHOT0 00bEKTa CETH
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Takas yrpo3a 3¢GdEeKTUBHO peanu3yeTcss B CHCTeMax, TJie TPUMEHSIOTCS
HECTOMKHE aJITOPUTMBI UJIEHTU(PUKAIIUN U ayTeHTU(HUKAIIMN XOCTOB, MOJIb30BaTeNIen
u T1.a. [log noBepeHHBIM OOBEKTOM TOHUMAETCS OOBEKT ceTH (KOMIBIOTED,
MEXKCETEBOM dKpaH, MapUIPyTU3ATOP U T.I1.), JIETAITBHO MOJKIIOYEHHBINA K CEpBEPY.

MoryT OBITh BBIIETICHBI IBE PA3HOBUIHOCTU MPOIECCa PeaTn3allui YKa3aHHOM
yrpo3bl: C YCTAHOBJICHUEM U 0€3 YCTaHOBJICHUSI BUPTYAIbHOTO COCAMHEHUSI.

[Ipornecc peanmu3anuu ¢ yCTaHOBIEHUEM BUPTYaJIbHOTO COECIMHEHHSI COCTOUT B
MPUCBOEHUU TMpPaB JOBEPEHHOTO CyObEKTa B3aUMOJCKHCTBHUS, UTO IMO3BOJIAET
HAPYILIUTEI0 BECTH CEaHC pabOThl C 0OBEKTOM CETH OT UMEHH JOBEPEHHOTO CYOhEKTa.
Peanm3arust yrpo3sl 1aHHOTO THIA TPeOyeT MPEOI0JICHUS CUCTEMbI WACHTU(DUKAIIH
U ayTeHTU(UKaluu cooOmieHnit (Hampumep, araka rsh-cayx0s1 UNIX-xocta).

[Ipouecc peanuzanuu yrpo3sl 0€3 yCTaHOBJICHUS BUPTYaJIbHOT'O COEIMHEHUS
MOXET MMETh MECTO B CETAX, OCYIICCTBISIONIMNX UICHTU(PUKALMIO TEepeaaBaeMbIX
COOOIIEHHUI TOJBKO MO ceTeBOMY ajpecy otnpaButens. CylIHOCTb 3aKIO4YaeTcsl B
nepeaade CIy>KeOHbIX COOOIIEHUNH OT MMEHH CETEBBIX YIPABISIONIUX YCTPONCTB
(Hanmpumep, OT MUMEHH MapHIPyTHU3aTOpPOB) 00 M3MEHEHUU MapIIPYTHO-aJAPECHBIX
nanueix. [lpm  sToM HeoOXOoOMMO WMETh B BHAY, 4YTO €JIMHCTBEHHBIMHU
uneHTudukaTopamMu a0OHEHTOB U coeauHeHus (1o npotokony TCP) sBustorcs naBa
32-6utnbix napameTtpa Initial Sequence Number — ISS (Homep mocienoBaTeaTsHOCTH)
n Acknowledgment Number — ACK (Homep noaTBepkieHus). CieaoBaTeybHO, IS
¢dbopmupoBanus noxxkHoro TCP-nmakera HapylmIMTEN0 HEOOXOAMMO 3HATh TEKYIIHE
uaeHTUPUKATOPHI AJi 1aHHOTO coenuHenus — [SSa u ISSb, rae:

[SSa — HekoTOpOE€ 4YHCIIEHHOE 3HAYEHHE, XapPaKTEPU3YIOLIEE MOPAIKOBBIN
HoMmep otnpaBiagemoro TCP-makera, ycranaBnuBaemoro TCP-coenunenus,
VHUIMAPOBAHHOTO XOCTOM A

ISSb — HekoTOpOE UncIeHHOE 3HaYEHHE, XapaKTEPU3YIOLIee NOPSIKOBBI HOMED
otnpasisiemoro TCP-nakera, ycranaBimuaemoro TCP-coeMHeHusl, THULIMMPOBAHHOTO
xocToM B.

3nauenue ACK (Homepa mnonrBepskiaenus ycraHoBieHus TCP-coennHeHus)
omnpenensieTcss Kak 3HaueHHue HOoMepa, MOJYyYEeHHOro oT pecnoHaeHta ISS (Homep
nocaeaoBaTeabHocTH) Titoc equunna ACKb = ISSa+1.

B pesynbraTe peanuzanuu yrpo3bl HapylIIUTENb TOJIy4aeT IpaBa JOCTYyIa,
YCTaHOBJICHHBIE €0 IMOJIb30BATENEM JIJIsl JOBEPEHHOIO0 a0OHEHTa, K TEXHHUYECKOMY
cpeactBy UCII/IH — uenn yrpos.

5. HaBsi3pIBaHME JIOKHOTO MapuipyTa CETH.

Jlannast yrpo3a peanu3yeTcs OJHMM M3 JIByX CIHOCOOOB: TyTEM
BHYTPUCETMEHTHOTO  WJIM  MEXKCETMEHTHOTO  HaBs3bIBaHUS.  B0O3MOXHOCTH
HaBsI3bIBaHUS JIOXKHOTO MapiipyTa oOOYCIOBJIE€HAa HEIOCTaTKaMU, MPUCYIIUMU
QIrOpUTMaM MapIIpyTHU3aIuu (B YAaCTHOCTH, M3-3a MPOOJIEMBbl WACHTH(PUKAINH
CETEBBIX YIPABJISIIOIIMX YCTPOMCTB), B pe3yJIbTaTe YE€ro MOXKHO MOIMACTh, HAPUMED,
Ha XOCT WJIH B CETh 3JI0YMBIIUIEHHUKA, 1€ MOKHO BOWTH B OMNEPAIMOHHYIO CPEIy
TexHuyeckoro cpenacrtsa B cocraBe MCII/In. Peanuzanus yrpo3bl OCHOBBIBA€TCS
Ha HECAHKI[MOHUPOBAHHOM HCMOJIb30BAHUM NPOTOKOJIOB MapiupyTtuzanuu (RIP,
OSPF, LSP) u ynpasnenuss cetbto (ICMP, SNMP) nnsi BHeceHHS] W3MEHEHHI
B MapHIpyTHO-aJpecHble Ta0aubl. [Ipy 3TOM HapymIHUTENH0 HEOOXOAUMO MOCIaTh OT
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MMEHU CETEBOTO YMPABISAIONIETO YCTPOWCTBA (HAMpUMeEp, MapIIPyTU3ATOPA)
yhpaBJisoniee coooiieHne (pUCyHku 8 u 9).

1. Ilepenaua HapymuTenaeM Ha XocT 1 joxHOro coobuienus no nporokory ICMP Redirect ot
HMMEHH MapipyTH3aTopa 1 06 H3MeHeHHH TaOIUIBI

%) _%— WurepHer

|
JloxHoe coobuieHne Cepsep

ICMP Redirect top.secret.com

& 5

Xocr 1 Xoer 2 XocT Hapymurens

MapmpyTuzarop 1 MappyTu3zarop 2

iy

2. ITakeTsl Ha top.secret.com HaNpaBJIAIOTCA Ha HECYIIECTBYIOIMI MapIupyTUu3aTop (Xoct 2), a
CIIe/IOBATENBHO, CBA3D C tOp.Secret.com HapyIIaeTcs

> + %— _%/ Wnrepuer

MapupyTusarop |  MapupyTtuzarop 2 |

Xoct 2

Tabnuna
MapIIpy TH3aLHN

top.secret.com:
gateway=xocT 2

Cepsep
top.secret.com

Pucynok 8. Cxema peanuzauuu ataku « HaBsi3piBaHHE JT0KHOTO MapUIpyTa»
(BHYTpHCETMEHTHOE) C UcIoyib3oBaHueM npoTtokosa ICMP ¢ nenpio HapyiieHus
CBS3U

1. ®aza nepenauu yioxkHoro coodbuienus ICMP Redirect or uMeHu MapiipyTus3aTopa Ha XocT 1

Jloxxuoe coobmenne ICMP Redirect  MapmpyTtusarop

B HaWJTy4IIEM MapIIpyTe K XOCTY
% top.secret.com

HuTepuer

XocT HapymIuTens

2. ®aza npuema, aHajiusa, BO3JEUCTBUS U nepeaadu HepeXBa‘IeHHOfI I/IH(I)OpMaLII/II/I Ha JIO’)KHOM

cepsepe
%_ Wurepuer
Mapipytuszarop 1 MapupyTtusarop 2

Xoct 1 nepenaer
MMaKeTHl,
NpeaHa3HaYCHHbIC
top.secret.com, Ha

XOCT aTaKyIOIIEro
Xoct HapymHTeNIs

ATakyomuili OT UMEHHU
xocTa 1 nepeaer nakeTsl
Ha top.secret.com

@

Xocr 1 Cepsep top.secret.com

Pucynok 9. Cxema peanuzaunu yrpo3sl « HaBs3piBaHHE JTOKHOTO MapLIpyTa»
(MEeXXCEerMeHTHOE) C LIeJbI0 MepexBaTa Tpaduka
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6. Buenpenue 10KHOT0 00bEKTa CETH.

Orta yrpo3a OCHOBaHa Ha MCHOJb30BAHUM HEOCTAaTKOB aJITOPUTMOB
yJIaJleHHOTO Moucka. B ciyyae, eciu 0OBEKTHI CETH M3HAYAIBLHO HE UMEIOT aJIpECHOM
uHboOpMaIIUU JPYr O Jpyre, MCIOJIL3YIOTCS pa3Iu4Hble MPOTOKOJBI YAAJIEHHOTO
noucka (Hanpumep, SAP B cetsax Novell NetWare; ARP, DNS, WINS B cetsix co
ctekoM npotokosioB TCP/IP), 3axitouaroniuecs B mepenaye 1Mo CeTH CIenHalbHbIX
3apoCOB U TOJIYYEHHM Ha HHUX OTBETOB € HCKOMOW uHpopmanuei. Ilpu sTom
CYILIECTBYET BO3MOKHOCTh I€PEXBAaTa HAPYIIUTEIEM MOUCKOBOIO 3alpoca U BbIJaUn
Ha HEro JIO)KHOIO OTBETA, HCIIOIb30BAHME KOTOPOIO NPHUBEAET K TpedyeMomy
M3MEHEHHUIO MAapUIPYTHO-3JIPECHBIX JaHHBIX. B  panbHelnmeM Bech MOTOK
nH(pOpMAIUU, ACCOIMUPOBAHHBIA C OOBEKTOM-)KEPTBOM, OYIET MPOXOAHWTH dYepes
JI0KHBIN 00BeKT ceTu (pucynku 10 - 13).

1. ®aza oxuganns ARP-3ampoca
&
|

ATakyromuii mpoCITymnBaeT Mapmpytusarop
KaHaJ, OXHJas eperady

ARP-3ampoca

g WHTepuer
XOCT HapyLIUTENs
2. ®a3a peanu3aniy yrpo3bl
X
Xocr nepezaer IlepexsatuB ARP-3ampoc, Mapuipyrusarop
ARP-3anpoc aTaKyIOUIMHA NIepeaaeT JIOKHBIN
ARP-otBer
% % Nurepuer
Xocr 1 Xocrt 2 Xoct N

XocT HapymuTens

3. ®a3a npuema, aHaM3a, BO3JCHCTBUS U IIepejaull epexBaueHHONW HH(pOpMaIUy Ha
noxxaoM ARP-cepsepe

% Mapupyrtuszarop

Cesi3b x0cTa 1 € |
MapuIpyTH3aTOPOM HPOUCXOIUT |
uepes noxkHbI ARP-cepBep |

| . : . | HTEPHET
< |
I
: Xoct 2 : :

I

JIoXXHBII
ARP-cepsep

Pucynok 10. Cxema peasimzaunn yrpo3sl «Baenpenue noxxnoro ARP-cepsepa»
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1. ®a3a oxunanus atakyrommmM DNS-3ampoca ot xocta 1 (aTakyroniuii HaxoIuTcs 100 Ha XOCTe
HapymmTens 1, 1ubo Ha XocTe HapyHuTens 2)

Xocr 1 Xoct 2

88 4

Xoct HapywmuTens 1

Cepsep /\
% top.secret.com |X3
Mapuipytuzarop §/
& S
MapuipyTuszarop é/
NS

DNS-cepsep

Xoct HapyuTens 2

2. ®a3a nepenauy aTakyronmM JioxxHoro DNS-oTBera (arakyromuii HaxoguTcs MO0 Ha XocTe

HapymuTens 1, 1ubo Ha XocTe HapyHuTeNs 2)

T —

DNS-3ampoc ] p——

DNS-otBer

Xoct HapymmTens 1

Mapupyrtuzatop

& §
MapmmpyTtuzaTop Cepsep top.secret.com
& TN
MapupyTtuzarop JloxHbIA i
DNS-otBeT &
DNS-cepsep

XoCT HapymuTens 2

3. ®a3a npuema, aHajau3a, BO3ESHCTBUS U Nepeiadn IepexBadyeHHON HHPOPMAIIMK Ha JIO)KHOM CEepBepe

7
I
I

NS

Mapmipyrusarop Cepsep top.secret.com

Y

&

Mapiupyruzarop

(a4

DNS-cepsep

Xoct HapymmTens 2

Pucynok 11. Cxema peannszannu yrpo3sl «Baeapenue noxuoro DNS-cepsepa»
nyTteM nepexsara DNS-3anpoca
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1. HapymuTens nmepenaeT HanpasieHHbIH mTtopM DNS-0TBeTOB Ha XOCT 1

Mapupytuszatop

MapupyTuzarop Cepsep

top.secret.com

IITop™ J10KHBIX

ces - S-oTBETOB OT
nmenn DNS-

MapmpyTHsatop  ;enpepa na xocr |1

DNS-cepgep

JloxHsbli cepBep
(XOoCT HapymIuTENs)

2. Xocrt 1 nocemaer DNS-3anpoc 1 HemennenHo nosydaeT J0xHbii DNS-oTBeT

Mapiupyrtuzarop

MapupyTuszatop

[ITopm JOKHBIX

D coe WS-OTBGTOB oT
T Q nmenu DNS-

P
O, S Mapuipyrusarop
DNS-3anpocé;¢"z MapiupyTtusarop cepsepa DNS-cepaep

JloxxHbIN cepBep
(xocT HapylUTENs)

Xocr 1 Xocr 2

3. da3za nprema, aHaIn3a, BO3ACHCTBUS U IIepeadl epeXBaueHHON HHPOPMAIIUU Ha JIOKHOM CepBepe

MapupyTusarop

Mapuipytuzatop Mappytusarop

&
6%

MapupyTusarop Cepaep

top.secret.com

W -1

DNS-cepsep

JloxHbll cepBep
(XoCT HapyLIUTENs)

Pucynok 12. Cxema peanuszannu yrpo3ssl «BHeaApeHue J10xHOro DNS-cepBepa»
nyteM mropma DNS-0TBETOB Ha KOMIIBIOTED CETH
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1. Hapymmrens co3iaeT HanpaBieHHbIN MTOPM JIOKHBIX DNS-0TBETOB OT UMEHH OJJHOTO U3 KOPHEBBIX
DNS-cepBepoB u mpu 3TOM MPOBOIUPYET 3TOT CEPBEP Ha OTBET, nockuias Ha Hero DNS-3anpoc

‘ Hutepuer 4
MapupyTuzarop epBep
XOCT 1 %
X ‘

MapuipyTuzatop Mapmpytuszarop MapmpyTI/BaTop

L DNS-3ampoc Ha NOUCK Kopnesoi

DNS-cepsep top.secret.com DNS-ceprep
XOCT HapyLIuTeNs

2. DNS-cepsep nepenaetr DNS-3anpoc Ha kopHeBoit DNS-cepBep u HemeaieHHO mosry4daeT J1okHbIi DNS-0oTBeT oT
aTaKyIoIIEero

‘ WNurepner ‘
MapupyTuzarop epBep
XOCT 1 %
Ma; ;pmiaTop MapupyTuzaro
MapmpyTtuzaTop P py p

DNS-3ampoc
Hampasnennsiit mropm
noxHBIX DNS-0TBeTOB
OT IMEHU KOPHEBOTO KopHesoit
DNS-cepgepa
DNS-cepsep pBep DNS-cepsep

XocT HapyLIuTeNs

3. Xoct HapymmTelns u3MeHseT kam-radauy DNS-cepsepa u oOecrieunBaeT npoxoxaeHne Tpaduka qepes
noxuelii CepBep top.secret.com

N ‘ X
N to s:cf)rBefI;om * X oxHbIN CepBep
p- ) top.secret.com
g S Hurtepuer _«— DNS-3amnpoc Ha nouck
Kow rabamua DNS- TOP.SECRET.COM
cepsepa
top.secret.com: DNS-oTBeT ¢ 10)KHBIMU &
IP agpec aTakyromero CBEJICHUSIMHU O XOCTE g
’ ! TOP.SECRET.COM MapmpyTusarop
DNS-cepsep
Xocr 1

Pucynok 13. Cxema peanu3zanuu yrpossl «BHenapenue noxnoro DNS-cepsepa»
nyteM mropma DNS-otBeToB Ha DNS-cepBep
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7. OTKa3 B 0OCITyKUBaHHH.

DT  yrpo3pl OCHOBaHbl Ha HENOCTATKAax CETEBOr0  MPOrpaMMHOIO
oOecrieueHus, ero ys3BUMOCTSX, MO3BOJSIONIMX HAPYIIUTENIO CO3/1aBaTh YCIOBUS,
KOI/la OIepallMOHHAasi CHCTeMa OKa3bIBaeTCsi HE B COCTOSHUM 00pabaThIBaTh
NOCTYNAIOIINE MTAKETHI.

MoryT ObITh BbIICJIEHBI HECKOJIBKO Pa3HOBUAHOCTEN TaKUX yTPO3:

a) CKpBITBI OTKa3 B OOCIY)XHMBAaHWW, BBI3BAHHBIA MPUBJICYCHHEM YaCTU
pecypcoB UCIIJIH Ha 00pabOTKy MAaKETOB, IMEpPEIaBaCMbIX 3JIOYMBIIIJIEHHUKOM CO
CHW)KEHUEM IIPOIYCKHOW CIIOCOOHOCTHM KaHAJIOB CBSI3H, IPOU3BOAUTEIBHOCTH
CETEeBBIX YCTPOWCTB, HapyIICHHEM TPEOOBaHUU KO BPEMEHHU OOpabOOTKM 3ampOCOB.
[Tpumepamu peanuzanuu yrpo3 MoJ00HOTO poja MOTYT CIIYXKHTh: HAIpPaBIICHHBIN
mTopM 3x0-3ampocoB no nporokony ICMP (Ping flooding), mTopM 3ampocoB Ha
ycranoBienrne TCP-coenunennii (SYN-flooding), mropm 3ampocos k FTP-cepsepy;

0) ABHBI OTKa3 B OOCIYXMBAaHWUM, BBI3BAHHBI HCYEPIIAHUEM PECYpCOB
UCTIIa npu o0paboTke MaKkeToB, MepeaaBaeMbIX 3J0YMBIILIICHHUKOM (3aHSITUE BCEH
IIOJIOCHI ITPOITYCKAHMSI KaHAJIOB CBSA3M, IIEPENOJIHEHHWE OYepele 3alpocoB Ha
oOcy>KUBaHUE), TIPU KOTOPOM JIETaJIbHBIE 3alPOCHl HE MOTYT OBITH TIEPEIAHbI Yepes
CEeTh U3-3a HEJOCTYITHOCTHU CPeJbl epeIaun JIMOO MOIy4aroT OTKa3 B 00CIyKUBaHUU
BBUJIy IIEPEIIOJIHEHHS OYEPEAEH 3alpOCOB, TUCKOBOIO IIPOCTPAHCTBA MAMSATH U T.J.
[Ipumepamu yrpo3 JaHHOTO THIIA MOTYT CIYXKWATh IITOPM IIMPOKOBEIIATEIIBHBIX
ICMP-3x0-3anpocoB  (Smurf), nHanpasnenubli wmropMm (SYN-flooding), mropm
COO0IIeHUIT MOYTOBOMY cepBepy (Spam);

B) IBHBII OTKa3 B OOCIY>XMBaHWHW, BbI3BAaHHBIA HAPYIICHUEM JIOTUYECKOU
CBSIBHOCTH MEXy TexHuueckumu cpeactBamu MCIIH npu nepegaye HapymmTeaeMm
VOPABJSIIOUIMX  COOOIIEHWH OT HMMEHHM CETEeBBIX YCTPOWCTB, MPUBOIALINX
K W3MEHEHHUIO MaplIpyTHO-aJpecHbIX naHHbIX (Hanpumep, ICMP Redirect Host,
DNS-flooding) unu naeHTHGUKAIMOHHON U ayTeHTU(PUKAITMOHHON HHPOPMAIINU;

T') SBHBIM OTKa3 B 0OCITY)KMBAaHWHU, BBI3BAHHBIN TIepeaadel 3J10yMbIILIEHHUKOM
MaKeToB C HecTaHAapTHeIMU arpubytamu (yrposbl Tuna «Land», «TearDropy,
«Bonk», «Nukey», «UDP-bomby») wmmu wumeomux MIMHY, TPEBBIIIAIOIIYIO
MaKCHMAJIbHO JIONMyCTUMBbIA pasmep (yrpo3a tuna «Ping Death»), uro Moxer
MIPUBECTU K COOI0 CETEBBIX YCTPOWCTB, YUACTBYIOIIUX B 00paOOTKE 3arpocoB, TpH
YCJIIOBUM HaJW4Msi OMIMOOK B MPOTpaMMax, pPEeaju3yIOUX MPOTOKOJIBI CETEBOTO
oOMeHa.

PesynpraToM peanuzanuy JJTaHHOM yIrpo3bl MOXET CTaTh HApyIICHHE
pabOTOCTIOCOOHOCTH  COOTBETCTBYIOIIEH CIIY>KObI TMPEIOCTaBICHUS YAAJICHHOTO
noctyna k [1/In B UCII/IH, nepenava ¢ 0AHOTO agpeca TaKOro KOJIMYECTBa 3apoOCOB
Ha NOJKJIIOYEHUE K TeXHUYeCKoMy cpeacTBY B coctaBe MCII/IH, kakoe MakCUMaJIbHO
MOXET «BMECTUTH» TpapuK (HAmpaBICHHBIA «ILITOPM 3alpOCOBY»), YTO BIEYET 3a
co00i1 TeperoJIHEHuEe O4epean 3alpocoB M OTKa3 OJHOM U3 CETEBBIX CIYXO WM
IIOJIHYO OCTAaHOBKY KOMIIBIOTEPA U3-32 HEBO3MOKHOCTH CUCTEMBI 3aHUMAThCSI HUYEM
JIPYTUM, KpOMe 00pabOTKH 3alpOCOB.

8. Y naneHHblil 3aIyCK NPUIIOKEHHMN.

VYrpo3sa 3akitouaercs B crpemiieHnd 3amyctuth Ha xocte MCIIIH pa3znuuHbie
MPEBAPUTENILHO BHEJIPEHHbIE BPEJOHOCHBIE IMPOrPAMMBI: MPOrpaMMBbI-3aKIaIKHU,
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BUPYCBHI, «CETEBBbIC€ IIMHUOHB», OCHOBHAs I1I€JIb KOTOPHIX — HAapyIIECHUE
KOH(UJIEHIUATBHOCTH, II€JIOCTHOCTH, JIOCTYIHOCTH HWH(OpPMAllMM U  TOJHBINA
KOHTPOJIb 32 pabotoit xocta. KpoMe Toro, Bo3MOXKeH HECAaHKIIMOHUPOBAHHBIN 3aITyCK
NPUKJIAJAHBIX MPOTPAMM IOJIb30BATENEeH I HECAaHKIIMOHWPOBAHHOTO TOJYYEHUS
HEOOXOUMBIX HAPYIIUTENIO JaHHBIX, IS 3alycKa YIPaBISIEMbIX MPUKIAIHON
IPOrpaMMOi MPOLIECCOB U JIP.

Boienstor Tpu nojkiacca JaHHBIX Yrpo3:

1) pactipoctpanenne  (aiiioB,  coAepXkKallUX  HECAHKIIMOHWPOBAHHBIM
HUCIOJIHSAEMBIN KOJI;

2) yIlaleHHbI  3allyCK TNPUJIOKEHUS TIyTeM TMepenoiHeHus Oydepa
IIPUII0KEHU I -CEPBEPOB;

3) yOaJeHHBIN 3alyCK MPUWIOKEHUS MYTEM HCIOJIb30BaHUS BO3MOYKHOCTEH
YAQJIEHHOTO YMNPABJICHUS CUCTEMOU, MPEAOCTABISIEMbIX CKPBITHIMU MPOTPAMMHBIMU
U anmnapaTHbIMU 3aKIaIKaMu JTHO0 UCII0JIb3YEMbIMU IITATHBIMU CPEICTBAMHU.

TumnoBble yrpo3sl NEPBOTO M3 YKA3aHHBIX IOAKIACCOB OCHOBBIBAIOTCS Ha
aKTUBHU3ALMU PACTIPOCTPAHSIEMBIX (aillioB TpuU CiIIydailHOM OOpaleHUHu K HUM.
[Ipumepamu Takux ¢GaiaoB MOTYT CITY>KUTb: (ailiibl, CoJIep Kallie UCTIOTHIEMBIN KO
B BuJie MakpokomaH (nokyMeHTbl Microsoft Word, Excel u 1.11.); html-gokymenTsl,
COJICpIKAIllUE€ UCIOJHSAEMBbIA KOJ B BHAE 3JeMeHTOoB ActiveX, Java-anmmieros,
WHTEPHPETUPYEMBIX CKPUIITOB (Hampumep, TekcThl Ha JavaScript); aitnsl,
coJiepKalllie UCIIOIHSIEMbIe KOJbl porpaMMm. [[ns pacnpocTpanenus (ailiioB MOTYT
UCIIOJIb30BaThCA  CIYXObl 3JEKTPOHHOM TOYTHI, IMepeAadyd (HailyioB, CETEeBOM
(hailyIoBOM CUCTEMBI.

[Ipu yrposzax BTOpPOro MojAKjJIacca HCHOJB3YIOTCS HEIOCTaTKU IPOrpamm,
peanu3yrouMX CETEeBbIE€ CEpBUCHI (B YAaCTHOCTH, OTCYTCTBHE  KOHTPOJIA
nepenonaHenuss Oydepa). HacTpolkoil CHCTEMHBIX PETUCTPOB HHOTAA YJaeTcs
MIEPEKITIOYUTD MPOIECCOP TOCIe MPephIBaHUs, BI3BAHHOTO MepenoiHeHneM oydepa,
Ha HUCTIOJHEHHUE KOja, coJiepKalierocs 3a rpanuiiei Oydepa. [lpumepom peanuzammu
TaKO# Yrpo3bl MOXKET CIIYKUTh BHEJPEHUE ITUPOKO U3BECTHOTO «BUpyca Moppucay.

[Ipu yrpo3ax TpeThero mnojkiacca HapyLIUTENIb HUCIOJb3YET BO3MOKHOCTHU
YAAJIEHHOTO YIPABJICHUS CUCTEMOM, MPEIOCTABISIEMBIE CKPHITBIMH KOMIOHEHTaMU
(manpumep, «TpostHCKUMM» Tporpammamu Tumna Back Orifice, Net Bus) mm6o
IITATHBIMUA CPEICTBAMU YHPABJIEHUS U AJIMUHUCTPUPOBAHUSI KOMIBIOTEPHBIX CETEH
(Landesk Management Suite, Managewise, Back Orifice u T. 1.). B pe3ynbTate nx
MCIIOJIb30BaHUS YAAE€TCS TOOUTHCS yIaJ€HHOTO KOHTPOJIS HaJl CTAHLIMEH B CETH.

CxeMaTU4HO OCHOBHBIE ATambl paOOTHI ATUX MPOTPAMM BBITJISIIAT CIACAYIOIUM
o0Opazom:

WHCTAJUISUS B TIAMSITH;

OKHJIaHWE 3allpoca C YJAJIEHHOTO XOCTa, Ha KOTOPOM 3alylleHa KJIMEHT-
IporpaMmma, 1 OOMEH ¢ Heil COOOIIEHUSIMU O TOTOBHOCTH;

nepeaada MepexBauyeHHON MHQPOpPMANMK KIUEHTY WM TMPEIOCTaBICHUE €My
KOHTPOJISl HAJl aTAKyeMbIM KOMITBIOTEPOM.

Bo3MoxHbIE MOCHEACTBUS OT pealu3alud Yrpo3 pa3iudyHbIX KIACCOB
IIPUBEICHBI B TaOIHIIE 3.
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Tabmmma 3
Bo3moskxHEIE MOCJICACTBUS pCAJIM3alINHr YIPO3 PA3JIMIHBIX KJIACCOB
Ne
o/ Tun araku Bo3moxkHbIE NIOCIeCTBUS
1 AHaIu3 ceTeBOro Tpa(l)I/IKa HccnenoBanue XapaKTCPpUCTUK CETCBOI'o Tpa(bI/IKa,
nepexBaT IepeJaBaeMblX JAHHBIX, B TOM YHCIE
UICHTH()UKATOPOB M ApOJIeH MOJIb30BaTeNeH
2 CKaHHpOBaHHe ceTu OHpe,Z[eJIeHI/Ie IIPOTOKOJIOB, TOCTYIIHBIX ITOPTOB CETCBBIX
cyk0, 3akoHOB (opMupoBaHUS HICHTU(DUKATOPOB
COCTMHCHHIA, AKTUBHBIX CETEBBIX CEPBHCOB,
UICHTH(UKATOPOB U TAPOJIEH MOJIb30BaTeNeH
3 «ITaponbHash aTaka Broimonnenne  m000ro  IECTPYKTHBHOTO  JeMCTBUA,
CBA3aHHOTO C TOJNy4YEeHHEM HECAHKIIMOHHUPOBAHHOTO
JIOCTyTIa
4 HOI[MeHa JIOBEPEHHOTO 00BeKTa ceTu Usmenenne TpacChbl MIPOXOKICHUA COO6H.[€HHI>1,
HECaHKIIMOHUPOBAHHOE HU3MCHCHUE MapIIpyTHO-
aJpECHBIX JaHHBIX. HeCaHKIMOHWPOBAHHBIM JOCTYI K
CETEeBBIM pecypcam, HaBsA3bIBAHUE JIOKHOHN WH(pOpMAIH
5 HaBsi3bIBaHUE JIOXKHOTO MapLIPyTa HecankmonupoBaHHOE M3MCHCHHE MapIIpyTHO-
aZpecHbIX  JaHHBIX, aHanmuz W MoauduKanus
MepeIaBaeMbIX  JAHHBIX, HaBSI3bIBAHUE  JIOKHBIX
COOOIIECHUI
6 BHereHHe JIOKHOTO 00BEKTa CeTH HepeXBaT " IIPpOCMOTP Tpaq)I/H(a. HecaHKHHOHHPOBaHHBIﬁ
JIOCTYI K CETeBBIM pecypcaM, HaBSI3bIBAHHE JIOXKHOU
uH(pOpMaIH
7 YacTuyhoe HCUYEPIIAHUE PECYPCOB CHmxeHue HpOHchHOﬁ CITOCOOHOCTH KaHaJIOB CBJI3H,
MIPOU3BOIUTENBHOCTH CETEBbIX YCTpOWcTB. CHIKEHUE
MIPOU3BOIUTENBHOCTH CEPBEPHBIX MPUITOKESHHIA
S TToNHOE HCYepITaHHE PECyPCoB HeBo3MoxkHOCTh Tiepeaun cOOOIIEeHUH U3-3a OTCYTCTBUS
5 JIOCTyna K Cpele TMepenadd, OTKa3 B YCTAaHOBJICHHUH
/m
= coenmuHeHns. OTka3 B TPEJOCTaBICHWH  CepBHUCA
E‘ (37eKTPOHHOI! 1TOUTHI, (aiI0BOro U T.1.)
Q
'3 Hapymenne norudeckoii | HEeBO3MOXKHOCTH Tepeadn, COOOIMEHNH 13-3a OTCYTCTBHS
m
ge CBA3HOCTA MEXIY anI/I6yTaMI/I, KOPPEKTHBIX MapaIpyTHO-aApCCHBIX JaHHBIX.
= JAHHBIMH, 00BEKTAMH HeBo3moxHOCTH TIOJTYICHUS yCIryT BBUTY
o HECaHKIIMOHUPOBAHHOMN Moau(pUKaIuu
UACHTU()HUKATOPOB, APOJIEH U T.1I.
Ucnonesosanne  omwmnbOK  B|Hapymenue paGoTOCIOCOOHOCTH CETEBBIX YCTPOHCTB
TporpaMmax
8 [Tyrem pacChUIKA (aiinos, Hapymenue KOH(UICHITHATLHOCTH, LICJIOCTHOCTH,
= coacpxKalnx ACCTPYKTUBHBIN| qoCTYITHOCTH WH(POPMAIIH
QE WCTIONHSIEMBIA  KOJ, BHUPYCHOE
% 3apaxeHue
g [lyrem mnepemonHeHust Oydepa
9 CEPBEPHOTO TIPIIIOKECHUS
&)
g IIyreM ncmosnp30BaHMs BO3MOXK-|CKpEITOE yIIpaBIEHHE CHCTEMOMH
s N
= HOCTEH yNANCHHOTO yIpaB/IeHHS
o CHUCTEMOM, MPEOCTaBIISIEMbIX
5 CKPBITBIMH ~ TIPOTPAMMHBIMH U
g[ anmapaTHBIMH 3aKJIaJKaMH JIHOO
> HCTIOJIb3yEeMBIMHU IITaTHBIMU

CpeicTBaMU
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[Ipouecc peanu3zanuu yrpo3bl B 001EM CIIy4ae COCTOUT U3 YETHIPEX ITATOB:

cOopa undopmaruu;

BTOp>KEHUS (TPOHUKHOBEHUS B ONIEPALIMOHHYIO CPENY);

OCYILIECTBJICHUSI HECAHKIIMIOHUPOBAHHOTO JI0CTYIIA;

JVKBUJIALIMH CJIEIOB HECAHKIIMOHUPOBAHHOTO JOCTYIIA.

Ha stane c6opa nndopmanu HapymuTesnss MOTYyT HHTEPECOBATh Pa3InYHbIC
ceeacuus 06 MCIIIH, B ToM unce:

a) O TOIOJIOTUM CETH, B KOTOpoW (pyHKUIMOHUpPYET cuctema. Ilpu 3TOM MOXKeT
HCCIIEIOBAThCSl 00JIACTh BOKPYT CETU (HAIpUMEp, HAPYIIUTENST MOTYT MHTEPECOBATh
azipeca JIOBEpEHHBIX, HO MEHEE 3aIMIIEHHBIX XO0CTOB). J{JIs onpenenenus JoCTyIHOCTH
XOCTa MOTYT WCIIOJIb30BaThCsl MPOCTEHIIIMEe KOMaHAbI (HarpuMep, KOMaHaa ping s
nocsuiku [CMP-3anipocoB ECHO REQUEST ¢ oxupannem Ha Hux [ICMP-otBeTOB
ECHO REPLY). CylecTBylOT  YTWINTBL, OCYILIECTBISIOIIME  NapalICIIbHOE
onpejielieHne JIOCTYITHOCTH XOCTOB (Takue Kak fping), KoTopble CIOCOOHBI
MIPOCKAaHUPOBATh  OOJBIIYI0 OO0JIACTH  AJPECHOTO0 MPOCTPAHCTBA HA  MPEAMET
JNOCTYITHOCTU XOCTOB 3a KOPOTKHI MPOMEXKYTOK BpeMEHH. TOIOJIOrHs CETH YacTo
OTIpENEISIeTCS. HA OCHOBAHUM «CUETYMKA Y3JIOBY» (IUCTAaHIIMM MEXTy XocTamu). [lpu
ATOM MOTYT IMPUMEHSTHCS TAKUE METOABI, Kak «mMoxyisiuuu TTLy» u 3anucu mapuipyra.

Meron «momymnsimuun  TTL» peanuzoBan mporpammoit traceroute (s
Windows NT — tracert.exe) u 3akmovaercss B moaysisiiuu ot TTL [P-makeros. s
3alicy MapuIpyTa MoryT ucnosb3oBatbest [CMP-nakeTsl, co3iaBaeMble KOMaHAOH ping.

COop nHdopMannKu MOKET ObITh TAaK)KE OCHOBAH Ha 3ampocax:

kK DNS-cepBepy 0 chucke 3aperucTpupoBaHHBIX (M, BEPOSITHO, AKTHUBHBIX)
XOCTOB;

K MapLIpyTu3aTopy Ha OcHOBe mpoTokojia RIP 00 wm3BecTHBIX MapuipyTax
(uHpOpMAaLIHS O TOMOJIOTUU CETH);

K HEKOPPEKTHO CKOH(UTYpUPOBAHHBIM YCTPOMCTBAM, MOAIEPKUBAIOIIUM
npotokoia SNMP (undopmariust o TONOJIOTHH CETH).

Ecou UCIIJIH HaxomguTcs 3a MeXceTeBbIM dKkpaHoMm (MD), BO3MOXKEH cOOp
uHpopmaruu o koHpurypanuu MO u o Tononoruu UCIIIn 3a M3, B Tom uucie
IyTEM IOCHUIKA MAKETOB Ha BCE MOPTHI BCEX MPEAIOIAraéMbIX XOCTOB BHYTPEHHEU
(3amuiaemMoii) certu;

0) o tune omneparmonHoit cuctemMbl (OC) B MCIIJIH. Cambiii H3BECTHBIN
crioco6 onpenenenust Tuna OC xocTa OCHOBAaH Ha TOM, 4TO paziaudHbie TUIIBEI OC 1o-
pazHomy peanusyroT TpeboBanus cranaaptoB RFC k creky TCP/IP. Oto no3Bosser
HapyLIUTEN0 yaajieHHo uiaeHTuduuupoBath THO OC, yCTaHOBIEHHOM Ha XOCTe
NCII[JH nmyTemM MNOCBUIKA CHEHUATbHBIM 00pa3oM CPOPMHUPOBAHHBIX 3alpPOCOB U
aHaJn3a MoJIy4YeHHBIX OTBETOB.

CyliecTBYIOT CHElHUAIbHBIE CPEJCTBA, PEaTu3YIOIIUEe JaHHBIE METONbI, B
yacTHOCTH, Nmap u QueSO. M0XHO OTMETUTh TaKKe TaKOM METOJ| ONpEACIICHUS
tuna OC, Kak OpOCTEUIINKA 3ampoc HAa YCTAHOBJICHHE COEAMHEHHUS MO MPOTOKOIY
yaaneHHoro nocryna telnet (telnet-coenmuHenusi), B pe3ysibTaTe€ KOTOPOTO IO
«BHEIIHEMY BHOY» oTBeTa MoOxHO onpeaenuts tun OC xocrta. Hannuwne
OTPE/ICICHHBIX CEPBUCOB TAKKE€ MOXKET CIY>XUTh JOMOJHUTEIIbHBIM MPU3HAKOM JJIS
onpeaenenus tumna OC xocra;



44

B) O (PYHKIMOHUPYIOUIMX Ha XOcTax cepBucax. OmnpenereHue CepBUCOB,
UCIIOJIHAEMBIX HA XOCT€, OCHOBAaHO HAa METOJIE€ BBISBICHUS «OTKPBITHIX MOPTOBY,
HampaBJIeHHOM Ha cOop uHMOpMalMU O JOCTYNHOCTH XocTa. Hampumep, nms
onpenenenus gocrynuoctd UDP-nopta HE0OXOAMMO MOJYYUTh OTKJIMK B OTBET Ha
nocbuiky UDP-ntakera COOTBETCTBYOIIEMY TTOPTY:

ectu B orBer npunuio coobmenue ICMP PORT UNREACHEBLE, to
COOTBETCTBYIOIIUM CEPBUC HEJIOCTYIICH;

€CJId JJAHHOE COOOIIEHNE HE TTOCTYIIIIO, TO TIOPT «OTKPBIT.

Bo3MoHBI BecbMa pazHOOOpa3HbIE BapUallii HCIOJIb30BAHMS 3TONO METOJIA B
3aBUCUMOCTH OT MCIOJIb3yEMOI0 MPOTOKOJIa B cTeke nmpoTokosioB TCP/IP.

Jnia apromaTtuzanuu coopa nndopmanuu 06 MCIIIn pazpaboTaHO MHOXKECTBO
IIPOrpaMMHBIX CpeACTB. B kauecTBe mprumepa MOXKHO OTMETUTH CIEIYIOLIUE U3 HUX:

1) Strobe, Portscanner — ONTUMHU3UPOBAHHBIE CPEJICTBA  OIPEACICHUS
TOCTYIIHBIX CEPBHUCOB Ha OCHOBE onpoca TCP-mopToB.;

2) Nmap — cpeacTBO CKaHMPOBAHHUS JIOCTYIIHBIX CEPBUCOB, IPEIHA3HAYEHHOE
st OC Linux, FreeBSD, Open BSD, Solaris, Windows NT. SBasercs caMbiM
IONYJIIPHBIM B HACTOSILEE BPEMS CPEACTBOM CKAaHUPOBAHMS CETEBBIX CEPBUCOB;

3) Queso — BBICOKOTOYHOE cpeacTBO omnpeaeneHuss OC xocTa ceTu Ha OCHOBE
MOCBUIKM LIEMH KOPPEKTHbIX U HEKOPpeKTHbIX TCP-makeToB, aHanu3a OTKIHMKA U
CPaBHEHUSI €r0 C MHOYKECTBOM M3BECTHBIX OTKIMKOB pasnmuuHbix OC. JlaHHOE
CPEICTBO TaKK€ SABISETCS MOMYJSIPHBIM Ha CErOJHSAIIHUN JE€Hb CpPEICTBOM
CKaHMPOBAHUS;

4) Cheops — CKaHep TOMOJOTHUU CETU TMO3BOJSIET MOIYYUTh TOMOJOTHIO CETH,
BKJIIOYass KapTuUHy JoMeHa, obmactu [P-agpecoB u T.1. Ilpu stom ompenensiercss OC
XOCTa, a TAKKE BO3MOKHBIE CETEBBIE YCTPOMCTBA (IIPUHTEPHI, MAPIIPYTU3ATOPHI U T.1.);

5) Firewalk — ckaHep, HMCHOJB3YIOIIMKA METOABI MPOTPaMMBI traceroute B
WHTEpecax aHanmm3a OTKIMKa Ha [P-maketsl ans omnpenenenus KoHUTyparuu
MEXKCETEBOI0 SKpaHa U OCTPOEHUS TOIIOJIOTUH CETH.

Ha »srame BTOp)KeHHSI WHCCIEAYeTCs HaJIU4ME€ THUIOBBIX YSA3BUMOCTEU
B CHCTEMHBIX CEpPBHCAX WM OIIMOOK B aJIMUHUCTPUPOBAHUU CHUCTEMBI. Y CIICIIHBIM
pe3yJIbTaTOM HUCIIOJIb30BAHUS YA3BUMOCTEH OOBIUHO SIBIISIETCA MOJIyY€HHE MTPOLIECCOM
HapyIIUTEIsl  MNPUBWIETUPOBAHHOTO  PEXHMa  BBIMOJIHEHUS  (IOCTyma K
MPUBUJIETUPOBAHHOMY PEXUMY BBIMOJHEHUS KOMAaHIHOTO TPOIECCOpa), BHECEHUE B
CUCTEMY YYETHOW 3aliCH HE3aKOHHOTO MOJIb30BaTells, MoJIydeHue Qaiina mapoien
WJIM HapylIeHHe paboTOCIOCOOHOCTH aTaKyeMOro X0ocCTa.

DTOT 3Tal pa3BUTHUS YIPO3bl, Kak MpaBuio, sBisercsd MHorodasusiM. K ¢pazam
Mpoliecca peann3aluy yrpo3bl MOTYT OTHOCUTBCS, HAIIPUMED:

YCTAHOBJIEHHUE CBSI3U C XOCTOM, OTHOCUTEIBHO KOTOPOIO peain3yeTcs yrposa;

BBISIBJICHUE YSI3BUMOCTH;

BHEJIPEHHE BPEIOHOCHOM MPOrpaMMbl B UHTEPECAX PACIIMPEHUs IPaB U Jp.

VYrpo3sl, peanu3yeMble Ha 3Tane BTOPKEHMS, MOAPA3JIEISAIOTCS MO YPOBHAM
creka npotokosioB TCP/IP, mockonbky (HOpMHUPYIOTCS Ha CETEBOM, TPAHCIIOPTHOM
WJIY TIPUKJIAIHOM YPOBHE B 3aBUCHUMOCTH OT UCMOJb3yeMOTr0 MEXaHU3Ma BTOPKEHUS.

K TunoBeM yrposam, peain3zyeMbIM Ha CETEBOM W TPAHCIIOPTHOM YpPOBHSIX,
OTHOCATCA TaKHE KaK:



45

a) yrposa, HalpaBJI€HHas Ha TIOJMEHY JJOBEPEHHOTO 0OBEKTA;

0) yrpo3a, HanpaBJI€HHAs Ha CO3/IaHHE B CETU JIOKHOT'O MaplIpyTa;

B) YIpO3bl, HAIIPaBJICHHbIE HA CO3JJaHUE JIOKHOTO OOBEKTA C UCIOJIb30BAHUEM
HEJOCTATKOB AJITOPUTMOB yIAJICHHOTO TIOUCKA;

I) yTpO3bl  TUMA  «OTKa3 B OOCIYy)XMBaHWW»,  OCHOBaHHbIE  Ha
IP-nedparmentanuu, Ha popmupoBanuu HekoppekTHbIX ICMP-3anpocoB (Hanpumep,
ataka «Ping of Death» u «Smurf»), Ha QopMHpoOBaHMN HEKOPPEKTHHIX
TCP-3anpocoB (araka «lLand»), Ha CO3MaHUM «IITOPMa» IMAKETOB C 3alpocaMu
Ha coenuaenne (ataku «SYN Flood») u ap.

K TunoBeiM yrposzam, peanu3yemMblM Ha HPHUKIAAHOM YPOBHE, OTHOCSATCS
YIPO3bl, HAIlpaBJICHHbIE HA HECAHKIIMOHMPOBAHHBIN 3alyCK MPWIOKEHUH, YIpO3Bbl,
peanu3anus KOTOPBIX CBsI3aHA C BHEJIPEHUEM NPOrPAMMHBIX 3aKJIAIOK (THHa
«TPOSIHCKUU KOHbBY»), C BBISIBIICHUEM ITAPOJIEHA JOCTYIA B CETh WM K ONPEACIEHHOMY
XOCTY U T.J.

Ecnu peanuzanmss yrpo3bl HE NpUHECTA HAPYIIMTENIK HAWMBBICIIMX IIPaB
JOCTYyTa B CUCTEME, BO3MOXXHBI MOMBITKU PACIIMPEHUS 3THX IPaB J0 MaKCHMAaJlIbHO
BO3MO>XHOTO YpOBHS. [[7s 3TOro MOTYT HCHOJB30BaThCS YSI3BUMOCTH HE TOJIBKO
CETEBBIX CEPBUCOB, HO U YSA3BUMOCTH CHCTEMHOI'O IMPOTPaMMHOIO OOeCHedeHHs
xoctoB UCIIaH.

Ha »srame peanuzanuu HECAHKIIMOHUPOBAHHOIO [IOCTyNa OCYIIECTBISAETCA
COOCTBEHHO JOCTHKEHUE LIETU peaM3allii YIPO3bl:

HApYLICHUE KOH(PUACHIIMATBHOCTH (komupoBaHue, HEMPABOMEPHOE
pacnpoCcTpaHEHHE);

HapylIeHUE IEIOCTHOCTH (YHUUYTOKEHUE, U3MEHEHHE);

HapyleHue JOCTYITHOCTH (OJIOKMPOBAHHUE).

Ha sTom >xe 3Tame, mocie yka3zaHHbIX JEHCTBUM, KaK MpaBuio, (popmupyercs
TaK Ha3bIBA€MbI «YEpHBIA BXOI» B BHUJE OJIHOTO U3 CEPBUCOB (JIEMOHOB),
OOCTTY’>KHMBAIONIUX HEKOTOPBIM TMOPT ¥ BBHIMOJHSAIONIMX KOMAHJbBI HapyIIUTEIS.
«YepHbIi BXO/1» OCTABIISIETCS] B CUCTEME B MHTEpECAX 00ECTICUCHHUS:

BO3MOXHOCTH TIOJIYYUTh JOCTYH K XOCTy, JAaXKE €ClIH aJIMHHHCTPATOp
YCTPaHUT UCIIOJIb30BAaHHYIO JIJIs1 YCIIEUTHON peann3alu yrpo3bl ySI3BUMOCTb;

BO3MOXHOCTH TOJYYUTh JOCTYI K XOCTY KaK MOKHO 00Jie€ CKPBITHO;

BO3MOXHOCTH TMOJYYUTh JIOCTYNl K XOCTY OBICTPO (HE MOBTOpSISI 3aHOBO
MPOLIECC peanu3alu yrpo3bl).

«YepHbIl BXOI» TO3BOJISIET HAPYIIWTENIO BHEAPUTh B CETh WIM Ha
ONPENICIICHHBIM XOCT BPEAOHOCHYIO MIPOTpaMMy, HAIPUMED, «aHAIMU3aTOp HapoJien»
(password  sniffer) —  mporpamMMmy,  BBIACNSIOUIYIO  TOJIB30BATEIbCKUE
UIEHTU(UKATOPBI U MAPOJIU U3 CETEBOro Tpaduka npu padoTe MPOTOKOIOB BHICOKOTO
ypoBHs (ftp, telnet, rlogin u T.1.). O0BeKkTaMH BHEIPEHUSI BPEIOHOCHBIX MPOTPAMM
MOTYT OBITh MPOTPAMMBbI ayTeHTU(GUKAIMN U HACHTU(PHUKAIIUUA, CETEBHIE CEPBHUCHI,
AJIpO ONEPAIIMOHHON CUCTEMBI, (pailiioBas cuctema, OMOIMOTEKU U T. 1.

Hakonel, Ha 3Tane JUKBUAALIMM CIEAOB PeaIM3alliu YIPO3bl OCYIIECTBIISIETCS
MOMNBITKA YHUYTOXEHUS CJEIOB JAEUCTBUM Hapywwutens. llpu stoM ypansrorces
COOTBETCTBYIOIIIME 3alKMCU U3 BCEX BO3MOXKHBIX KYPHAJIOB ayJIWTa, B TOM YHUCIE
3anucH o akTe cOopa nHGoOpMaUU.
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5.5. O0masi XapaKTepuCTHKA YIP0O3 NPOrpaMMHO-MAaTeMaTHYECKHX
BO3/1eMicTBUM

[IporpamMmMHO-MaTeMaTHYECKOE BO3JACUCTBUE — ATO BO3JIEUCTBHUE C MOMOIIBIO
BPEAOHOCHBIX TiporpaMm. [IporpamMmmMoii ¢ MOTEHIIMAIBHO OMACHBIMU TOCIIECTBUSIMHU
WIM BPEJOHOCHOM MporpaMMoil  Ha3bIBAIOT HEKOTOPYIO  CaMOCTOSITEJIbHYIO
nporpaMMmy (HaOOp MHCTPYKIIMI), KOTOpas CIOCOOHA BBIMOJIHATEH JH000E HEMyCTOe
MOJIMHOXECTBO CIIEYIOIINX (PYHKITHI:

CKpBIBaTh MIPU3HAKKU CBOETO MPUCYTCTBUS B IPOTPaMMHOI Cpejie KOMITbIOTEPA;

o0nagaTh CIOCOOHOCTHIO K CaMOyOJUPOBAHMIO, ACCOLMHUPOBAHUIO CEOSl C
IPYTUMU TIporpaMmamMu U (WJIM) MEPEeHOCY CBOMX (PparMEHTOB B HMHbIE 00J1acTU
OTEepaTUBHOMN WJIM BHEIIHEH MamsTH;

pazpymarh (MCKakaThb MPOU3BOJIBHBIM  00pa3oM) KoOJ MporpaMM B
OMepaTUBHON MaMSTH;

BBITIOJIHATD 0e3 UHUILIUAPOBAHUS co CTOPOHBI MOJIb30BATENS
(MONB30BATENIbCKOM  MpOrpaMMbl B IITATHOM  PEXKUME €€  BBITIOJHECHHS)
JECTPYKTUBHBIC PYHKIMU (KOMUPOBAHNUE, YHUUTOXKEHUE, OJIOKUPOBAHUE U T.I1.);

COXpaHsATh (hparMeHThl MH(OpPMAIUU U3 ONEPATUBHOM MAMSITH B HEKOTOPBIX
00JIacTsAX BHEIIHEHW MaMsTH MPSAMOTO JIOCTYIa (JIOKAIbHBIX WIIN yIaJICHHBIX );

UCKaXaTh MPOM3BOJBHBIM 00pa3oM, OJOKUpOBaTh W (WIHM) TMOJAMEHSTH
BBIBOJIMMBIA BO BHEIIHIOI MMaMsITh WM B KaHal CBSI3U MacCUB HH(POPMAIINH,
oOpa3oBaBIIMiiCSI B pe3ysibrare pabOThl MPUKIAAHBIX MPOTpaMM, WIH YKe
HaxXOJSUIMECS BO BHEIIHEN MTaMSITH MAaCCHUBBI TAHHBIX.

BpenonocHele  mporpaMmbl  MOTYT  ObITh  BHECEHbI  (BHEIpPEHBI)  Kak
MpeHaMEPEHHO, TaK W CIy4ailHO B TMPOrpaMMHOE OOecreueHHe, HCIOJb3yeMOe B
NCIIdn, B mporecce ero pa3pabOTKH, COMPOBOXKICHUS, MOAUDUKAIIMN U HACTPOUKHU.
Kpome »9TOro, BpemOHOCHBIE TPOrpaMMbl MOTYT OBITh BHECEHBI B IPOIECCEe
skcrutyatarmu UCIJIH ¢ BHeMHMX HOcHUTEnel HH(OpMAIK Wi TTOCPEICTBOM CETEBOTO
B3auMoieHcTBUS Kak B pe3yibTare HCJI, Tak u ciydaiino noss3zoBarensimu MCIH.

CoBpeMeHHbIE BpPEIOHOCHBIE MPOrPAMMbI OCHOBaHbl Ha HCIOJIb30BAHUU
YSI3BUMOCTEM pa3IMyHOTO poja MPOrpaMMHOT0 obecreueHrs (CHCTEMHOTO, OOIIEro,
MPUKIAAHOTO) W Pa3HOOOpPa3HBIX CETEBBIX TEXHOJOTHH, O00JIaJaloT IIUPOKUM
CIIEKTPOM  JECTPYKTHUBHBIX  BO3MOXKHOCTEH  (OT  HECAaHKIMOHHUPOBAHHOTO
uccienoBanus napametpoB HCIIIn 6e3 BmematenbcTBa B (YyHKIIMOHUPOBAHHE
NUCTIn, no yanuroxenus [IJ]Iln u nporpammuoro obecnedyenust UCII/Ixn) u moryt
JIEUCTBOBATh BO BCEX BHJAX MPOTPAMMHOTO oOecriedeHus (CHCTEMHOTO,
MPUKJIAAHOTO, B ipaiiBepax anmapaTHOTO 0OecreyeHus u T.11.).

Hammune B UCII[IH BpemoHOCHBIX TPOrpaMM MOXET CIIOCOOCTBOBATh
BO3HUKHOBEHUIO CKPBITBIX, B TOM UYHCJI€ HETPAJUIHUOHHBIX KaHAJIOB JOCTyNa
K WHGOpMAINH, TTO3BOJISIIONINX BCKPHIBATh, O0OXOIUTh WM OJOKHUPOBATH 3aIUTHBIC
MEXaHHM3Mbl, TPEAYCMOTPEHHbIE B CHCTEME, B TOM YHUCJIE NapOJIbHYIO
U KpUNTOTpaduueCcKyIo 3aIluTy.

OCHOBHBIMM BUJIAMH BPEIOHOCHBIX MPOrpPamMM SIBISIOTCS:

MPOTPaMMHBIE 3aKJIA/IKH;

KJIACCUYECKUE MPOrPAMMHBIE (KOMITbIOTEPHBIE) BUPYCHI;

BPEJIOHOCHBIE MPOrPaAMMBI, PACHPOCTPAHIIONIUECS 10 CETU (CETEBBIE UEPBH);

JpyTre BPEAOHOCHBIE IPOrPaMMBI, IIpeIHa3HaueHHbIe it ocyecTBienus HC.
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K mporpaMMHBIM 3akiazkaM OTHOCATCS MpOrpaMMbl, (parMeHThl Koja,
UHCTPYKIMH, (OPMHUPYIOUIUME HEIECKIAPUPOBAHHBIE BO3MOXXHOCTH MPOrPAMMHOIO
oOecrieueHus. BpenoHOCHBIE mporpaMmbl MOTYT MEPEXOJUTh M3 OJHOTO BHUAA B
JPYroi, HampuMep, MporpaMMHasl 3akKJjajKka MOXKET CT€HEpPHUpPOBATh MPOrPAMMHBIN
BUPYC, KOTOPBIH, B CBOIO OYepe/lb, MOTMAB B YCJIOBHS CETH, MOXKET C(HOpMHUPOBATH
CETEBOT0 YepBi WIM JPYTYI0 BpPEJOHOCHYIO MpPOrpamMmy, NpeIHa3HAYCHHYIO IS
ocymectsiaenuss HCI.

Knaccudukanus nporpaMMHBIX BUPYCOB U CETEBBIX U€pBEW MpeACTaBICHa Ha
pucynke 14. Kparkast xapakTepruCTUKa OCHOBHBIX BPEJOHOCHBIX MPOrpaMM CBOJUTCS
K CIEAYIOMEMY. 3arpy309HbIe BUPYCHI 3aITUCHIBAIOT CeOs TMOO B 3arpy30UHBIA CEKTOP
aucka (boot-cekTop), 1100 B CEKTOP, COAEPKAIIUI CHCTEMHBIN 3arpy3urK BUHYECTEpA
(Master Boot Record), mmbo MeHstOT yKkaszaTtenb Ha aKTUBHBIN boot-cextop. OHH
BHE/IPSIOTCS B TIAMSITh KOMITBIOTEpA MPH 3arpy3ke ¢ MHPHUIMpoBaHHOTO aucka. [Ipu
TOM CHUCTEMHBIA 3arpy34lK CUUTBHIBAET COACPKUMOE IEPBOrO CEKTOpa JUCKA, C
KOTOPOT'O MIPOU3BOUTCS 3arpy3Ka, MOMEIIAeT CYUTAaHHYI0 MH(OPMAIUIO B MaMATh U
repenaeT Ha Hee (T.€. Ha BUpYC) ynpasiieHue. 1locie 3Toro HayMHarT BBIIOIHATHCS
MHCTPYKIMU BUpPYyCa, KOTOPbIH, KaK MPABUJIO, YMEHBIIAET 00bEM CBOOOIHOM MaMsATH,
KONMPYEeT B OCBOOOAMBILIEECS] MECTO CBOW KOJ U CUUTHIBACT C JHUCKAa CBOE
IPOAOJKEHHE (€CIM OHO €CTh), IEPEeXBaThIBAET HEOOXOUMbIE BEKTOpA MpPEpbIBAaHUIM
(06pryHO — INT 13H), cunThiBaeT B mamMsiTh OpUTHHAIBHBIA bOOt-CEKTOp U mepeiaeT Ha
HEro yIpaBJeHHE.

B nanbHeiilem 3arpy304Hblii BUPYC BeIET ceOsl Tak ke, Kak (aioBbIM:
nepexBaThiBaeT OOpaIIeHUs] ONEPAIMOHHON CUCTEMBI K IUCKaM M MHOUIUPYET WX, B
3aBUCUMOCTH OT HEKOTOPBIX YCJIOBUH COBEpUIAET JECTPYKTUBHBIE JIEUCTBHS,
BBI3BIBAET 3BYKOBBIE 3(PPEKThI WK BUACO3IDPEKTHI.

OCHOBHBIMM ~ JI€CTPYKTUBHBIMU  JCHCTBUSMH,  BBINOJHAEMBIMA  3TUMHU
BUpYyCaMH, SIBISIOTCS:

YHUUYTOKEHUE UHPOPMAIIMH B CEKTOpaxX AUCKET U BUHYECTEPa;

UCKJIFOUEHHE BO3MOYKHOCTH 3arpy3Kd ONEPALlMOHHOM CHUCTEMBI (KOMIIBIOTED
«3aBHUCACTY);

UCKA)KEHHE KOJ1a 3arpy34HKa;

(opMaTHpOBaHUE TUCKET WIH JIOTUYECKUX AUCKOB BUHUECTEPA;

3akpeiTue gocryna k COM- u LPT-noprawm;

3aMeHa CUMBOJIOB P M€YaTH TEKCTOB;

MO/ICPrUBaHUs SKPAHa;

M3MEHEHUE METKU JUCKA WU TUCKETHI;

CO37]aHue TICEBIOCOOIHBIX KIIACTEPOB;

CO37]aHME 3BYKOBBIX H(WJIM) BHU3yaJbHbIX 3(QeKToB (Hampumep, MaJeHUE
OYyKB Ha JKpaHe);

nopua (haioB TaHHBIX;

nepe3arpy3ka KOMITBIOTEPa;

BBIBOJI HA DKPaH Pa3HOOOPa3HBIX COOOIICHUI;

OTKJIIOUEHHUE NepuEepUMHBIX YCTPOICTB (HaIpUMep, KIaBHATYPBhI);

M3MEHEHUE NAIIUTPBI KPAHA;

3aIoJIHEHHE YKpPaHa MOCTOPOHHUMHU CUMBOJIAMH HJIM N300paKEHUSAMU;
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NoranieHue KpaHa v MepeBo/] B PEXKUM OXKUAAHUS BBOJA C KIaBUATYPHI;

mr(ppoOBaHUE CEKTOPOB BUHYECTEPA,

BBIOOPOYHOE YHUYTOXXEHUE CHMBOJIOB, BBIBOJMMBIX Ha HJKpaH INpu HaOope
C KJIaBUATYPBI;

yMEHbLIEHUE 00beMa ONIEPATUBHOM MMAMSITH;

BBI30B [1€YaTH COJIEP>KMUMOT0 3KpaHa;

OJIOKMpOBAHUE 3aMMHUCH HA JUCK;

yHUYTOXXeHUE Tabiuibl pazouenus (Disk Partition Table), mocme srtoro
KOMITBIOTEP MOXHO 3arpy3UTh TOJIBKO C (PIIOTHU-AUCKA;

OJIOKMpPOBAHUE 3aITyCKa UCTIOTHSEMBIX (DaitsioB;

OJIOKMpOBaHWE JOCTyIa K BHHUECTEPY.

BoNbIIMHCTBO 3arpy304HbBIX BUPYCOB MIEPE3aNUChIBalOT ce0s Ha (DIOMIH-TUCKH.

@ailnoBble BUPYChl MNPU CBOEM PAa3MHOKEHHH TEM WJIH HHBIM CIIOCOOOM
UCIOJIB3YIOT (PailyioByI0 cCUCTEMY Kako-IMOO0 omnepanroHHol cucteMsl. 1o ciocoOy
3apaxxeHuss  (ailyloB  BUPYCHl  JIENATCA Ha  3aMmelnamomme  («overwritingy),
napasuTuyeckue («parasitic»), KOMIIAHBOH-BUPYCHI («companiony), «link»-Bupychi,
BUPYCBI-UYEPBU U BHUPYCHI, 3apaxkaromuye o0bekTHbie monynu (OBJ), Oubnunoreku
koMnuisiTopoB (LIB) u uicxoHbIe TEKCTHI IPOTPaMM.

Meton 3apakeHus «overwriting» sBJsIeTCS Hauboyiee MPOCTBIM: BHUPYC
3aliChIBAE€T CBOM KOJ BMECTO KOJAa 3apaxaemoro (aiina, yHUYTOXas €ro
cogepxkumoe. EctecTBeHHO, 4yTO mpu 3ToM (pailnm mepectaer paboTrath M HE
BOCCTaHABJIMBAETCA. Takue BUPYChl OYEHb OBICTPO OOHApPYKMUBAIOT ce0sl, TaK Kak
ONepallOHHasl CUCTEMA U IPHUIIOKEHHS IOBOJIBHO OBICTPO MEPECTAIOT pabOTATh.

K mapasurnueckum OTHOCATCA Bce (DailJIoBblE BHUPYCBI, KOTOpPbIE NIpH
pacupoCTpaHEHUU CBOMX KOMHK 00s53aTE€IbHO M3MEHSIOT COAEpKUMOE (DaiiioB,
ocTaBiisisi caMu (pailyipl MPU 3TOM TMOJHOCTHIO WM YaCTUYHO PabOTOCIIOCOOHBIMHU.
OCHOBHBIMM TUIIAMH TAKUX BUPYCOB ABJISIIOTCS] BUPYCHI, 3aMIUCHIBAIOIIMECS B HAYaJo,
cepenquHy win KoHen ¢ainoB. OTnenbHO ciaedyeT OTMETHTh  JOBOJBHO
HE3HAUUTEIBHYIO TPYNNY Mapa3UTHUYECKUX BHUPYCOB, HE MMEIOUIMX «TOYKH BXOJa»
(EPO-Bupychl — Entry Point Obscuring viruses). K HUM OTHOCSTCS BUPYCBHI, HE
3aMUChIBAIOIIME KOMaHAy Mepeaadn yrpaiieHus B 3arojioBok COM-daitnos (JMP) u
HE M3MEHSIONIME ajapec Touku craprta B 3aroioBke EXE-daiinos. Takue BUpYCHI
3aMKChIBAIOT KOMaHy Mepexoja Ha CBOM KOJl B Kakoe-1100 MECTO B cepeanHy ¢aiina
U TIOJy4aloT YIpaBJ€HHUE HE HEMOCPEICTBEHHO IPH 3alyCcKe 3apa)keHHoro (aiiia, a
IIpU BBI30BE MPOLEAYPHI, COAEpKaIlEl KOJ Mepeaadyn YIpaBJeHUsl Ha TEJI0 BUpYca.
[Ipuyem BBINOJMHATHCA 3Ta MPOLeAypa MOKET KpailHe peko (Harmpumep, Mpu BBIBOJAE
COOOIIEHUSI O KaKoW-IMOo crneuuduueckoil ommoOke). B pesynpraTe BHPYC MOXKET
JIOJITUE TOJABl «CHaTh» BHYTpU (ailia U MPOSIBUTH Ce0S TOJILKO TMPU HEKOTOPHIX
OTPAaHUYCHHBIX YCIOBUSIX.

K kateropun «kOMIaHbOH» OTHOCSITCS BUPYChI, HE M3MEHSIOLIUE 3apakacMble
(aiinbl. AIITOpUTM pabOThI 3TUX BUPYCOB COCTOUT B TOM, YTO JJIS 3apakaeMoro ¢aina
co3maercs (paila-IBOMHUK, NPUYEM TpPH 3alycKe 3apa)xeHHOro (aiina yrpasieHHe
MOJIy4aeT MMEHHO 3TOT JBOWHHUK, TO ecTb BHUpyc. Hanbonee pacnpocTpaHeHb
KOMIaHbOH-BUPYCHI, UCIIOJB3YIOMIKE 0COOEHHOCTh DOS mnepBbIM BBIOIHATH (ailiibl
¢ pacmpenueM .COM, ecnu B 0OJHOM KaTajlore MPUCYTCTBYIOT JBa (hailina ¢ ogHUM
U TE€M XK€ UMEHEM, HO pa3inuuHbiMu pacimpenussiMu umeHu — .COM u .EXE. Takue
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BUpyChI co3natot 11t EXE-daiinos ¢aitnpl-ciyTHUKH, UMEIOIIHUE TO K€ CaMOoe UMsI, HO
¢ pacumpenuem .COM, nampumep, mns ¢daitna XCOPY.EXE co3nmaercs daiin
XCOPY.COM. Bupyc 3anuceiBaercst B COM-@aiin u Hukak He usmensier EXE-daiin.
[Tpu 3amycke takoro ¢aiina DOS nepBbiM 00HapykUT U BbITOTHUT COM-@aiti, To
ecTb BHpYC, KOTOphIld 3areM 3amyctuT u EXE-daitn. Bropyio rpymiy cocTaBisioT
BUPYCHI, KOTOpBIE NPH 3apaKEHUH NEPEUMEHOBBIBAIOT (aill B Kakoe-Tubo Japyroe
MMsl, 3aTIOMUHAIOT €ro (JIJIs1 OCJIEIYIoOEro 3anycka (aiiyia-xo3siMHa) U 3alUChIBAIOT
CBOM KOJ| Ha JMCK IMMOJ UMEHEM 3apakaemoro (Qaitna. Hanpumep, daitn XCOPY.EXE
nepeumeHoBbeiBaecTcsi B XCOPY.EXD, a Bupyc 3anuchiBaeTcs IIOJ HWMEHEM
XCOPY.EXE. Ilpu 3amycke yNpaBliEHHE NOJIy4aeT KOJI BUPYyCa, KOTOPBIA 3aTeM
3amyckaeT opuruHaibHbli XCOPY, xpansumiics non umeHeM XCOPY.EXD.
WNuTepecen TOT (akT, YTO MaHHBIA METON paboTaeT, MO-BHAMNMOMY, BO BCEX
OMEpAlMOHHBIX CcHUCTeMax. B  TpeTblo rpynmy BXOASIT TakK Ha3bIBAEMbIC
«Path-companion» Bupychl. OHHM MO0 3aMUCHIBAIOT CBOM KOJA TOJI HMEHEM
3apakaeMoro ¢aiiia, HO «BBIIIE» HAa OJIMH YPOBEHb B MPOMHUCHIBAEMBIX IYTAX
(DOS, Ttakum o00pa3oM, TEpBbIM OOHAPYKUT M 3amycTUT (daliI-BuUpyc), OO
MepeHoCcAT (paii->KkepTBY Ha OJUH MOJIKATAJIOT BBIIIE U T.1I.

Bo3MoxHO  cyliecTBoBaHME W JPYTMX  TUIOB  KOMIIAHbOH-BUPYCOB,
UCTIONB3YIONIMX  HWHBIE  OpPUTHMHAJIBHBICE HWJEU WIM  OCOOCHHOCTH  APYrUX
OTEPAIMOHHBIX CUCTEM.

daitnoBbie YepBU (WOTrmSs) SIBISIIOTCS, B HEKOTOPOM CMBICIIE, PA3HOBUTHOCTHIO
KOMITAHbOH-BUPYCOB, HO TMPH OTOM HHKOMM 0Opa3oM HE CBS3bIBAIOT CBOE
MIPUCYTCTBUE C KAKUM-JIMOO BHIMOIHSEMBbIM (paitiiom. [Ipu pa3MHOKEHUH OHHM BCETO
JUIIb KOMUPYIOT CBOM KOJI B KaKWe-TMOO KaTajoTW JUCKOB B HAAEXKJE, YTO ATU
HOBBIE KOMHWU OyAyT KoOrja-n0o 3amyllleHbl Mojb3oBaTeneM. MHorna 3tu BUPYCHI
JAI0T CBOMM KOTHSIM «CIIeIUANIbHBIC)» UMEHA, YTOOBI TOJITOJIKHYTH MOJIb30BATENsS HA
3anmyck cBoeil komun — Hanpumep, INSTALL.EXE wmm WINSTART.BAT.
CymiecTByIOT BHUPYCBHI-UE€PBU, HCIOIB3YIONIME JIOBOJIBHO HEOOBIUHBIE MPUEMBI,
HaIpuMmep, 3anuchbiBaronve cBou konuu B apxusbl (ARJ, ZIP u npouune). HekoTopsie
BUPYChl 3alMCBHIBAIOT KOMaHIy 3amycka 3apaxeHHoro ¢aina B BAT-daiinbl.
He cnenyer myrtath (hailyioBble BHUPYCHI-UEpPBU C CETEBbIMH uepBsiMU. [lepBbie
UCIIOJIB3YIOT TOJIbKO (pailioBbie (DYHKIIMM KaKOW-TMOO OMNEPaIMOHHON CHUCTEMBI,
BTOPBIE K€ MPHU CBOEM PA3MHOKEHUU TOJIb3YIOTCSI CETEBBIMH MPOTOKOJIAMHU.

Link-Bupycel, Kak ¥ KOMIAHbOH-BUPYCHI, HE W3MEHSIOT (PUINYECKOTO
COJIEPKUMOTO (PailyioB, OAHAKO TPH 3ammycKe 3apaxxeHHOTo (aitna «3actaBisitor» OC
BBITIOJITHUTH CBOM KOJA. DTOM 1€ OHU JOCTUTAIOT MoAudUKanueid HeoOXOAUMBIX
noJsiek paityioBoi CUCTEMBI.

Bupycsi, 3apaxaromniyie OMOIUOTEKH KOMIMISTOPOB, OOBEKTHBIE MOIYIU U
HUCXOJHBbIE TEKCThl MPOrpaMM, JOCTATOYHO SK30TUYHbI M TMPAKTUYECKU HE
pacnpoctpaHensl. Bupycei, 3apaxatomue OBJ- u LIB-daiinel, 3anuceiBaloT B HUX
CcBOM koA B (hopmaTe OOBEKTHOTO MOIYJA WU OUOIMOTEKH. 3apa’keHHbIN (Qaii,
TakKuM 00pa3oM, HE SBISIETCS BBINOJHSIEMBIM U HE CINOCOOEH Ha JajbHeiIiee
pacnpocTpaHEeHUE BHpyca B CBOEM TEKyIleM cocTosiHuu. Hocutenem xe «KUBOTO»
Bupyca ctaHoButcss COM- wiu EXE-daiin.

[TomyunB ympaBnenue, (HalaoBbIi BHPYC COBEPIIACT CIEAYIONINE OOIIHe
JICUCTBHUS:
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IPOBEPSIET ONEPATUBHYIO MAaMTh Ha HAJIWYUE CBOEH KOMMM U HUHPHUIUPYET
namsATh KOMIIBIOTEpPA, €CIM KOMMs BHpyca HE HaljeHa (B ciydae, €Clid BUPYC
ABJIIETCSL PE3UACHTHBIM), UIIET He3apaXKeHHbIE (Daiibl B TEKYIIEM U (MJIM) KOPHEBOM
KaTajore IyTeM CKaHMpPOBAHMS JEpeBa KaTaJlOrOB JIOTMYECKMX JUCKOB, a 3aTeM
3apakaeT oOHapyKEeHHbIE (haiIbl;

BBITIOJHSCT JIOMOJHUTENbHBIE (€CIH OHU €CTh) (PYHKIMH: JI€CTPYKTHUBHBIC
AecTBus, TpaduYecKue Ui 3BYKOBbIE A((EKTH U T.1. (JOMOJHUTENbHBIE PYHKIINN
PE3UIEHTHOIO BUpYCAa MOTYT BBI3BIBATBCSA CIIYCTSI HEKOTOPOE BpeEMsl IOCHE
aKTUBU3AllUM B 3aBUCUMOCTH OT TEKYIIErO BPEMEHH, KOH(PUIYPALHUU CHUCTEMBI,
BHYTPEHHUX CUYETYMKOB BUpyCa WIHM JPYIMX YCIOBUH, B 3TOM cCllydyae BHPYC NpHU
aKTUBU3alUd 0OpadaThIBAET COCTOSIHUE CUCTEMHBIX YacoOB, YCTAaHABIMBAET CBOU
CUCTUYMKHU U T.1.);

BO3BpAIla€T  yNPAaBIEHHE OCHOBHOM mporpamMmMe (€ciu OHa  €CTh).
[TapasuTnueckue BUPYCHl IPU 3TOM JUOO Jiedar Qailyl, BBIIOJHAIOT €ro, a 3aTeM
CHOBa 3apa)karoT, JUOO0 BOCCTAHABIMBAIOT Mporpammy (HO He (ailil) B UCXOAHOM
Bujae (Hanpumep, y COM-nporpaMmbl BOCCTaHABIMBAETCSI HECKOJIBKO MEPBBIX OaAMT,
y EXE-nporpaMMbl BBIYMCISETCS WCTUHHBIA CTapTOBBIM ajpec, y ApaiBepa
BOCCTaHABJIMBAIOTCS 3HAYEHUS aJJPECOB MMPOTrPaMM CTPATETUU U IPEPHIBAHNUA).

HeoOxonmuMo OTMETHUTh, YTO 4YeM OBICTpee pacHpOCTPaHSAETCS BHPYC, TEM
BEPOSITHEE  BO3HMKHOBEHHME  DJIUJAEMHMM  3TOIO0  BHpyca, 4Ye€M  MEIJICHHEE
pacrpoCTpaHsAeTCsl BUPYC, TEM CJIOXKHEE €ro OOHAapyKUTh (€C/IM, KOHEYHO XKe, ATOT
BUpYC HeusBecTeH). HepesuaeHTHble BUPYCBHI YacCTO SBISIOTCS «MEUICHHBIMU» —
OOJIBIIMHCTBO M3 HUX IPH 3aIyCKE 3apa)kaeT OJWH WJIM ABa-TpH (haiija U HE yCIlieBaeT
3aMOJIOHUTh KOMITBIOTEpP 10 3alycka aHTUBUPYCHOM NporpaMmbl (WM TOSBJICHUS
HOBOW BEPCHM aHTUBUPYCA, HACTPOEHHOW Ha JaHHBIA BUpyC). CyliecTBYIOT, KOHEUHO
e, HEpe3UICHTHBIE «OBICTPHIC» BUPYCHI, KOTOPBIE MPHU 3aAIYCKE HILYT U 3apa)karoT
BCE BBIMNOJHSEMbIE (ailiibl, OJHAKO TaKUE€ BUPYChl OYEHb 3aMETHBI: TPU 3aITyCKe
KaX/I0r0 3apaXCHHOTO (aiijla KOMIIBIOTEP HEKOTOpOoe (MHOTAA JAOCTATOYHO JIOJITOE)
BpeMsl aKTUBHO pabOTaeT C BUHYECTEPOM, YTO JEMACKUpyeT BHpyc. CKOpPOCTb
pacnpocTpaHeHus: (MHPUUUPOBAHUS) Yy PE3UIEHTHBIX BUPYCOB OOBIYHO BBIIIE, YEM Y
HEPE3UJICHTHBIX - OHHU 3apaxaroT (alabl MpU Kakux-auOo oOpaiieHusXx K HuUM. B
pe3yabTaTe Ha JAHWCKE OKa3bIBAIOTCS 3apaXCHHbIMM BCE WMJIM MOYTH Bce (hailbl,
KOTOpbIE TOCTOSIHHO HCHOJB3YIOTCA B pabore. CKOpPOCTh PaCHpOCTpaHEHHUS
(vHUIMPOBaHUS) PE3UACHTHBIX (AMIOBBIX BUPYCOB, 3apakalomux (aisl TOJIBKO
IIPU UX 3aIyCKE Ha BHINIOJHEHUE, OyIET HUXKE, YEM Yy BUPYCOB, 3apaKaroIuX (ailiibl 1
MIPU UX OTKPBITUU, IEPEMMEHOBAHUM, U3MEHEHUH aTpUOyTOB (haiiia u T.1I.

Takum o00pa3oM, OCHOBHBIE JE€CTPYKTHUBHBIE JCHCTBUS, BBINOJHIEMbIC
($halIoBBIMH BUPYCAMH, CBSI3aHBI C MOpakeHHEM (ailyioB (4are HCTOTHSEMbIX WIH
¢daiiioB JaHHBIX), HECAHKIMOHUPOBAHHBIM 3aIlyCKOM Pa3IUYHBIX KOMaHJ (B TOM
qucie, KoMaua (OpMaTUPOBAHUS, YHUUTOXKECHUS, KOMUPOBAHUS U T.I1.), U3MEHEHUEM
Ta0IUIBI BEKTOPOB NpephIBaHUN U Ap. BmecTe ¢ TeM, MOTYT BBINOJHATHCS U MHOTHE
JNECTPYKTUBHBIE JEHCTBUS, CXOJHbIE C TEMH, KOTOPbIE YKa3bIBAIUCh IS
3arpy304HbIX BUPYCOB.

MakpoBupycbl (macro viruses) SBISIOTCS MporpaMMaMyd Ha  sI3bIKax
(Makpos3bIKax), BCTPOCHHBIX B HEKOTOPBIE CUCTEMbI 00PAOOTKU JAHHBIX (TEKCTOBBIE
PEAAKTOPBHI, JIEKTPOHHBIE TAOIUIBI U T.1.). 11 CBOET0 pa3MHOXKEHUS TaKHE BUPYChI
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WCIIOJIB3YIOT BO3MOYKHOCTH MAaKpOSI3BIKOB W TPH WX TMOMOIIM TMEPEHOCIT cels u3
OJIHOTO 3apakeHHoro daina (JoxkymeHTa uiaud Tabnuibl) B apyrue. HaumOosbiiee
pacnpocTpaHEHUE TMOJYYHJIA MAaKpPOBHPYCHI MJis MaKeTa NPUKIAJHBIX MPOrpaMm
Microsoft Office.

Jlist  cyliecTBOBaHMS BHPYCOB B  KOHKPETHOM cucTeMe (pelakTope)
HE0OXO0IUMO HAJIMYKME BCTPOECHHOTO B CUCTEMY MaKpOsI3bIKa C BOBMOKHOCTSIMHU:

1) mpuBS3KU MPOrpaMMBbl HA MAKPOS3BIKE K KOHKPETHOMY (aiiiy;

2) KOMUPOBAHUS MaKpOIIPOTPaMM U3 OJHOTO (aiiia B Jpyrou;

3) moylydeHHs ~ YOpaBJICHUS  MaKpoOmporpaMMol  0e3  BMeEIIaTeIhCTBa
MOJIB30BaTENS (ABTOMAaTUYECKHE WIIM CTAaHAAPTHBIE MAKPOCHI).

JIaHHBIM YCJIOBHSIM  YIIOBJICTBOPSIIOT TPUKIAIHBIE TporpaMmbl  Microsoft
Word, Excel u Microsoft Access. Onu comepkar B cebe makpos3siku: Word Basic,
Visual Basic for Applications. ITpu 3Tom:

1) MakporporpaMmMbl  MPUBSI3aHBI K KOHKPETHOMY (paililly WM HaxoasTcs
BHYTpH (haiina;

2) MakpoOsI3bIK ~ TIO3BOJISIET  KOMUpOBaTh  (ailyiel  WiIM  TepeMelarhb
MaKpOIporpamMMbl B CITy>keOHbIE (haliiibl CUCTEMBI U peIaKTUpyEeMbIe (Pailibl;

3) mpu pabote ¢ (ailioM pu ONpeIeTCHHBIX YCIOBUSAX (OTKPBITHE, 3aKPHITHE
Y T.J.) BBI3BIBAIOTCS MAKpPOIPOrPaMMbl (€CIIH TaKOBBIE €CTh), KOTOPhIEC OMPE/IEICHbBI
CHenuaIbHbIM 00pa30oM WM UMEIOT CTaHIapTHbIC UMEHA.

JlanHast 0COOEHHOCTh MAaKpOS3BIKOB IMpEAHA3HAYEHA Jii aBTOMATHYECKOM
00pabOTKH TaHHBIX B OOJBIINX OpPTraHU3alMSIX UK B TJI00ATBHBIX CETAX U MO3BOJISIET
OpraHu30BaTh TaK Ha3bIBAEMbI «aBTOMATU3UPOBAHHBIA JTIOKyMEHTOO00pOoT». C
JIPYroil CTOPOHBI, BO3MOXKHOCTH MAaKpOSI3BIKOB TaKUX CHCTEM IO3BOJISIIOT BHUPYCY
MEPEHOCHUTH CBOW KOJI B Ipyrue (aiibl U TAKUM 00pa3oM 3apakaTh UX.

BOaBIMMHCTBO MaKpOBHUPYCOB AaKTHUBHBI HE TOJBKO B MOMEHT OTKPBITHS
(3akpeITHs) (haiina, HO 10 TeX MOp, MOKa aKTHBEH caM peaakTop. OHU cojepKar Bce
cBou (yHKIUM B Buae ctaHaaptHbix makpocoB Word/Excel/Office. Cymectytor,
OJIHaKO, BUPYCHI, HUCIIOJIB3YIOIINE MMPUEMbI CKPBITHSI CBOETO KOJa U XpaHSIINUE CBOU
KOJl B BUJIe HE MakpocoB. M3BecTHO TpHW MOAOOHBIX MpHUEMa, BCE OHU HCIOJIB3YIOT
BO3MOKHOCTh MaKpOCOB CO3/1aBaTh, PEAAKTUPOBATh U UCIIOIHATH JPYTHE MaKpPOCHI.
Kak mnpaBwmio, momoOHbIe BUPYCHI UMEIOT HEOOMNBINONW (MHOTAA — MOTMMOP(QHBIN)
MaKpOC-3arpy34udK BHUPYCa, KOTOPBIM BBI3BIBAET BCTPOEHHBIM PEAAKTOP MaKpPOCOB,
CO3/1a€T HOBBIM MaKpOC, 3arOJIHSIET €ro OCHOBHBIM KOJOM BHUPYCa, BBIMOJHSACT U
3aTeM, Kak MpaBUJIO, YHHUTOXAeT (YTOOBI CKPBITH CIEIbl MPUCYTCTBUSI BHUpYCA).
OCHOBHOM KO/l TAKUX BUPYCOB MPUCYTCTBYET JIMOO B CaMOM Makpoce BUpYyCa B BHUJIC
TEKCTOBBIX CTPOK (MHOTAa — 3amu@poBaHHBIX), JUOO XpaHUTCSI B OO0JACTH
MEPEMEHHBIX JJOKYMEHTA.

K cereBbIM OTHOCSTCS BHUPYCHI, KOTOpBIE I CBOETO pPacHpOCTpaHEHUS
AKTUBHO MCIOJIb3YIOT MPOTOKOJBI ¥ BO3MOKHOCTH JIOKAJIbHBIX U TI100aTbHBIX CETEH.
OCHOBHBIM TMPUHIUIIOM PabOTBI CETEBOTO BUPYyCa SBJISETCS BO3MOXKHOCTH
CaMOCTOSITEIILHO TepeaTh CBOW KOJ Ha yAaJICHHBIN cepBep WK pabovyt0 CTAHIIUIO.
«IlomHOTICHHBIE» CETEBbIE BUPYCHI TPHU STOM OOJAJAIOT €II€ U BO3MOKHOCTHIO
3aIlyCTUTh HA BBIIIOJIHEHHUE CBOM KOJI Ha yJAAJIEHHOM KOMIBIOTEpPE WM, MO KpalHEH
Mepe, «IOATOIKHYThY MOJIB30BATENA K 3aIyCKy 3apaKeHHOTO (haiina.
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BpenonocubeiMu miporpammamu, obOecneunBarommMu ocymiectBieane HC/I,
MOTYT OBITh:

IPOrpaMMBbI TOI00pa U BCKPBITHS TTAPOJICIH;

IPOTPaMMBI, PEATU3YIOIINE YTPO3HI;

IpOrpaMMbl,  JAEMOHCTPHUPYIOIIME  HCIOJIh30BAaHUE  HEJACKIApHUPOBAHHBIX
BO3MOXHOCTEH MPOTPaMMHOI0 U IIporpamMMmHo-armapaTHoro odecneuenust UCI1/H;

IPOrpaMMBbI-T€HEPATOPHI KOMITBIOTEPHBIX BUPYCOB;

IPOTPaMMBI, JEMOHCTPUPYIOIIAE  YA3BUMOCTHU Cpe/ICTB 3aIUTHI
uHpopMamu u Jp.

B cBs3M ¢ yCIOXHEHMEM U BO3pacCTaHWEM pPAa3HOOOPa3Wsi MPOTPAMMHOTO
o0ecrevYeHns YUCIIO BPEAOHOCHBIX MPOrpaMmM ObICTPO Bo3pacTaeT. CeroiHs U3BECTHO
6omee 120 ThicSY cHUTHATYp KOMIBIOTEPHBIX BUPYCOB. BMecTe ¢ Tem, Janeko He Bce U3
HUX MPEICTABISIOT peaTbHYIO yrpo3y. Bo MHOTHX cllydasX yCTpaHEHHE YS3BHUMOCTEH
B CHICTEMHOM WJIH MIPUKJIATHOM IIPOTPAMMHOM OOECIICUCHUH TIPUBETIO K TOMY, UTO PSIT
BPEJIOHOCHBIX TMPOTPaMM YK€ HE CIOCOOCH BHEIPHUTHCS B HHUX. YacTO OCHOBHYIO
OITACHOCTH MPEACTABIISIOT HOBBIE BPEAOHOCHBIE TIPOTPAMMBI.

5.7. O01masi XapaKTepruCTHKA Pe3yIbTATOB HECAHKIIMOHMPOBAHHOIO
WM CJIyYaWHOI'0 JOCTYIA

Peanuzanus yrpo3 HCJl k uHpopManuu MOXKET MPUBOAMUTH K CIEAYIOIIUM
BUJIaM HapyIleHUs ee 0€30MacCHOCTH:

HapyUIEHUI0O  KOH(MUIECHIUATBLHOCTH  (KONMHUPOBAaHUE,  HEMPABOMEPHOE
pacnpoCcTpaHEHHE);

HAPYUICHUIO LIETIOCTHOCTU (YHHUUTOXXEHHUE, U3MEHEHHE);

HapYILIEHUIO TIOCTYNMHOCTH (OJIOKUPOBAHUE).

Hapymenne koH(pUIEHIIMAIBHOCTH MOXET OBITh OCYIIECTBICHO B CIydae
YTeUKU UH(MOpMAIUK:

KOMUPOBAHUS €€ Ha OTUYKJIaeMbIe HOCUTENU HH(POPMAIIH;

nepenavyn ee Mo KaHajam Inepeaadn JaHHbIX;

OpH TPOCMOTPE WM KOMHUPOBAHMM €€ B XOJ€ PEMOHTa, MOIAU(UKAIUU
Y YTWIN3AIUU TPOrpaMMHO-aIapaTHRIX CPENICTB;

pu «cOOpKe Mycopa» HapyiuTeneM B mporecce skcruryaramuu UCIT/IH.

Hapymenue nenoctHoCTH MHPOPMALIMK OCYIIECTBIISIETCS 3@ CUET BO3AEHCTBUS
(MonuduKanym) Ha TPOTPAMMBbI U JAHHBIE MOJIB30BATENS, @ TAKKE TEXHOJIOTUUYECKYIO
(cuctemHy10) HHGOPMAIIHIO, BKIFOYAIOIIYIO:

MHUKPOIIPOTPAMMBI, JaHHbIE H JpaBepa yCTPOMCTB BBIYHUCIUTEIBLHOU
CUCTEMBI,

MporpaMMbl, JaHHBIE W JpaiiBepa YCTPONCTB, OOECIEUMBAIONIUX 3arpy3Ky
OIIEPALMOHHON CUCTEMBI;

IpPOrpaMMbl M JIaHHBIC (JIECKPUIITOPBI, OMHCATENH, CTPYKTYPhI, TaOIHIIBI
Y T.J1.) OTIEPAlUOHHON CHUCTEMBI;

IPOrPaMMbI U JaHHBIC PUKIIATHOTO TPOTPAMMHOI0 00CCTICUCHHUS,

IPOTrpaMMBbI U JaHHBIE CTIEIIUAIHLHOTO MPOTPAMMHOTO 00eCTICUeHUS;

MIPOMEKYTOUHBIE (OTIepaTUBHBIC) 3HAYCHHS MPOTpaMM M JaHHBIX B MPOIIECCe
uxX 00paboTKu (YTeHUSs/3amucH, TpUeMa/mepenadn) CpeACcTBaMU M yCTPONCTBaMU
BBIYMCIIUTEIILHON TEXHUKH.
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Hapymenne nenoctHoctn uHdpopmamun B HCII[H MoxeT Takxke OBITh
BbI3BAHO BHEJPEHHEM B HEE BPEJOHOCHON MpOrpamMMbl MPOrPaMMHO-AIMIAPATHOM
3aKJIa/IKU WIK BO3IEMCTBUEM HA CUCTEMY 3alIUTHI MH(DOPMAIIUU WIIH €€ SJIEMEHTHI.

Kpome »storo, B UCII/IH BO3MOXHO BO3JEHCTBUE HAa TEXHOJOTHYECKYIO
ceTeByl0 HMHGPOpPMAIIMIO, KOTOpas MOXET oOecnieunBaTh (PYHKIIMOHUPOBAHUE
Pa3IUYHBIX CPEJICTB YIPABJICHUS BBIUUCIUTEIBHON CETHIO:

KOH(UTypaluen ceTu;

aJpecaMy U MapuIpyTU3alHUen Nepeaadyn JaHHbIX B CETH;

(YHKIIMOHATIBHBIM KOHTPOJIEM CETH;

0€30MacHOCThIO HHPOPMAIINH B CETH.

Hapymenne  goctymHocT  uHGpOpManuu  OOECIEUUBACTCS  MyTeM
dbopmupoBanus (MOAU(PUKALMK) HUCXOAHBIX JAHHBIX, KOTOpbIE MpH 00paboTKe
BBI3BIBAIOT HEMPaBWIbHOE (PYHKIIMOHUPOBAHUE, OTKA3bl almaparypbl WX 3axXBat
(3arpy3Ky) BBIUHMCITUTENBHBIX PECYPCOB CHUCTEMBI, KOTOPbIE HEOOXOIUMBI MJis
BBITIOJTHEHUSI IPOTrpaMM U paboThl anmaparyphl.

Vka3zaHHble JEHUCTBHS MOTYT TIIPUBECTHM K HApYyLIEHHUIO WM OTKa3y
(GYHKIMOHUPOBAHUS MTPAKTUUECKH JIFOOBIX TexHn4yeckux cpencts UCII/IH:

CpencTB 00paboTKu nHMOpMAIUY;

CPEIICTB BBOJIa/BBIBOJIa MH(OPMAIUY;

CPEICTB XpaHEeHUs UH(pOpMaLnH;

anmnapaTypsl U KaHaJIOB [IEpeayn;

CPEACTB 3allUThl UHPOPMAITUH.
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6. TunoBbie MoIe M YIPO3 0€30MIACHOCTH NMEPCOHATBHBIX JAHHBIX,
o0pabaTbiBaeMbIX B MH(GOPMAIIMOHHBIX CHCTEMAX MEPCOHATbHBIX TAHHBIX

B 3aBucumoctu ot neneid u comepxkanus oopaborku I1JIH omeparop MoxeT
ocyuiecTBIsATh 00padboTky [1/1n B UCII[IH pa3nuyHbIX TUIOB.

[lo crpykTtype  uWH(OOPMALMOHHBIE  CHCTEMBI  MOAPA3ACISAIOTCS  Ha
aBTOMATU3UPOBAHHBIC paboYHMe MeCTa, JIOKaJTbHbIE WH(OPMAIIMOHHBIE CHUCTEMBI U
pacnpeneneHHbIe HHPOPMAIIMOHHBIE CUCTEMBI.

[lo HAMWYUIO MOAKIIOYEHUN K CETSAM CBSI3U OOIIEro MoJIb30BaHUS W (WIIN)
CeTSIM MEXIyHapOJHOTro HH(OpMAIMOHHOr0O OOMeHa WH(MOPMAIIMOHHBIE CHUCTEMBbI
MOJPA3ACISIIOTCA HAa CUCTEMBI, UMEIOIINE TMOJIKIIOUYCHUS, U CUCTEMBbI, HE UMEIOIIUE
MTOJKJIFOYCHU.

[To pexxumy 00pabOTKH MEPCOHANBHBIX JAHHBIX B MH(OPMAIIMOHHON CUCTEME
UH(OPMAIIMOHHBIE CHUCTEMbl TMOJAPA3JEISAIOTCS Ha  OJIHOIOJIb30BATEIbCKUE U
MHOTOMOJIb30BaTEIbCKUE.

[To pazrpannyeHuIo MpaB JOCTYIA MOJb30BaTEIeH HHPOPMAITUOHHBIE CUCTEMBI
NOJIPA3JIETSAIOTCS Ha CHCTEMbl 0€3 pasrpaHUyYeHHs] MpaB JOCTYNMA U CHCTEMBI C
pa3rpaHUYECHHEM IIpaB JOCTYMA.

NudopmarmonHpie CUCTEMBI B 3aBUCUMOCTH OT MECTOHAXOXKJICHUSI HUX
TEXHUYECKUX CPEICTB IMOIPA3ACISAIOTCI Ha CUCTEMbI, BCE TEXHUYECKHUE CPEIACTBA
KOTOPBIX HaxonmiTcs B npeaenax Poccuiickon denepanuu, U CUCTEMBI, TEXHAYECKUE
CpeICTBa KOTOPBIX YAaCTUYHO WJIM LEJMKOM HaxXOATCS 3a mpeaenaMu Pocchilckoit
denepanum.

B 3aBUCMMOCTHM OT TEXHOJOTHH, COCTaBa M XapPAKTEPUCTHUK TEXHUYECKUX
cpeacte MCII[IH, a Taxxe onacHoctn peanuszaiuu YDBIIJIH w HacrymeHwns
IOCIEACTBUA B peE3yJbTaT€ HECAHKUMOHWPOBAHHOIO WM CIYyYalHOrO JOCTYIIa
MOXHO BbiaenuT cienyromue sl UCI/IH:

aBTOMATU3UPOBAHHBIE padoYMe MeCTa, HE MMEIOIIUE TMOAKIIOYCHUE K CETIM
CBSI3U OOIIErO MOJB30BaHUA W (WUJIM) CETAM MEXKIYHAPOJHOTO WH(OOPMAIIMOHHOTO
oOMeHa;

aBTOMATH3UPOBAHHBIC pabOUMe MECTa, UMEIOIIUE TTOAKIIOUCHHUE K CETSIM CBSI3U
00111eT0 MOJIb30BaHUS U (WJIM) CETSIM MEKIyHApOHOT0 HH(GOPMAIIMOHHOTO OOMEHA;

nokanbHbele MCII/{H, HE uMEIOmMe TOAKIIOYCHUE K CETSAM CBSI3M OOIIEero
MOJIb30BaHUS U (WIJIM) CETAM MEXKIyHAPOAHOTO HHPOPMAIIMOHHOTO OOMEHA;

nokanbHeie VCIIJIH, wmMerommpe NOAKIIOUEHHE K CETIM CBS3M OOIIETO
MOJIb30BaHUS U (WJIH) CETAM MEXIYHAPOAHOTO0 MHPOPMALIMOHHOTO OOMEHA;

pacnpenenenubie UCIIJIH, He uMeroIIye MOIKIIOYEHHE K CETAM CBSI3H OOIIETO
MOJIb30BaHUS U (WIJIH) CETAM MEXKIYHAPOAHOTO HHPOPMAIIMOHHOTO OOMEHA;

pacnpenenenubie MUCII/IH, nMeromnme MOIKIIOYEHHE K CETSM CBSI3H OOIIETo
MOJIb30BaHUS U (WJIM) CETAM MEXKIYHAPOAHOT0 MHPOPMALIMOHHOTO OOMEHA.

[TpumennTenbHO K 0CHOBHBIM THNaM MCII/IH coCTaBISIIOTCS TUMIOBBIE MOJIENIN
yrpo3 Oe3onacHoctu [I/[H, XapakTepusyromue HACTYIUICHHE pPa3IUYHBIX BHUIOB
MOCJIC/ICTBUA B PE3yJbTAaT€ HECAHKIMOHUPOBAHHOIO WJIM CIYYalHOTO JOCTyNa W
peanuzanuu Y BITIH.

Yactasle Mozenu yrpo3 6ezonacHocT [1/[H mpUMEHHUTENbHO K KOHKPETHBIM
NCIIH cocraBisitoTcs onepaTopamu, 3akazuukamu u paspadborunkamu MCIIIH Ha
ATarax UX CO3JaHus U (WJIN) SKCIUTyaTaluu.
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6.1. TunoBas mojeJib YIpo3 0€30MaCHOCTH NMEPCOHAIbHBIX JAHHBIX,
o0padaTbiBaeMbIX B aBTOMATU3MPOBAHHBIX PA00YMX MeCTAaX,
HMEKIIHX MOAKIIYeHNe K CeTAM CBSI3H 00111ero nojib30BaHus
U (MJIM) ceTsIM MEKIYHAPOIHOT0 MH(POPMALIMOHHOT0 00MeHa

[Ipu o6pabotke I[1/lH Ha aBTOMAaTU3MPOBAHHOM pPabOYEM MECTE, UMEIOIIEM
MOAKIIOYEHUS K CETSAM CBSI3H OOLIEro MOJIb30BaHUS U (MIIM) CETSIM MEKIYHAPOJAHOIO
nH(OpMaIIMOHHOTO OOMEHa, BO3MOKHA peanu3aius cieayronmx Y BIJIH:

yrpo3bl YTEUKU UH(POpMAIIUU IO TEXHUYECKUM KaHalam;

yrposst  HCJI x IIln, oOpabGaTbiBaeMbIM Ha aBTOMAaTH3UPOBAHHOM
pabodeM MecTe.

YTpo3bl yTeukn HHPOPMAIIUX 10 TEXHUYECKUM KaHajlaM BKITIOYAIOT B ceOs:

yrpo3bl YTEUKU aKyCTUUYECKOH (peueBoit) nHbopMaIuy;

YIPO3bl YTEUKH BUIOBON WH(OPMAITIH;

yIpo3bl yTeuku uH@opmanuu no kanary [I9MUH.

BosnuknoBenue YbBIIJIH B paccmarpuBaembix MCII[IH 1o TeXHUYECKHM
KaHajgaM XapaKTepU3yeTCs TEMU JKE€ YCJIOBUSMH U (akTopam, 4YTO U JJIs
aBTOMATU3UPOBAHHOTO pabdoOyero MecTa, He HMMEIOIIEro MOJAKIIOYEHHUS K CeTIM
0O1LIEero MoJIb30BaHus U (WJIH) CETAM MEXIYHAPOAHOI0 HHPOPMALIMOHHOTO OOMEHA.

VYrpo3et HC/] B UCII/IH cBsi3aHbl C OEHCTBUSIMH HAPYIIUTENIECH, UMEIOIIUX
noctyn k WCII[n, Bkmrowas nonws3oBareneir MCII/IH, peanu3yrommXx yrpo3sbl
HenocpencrseHHo B MCII/IH, a Takke Hapylmurened, HE MUMEIUIMX JOCTyIa K
UCII/JH, peanu3yomux yrpo3bl U3 BHEITHUX CETEH CBSI3M OOILEro MOJIb30BAaHUS U
(mm) ceTeil MeXTyHapOIHOTO HHPOPMAITMOHHOTO OOMEHa.

Yrpo3et HC/] B UCII/IH, cBSI3aHHbBIE C IEUCTBUSIMU HAPYLIATEICH, UMEIOIIUX
noctyn k HMCII/[IH, aHAamOrWYHBl TE€M, KOTOPBIE UMEKOT MECTO ISl OTIEIBHOTO
APM, He MNOAKIIOYEHHOTO K CETAM CBS3M OOIIEro IMOJIb30BaHUS. YTPO3BI
W3 BHEIIHUX CETEW BKIIOYAIOT B CeO0s:

yIrpo3bl «AHalM3a CETEeBOTO Tpauka» C MepexBaTOM MepeJaBaeMond BO
BHEIIIHME CETU U IPUHUMAEMON U3 BHEITHUX ceTel nHpOopMaIuy;

YIpO3bl CKaHMPOBAHUSI, HAIMPABJICHHBIC HA BBISBICHUE THUMA ONEPALIMOHHOMN
cucteMbl APM, OTKPBITBIX TIOPTOB U CIIYKO, OTKPBITHIX COSTUHEHUH U JIP.;

YIPO3bl BBIABJICHUS NIAPOJIEH;

yrpo3bl noaydenus HCJI myteM nmoaMeHsl JOBEPEHHOTO 00bEKTa;

yrpo3bl Thna «OTKa3 B 00CIIy)KUBAHUNY;

YTPO3bl YAAIEHHOTO 3aIlyCKa MPUIIOKEHU;

YIPO3bl BHEAPEHUS 0 CETU BPELOHOCHBIX IPOTPAMM.

6.2. TunoBasi MojeJib YIpo3 0€30MaCHOCTH MEPCOHATbHBIX JAHHBIX
o0padaTbiBaeMbIX B JIOKAJIbHBIX HHPOPMALIMOHHBIX CHCTEMAX
MEePCOHAIBHBIX TaHHBIX, HMEIOUIUX MOJKJIIYEeHHE K CeTIM CBS3H 0011ero
MOJIb30BAHNS U (MJIM) CETAM MEKIYHAPOIHOr0 HHPOPMALIMOHHOT0 00MeHAa
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[Tpu o6pabdotke [1/1x B mokanbabix UCIT/{H, nMeromux moaKIr0YeHIE K CETIM
CBS3U OOIIEro MOJb30BaHUA U (MJIM) CETAM MEXAYHAPOJIHOTO MH(GOPMAIIMOHHOTO
oOMeHa, BO3MOKHA peanuzanus cienyromux Y BITIH:

yrpo3bl yTEUKU MH(OpMAIUU IO TEXHUYECKUM KaHalam;

yrpo3sl  HCJ x [IIJIn, oOpabaThiBaeMbiM Ha aBTOMAaTHU3UPOBAHHOM
pabodeM MecTe.

VYTrpo3bl yTeuku HHPOpPMaIIUU M0 TEXHUYECKUM KaHalaM BKJIIOYAIOT B ce0s:

YIrpo3bl yTEUKU aKyCTHUECKOH (pedeBoii) HHPpOpMaIIH;

YTPO3bI YTEYKH BUIOBON WH(MOPMAITIH;

yrpo3sl yreuku nHpopmaiuu no kanamy [I9MUH.

BosnuknoBenne YBII[Iln B paccmarpuBaembix MCIIJIH 1mo TeXHHMYECKUM
KaHaJIaM XapaKTePU3yeTCs TEeMH JK€ YCIOBUAMH U (akTopamMu, YTO € JJIA
npeapiayumx tTunoB UCIH.

VYrpo3er HCJl cBsizaHbl ¢ AEHCTBUSIMH HAPYLIUTENEH, MUMEIOMIMNX JOCTYI K
NCITAn, Bxmrouas  noas3oBatenedt  MCII[H,  peanusyrommx  yrpo3bl
HenocpeacreeHHo B MCII/IH, a Takke HapymuTeslel, HE UMEIOIIUX JOCTyIa K
NCII/JH, peanu3yomux yrpo3bl U3 BHEITHUX CETEH CBS3M OOILEro MOJIb30BAaHUS U
(nnn) ceTelt MeXTYHAPOIHOTO HH(DOPMAITMOHHOTO OOMEHa.

VYrpo3el HC/I, cBsi3aHHbIE C AEHCTBUSIMH HApYUIUTENIECH, UMEIOMIUX JOCTYI
k UCII/IH, BKiO4aoT B ceOsl yrpo3bl, aHAJIOTUYHBIE TEM, KOTOPHIE peannu3yroTcs
B otaeabHoM APM, He wumeromeM MOAKIIOYECHUS K CETSIM CBSI3M OOIIEro
MOJIb30BAHUS.

VYTpo3bl U3 BHEIIHUX CETEH BKJIIOYAIOT B CEO:

yIpo3bl «AHalIM3a CETeBOr0 Tpaduka» ¢ MepexBaTOM IepeaBacMoil BO
BHEIIIHUE CETU U MIPUHUMAEMOU U3 BHEIIHUX ceTell nHpOopMalnu;

YIpO3bl CKaHMPOBAHWSI, HAINPABJICHHBIC HA BBISBICHUE THUMA ONEPALIMOHHOMN
cuctembl UCIIJIH, ceTeBbIX apecoB pabounuX CTAHIIMMA, OTKPBITHIX TOPTOB U CIIYXO,
OTKPBITBIX COEJUHEHUH U JIP.;

YIPO3bl BBISBJICHHUS NTApOJIEH;

yrpo3bl nonyuenuss HCJI myteM moaMeHbl JOBEPEHHOTO 0ObEKTA;

yrpo3bl Thna «OTKa3 B 00CIIy)KUBAHUNY;

YIPO3bl YIAIEHHOIO 3aIyCKa NPUJIOKEHUN;

YI'PO3bl BHEAPEHUS 0 CETU BPENOHOCHBIX IPOTPAMM.



